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1 Executive Summary

Security is becoming a weak point of energy and communications infrastructures,
commercial stores, conference centres, airports and sites with high person traffic in
general. Practically any crowded place is vulnerable, and the risks should be
controlled and minimized as much as possible. Controlling access and being able to
respond rapidly to potential dangers are facilities, which every security system for
such environments should have. INDECT project as a complex development will help
the potential end-users to improve their techniques and to extend their tools for
prevention and for securing areas and offering more security to the citizens of the
European Union.

Due the crisis management system is one of the main surfaces of the results of the
project it is necessary to provide preliminary information to the potential end-users to
raise the awareness of their interest in the project and its results.

The crisis management portal is one of the strongest points of the INDECT project.
The system developed in this work package has to provide services and relevant
information for all the target groups including the end-users (police stations,
homeland services), and any other communities or citizens who are somehow related
to the topic. Work package 6 will design and implement an integrated intelligent
portal which main aim is to integrate the services developed in the project and
provide them to the end-users.

This deliverable accomplished by WP6 with the contributions from WP9 are public,
and can be accessed by the eventual end-users of the system cross Europe. With
the support of the dissemination activities of the consortium the end-users will have
the possibility to get comfortable with the planned activities of the consortium and the
time left for finishing the scenarios will allow WP6 to consider the eventually
comments of the end-users.
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2 Introduction

One of the major WP6 goals is to simplify the information processes, into the
expected scenarios in which the planned software will be used. Designing the
structure and the order between the scenarios will plan the software, and this will be
the guide for the developers. The expected scenarios have to contain relevant
information about the system and its time ordered functionality descriptions to fulfil
the structured information need of the programmers. So scenario-based models
exploit this regularity of the runs: One can identify various repeating patterns
(scenarios) that are partial executions of the service. The entire service behaviour is
composed of these scenarios. This document gives an overview the scenario types
used for describing the system profile and the first scenarios about the Intelligent
Crisis Management System.

The Figure 1 presents the overall scope of the INDECT project with the main
elements of the system, in particular; the data collection part, the data processing
and analysis, the search functions and the INDECT portal as a layer above them.
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Figure 1 INDECT PORTAL Approach

Because of the broad variety of Internet services and technologies, the question of
monitoring them in order to detect criminal activities cannot be resolved by a system
in the classical sense. It is more realistic to design a set of computer tools which can
be accessed by an integrated portal, which after some configuration can give useful,
effective and, most of all, flexible support for the police.

In addition to the function of acquiring data, the Intelligent portal based system will be
characterized by such features as: centralization with regard to higher level
processing, real-time operating, role-based data verification and conflict resolution,
distinguishing the basis of facts correlation, possible abnormal situations, threats and

INDECT_Deliverable_D6.1_v20091031 - Public 8/84
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attacks, visualization in a comprehensive way the results of the monitoring process
performed by means of system developed in other WPs of INDECT.

INDECT portal will be used as a special user interface for documents management.

A user will be provided with a @entral pointd where heterogeneous INDECT
documents (items) may be arranged into cases represented by workspaces.

The items will have form of text documents, multimedia files, pictures or other types
of documents defined by all Work Packages (WPs), for example a description of
person on the given photo (of a specified URL) or a web page shapshot

The first milestone by developing the ICM (Intelligent Crisis Management) Portal is
the definition of the scenarios what the portal will be used for. The scenario based
planning of the portal allows the team to involve the end-users by displaying the aim
of the portal in a language that is probably closer to the end-users everyday life.

INDECT_Deliverable_D6.1_v20091031 - Public 9/84
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3 End-users Oneeds analysis

The goal of the defined scenarios is to meet the userséexpectations. Therefore, end-
usersbneeds have to be carefully analyzed. Apart from other factors, the level of
success of a software system can be assessed with regard to two complementary
types of requirements: The first type groups user-oriented requirements that
concentrate on the functionalities provided to the system®& user. The second type of
requirements consists of context-oriented requirements. These can be system-
related and human-related requirements. This chapter focuses on the functionalities,
which are expected by users of INDECT Portal. The analysis of userséneeds have to
be performed on various levels.

The first level is an analysis of the business requests. The important questions being
answered by this analysis are: how the system may improve an organization and why
the INDECT system is desired. In order to provide answers to those questions, a
series of meetings with police executives and partners providing technology has
been organised. Initial scenarios presented in chapter 4 were used as a starting point
of this operation. Requirements that were be derived from them are presented in
chapter 5 This task was continued and additional scenarios were presented by
police. Because they may reveal the police®& operational methods; UML use cases
were chosen as a more generic and still enough meaningful tool, used for
documenting the needs that have been requested by police officers. The results of
this activity is presented in chapter 6

One of INDECT goals is to provide an easy to operate and user-friendly system. In
order to achieve this goal another important aspect of the analysis should be
considered i.e., profiles of typical end-users and operators of the INDECT portal. This
analysis is aimed at answering the following questions: who will use the system, what
are his capabilities, his expectations regarding user interfaces, areas of interest, skills
levels etc. INDECT has to address the needs of two different classes of users:
citizens and police officers. End-users questionnaires are the tool used to obtain
information required to perform the mentioned analysis. Not surprisingly, WP6
partners actively participated in producing end-users questionnaire for police officers
(see chapter 0).

Naturally INDECT portal should help each of its users in performing their work. The
third part of the analysis is concerned withtheus er s6 t ypi cal acti
an analysis of the usersd everyday ac
those activities. Questionnaires are the source of data needed in this task, but
additional surveys with INDECT end-users are needed to obtain more detailed
information.

Apart from the opinions of INDECT end-users, experience and expertise of industry
partners providing systems for police (e.g. INNOTEC), can be regarded as an
additional source of valuable information on end-users' needs, helping WP6 partners
to define better INDECT Portal scenarios.

INDECT_Deliverable_D6.1_v20091031 - Public 10/84
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End-users questionnaire

As it concerns scenario methodology, collecting information using the questionnaire
I's the first phase of the scenatingpetessargr eat i C
informationonend-user 6 s expectations.

Before sending to the end-users, questions have to be reviewed on the police
management level. At this stage it is decided which questions should be issued to the

end-users. Some answers were givendur i ng the initial consul t.
been realised that different parts of the questionnaire should be issued to different

groups of the PSNI/GHP. One of the main roles of the police leaders is to define

categories of the respondents and to decide which experts should answer the given

question. It was decided that, at least, the key terms used in the questionnaire should

be explained clearly - that is why each section of the questionnaire contains a short

introductory description.

At the present stage, questionnaires are filled by the end users and an analysis of the
results is in progress. The results of this task will have an impact on the WP6 priority
list.

Analyse by

the police Submit to end

. users
executives
,f\\ A
<&
Questionnaire Analyse the
proposal results

Figure 2 Questionnaire specification process

Questionnaire organises questions into several categories:
1 Hardware i the part related mainly to devices6properties used for detection,
acquisition and the analysis of sound and image.
Software i the part related to functionality of working systems.
Security and priv acy 1 the part currently related to access levels, law, and
the possibility of allowing different procedures mentioned in other parts of the
guestionnaire.
1 Events i the part related mainly to detection of threat, important events,
recognition of a crime attempt, etc.
1 Workflow i the part related mainly to messaging, reporting, and the flow of
information.

T
T

INDECT_Deliverable_D6.1_v20091031 - Public 11/84
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Search engine 1 the part related to the document search features.

INDECT Portal i the part related to the expected usefulness of the WP6
portal.

1 Traffic | nspection i the part related to the monitoring needs.

T
T

The following section presents WP6 part of the questionnaire that is accompanied by
a short description and contains twelve questions related to INDECT Portal
functionalities.

INDECT Portal will serve both policemen (equipped with PCs while working in the

office and equipped with PDAs/Smartphone while serving in the field) and citizens. Its

main innovative solutions (beyond the state of the art in the area of Web applications)

will aim at providing end-users with a highly ergonomic (contextual, collaborative and
personalized) single 6époint of accessd to m
sources that currently accessed by policemen and citizens in separate sessions.

One of the key objectives wit h regard to the | NDECT Porta
access is to enable end-users to find the required content items in the smaller
number of clicks as compared to the regular (i.e. non-optimized) access mode.

It should be noticed that the exploiting collaborative similarity between content items

(new users benefit from the choices of other users) and context-aware content
recommendation (contextual view on content i
experience) is possible either with or without introducing access personalization

features. Fully anonymous users may benefit from collaborative content filtering.

Cat.1

Cat.2
Cat.3

54. Would you expect to find on the INDECT Portal information about people:

1 Criminals
¢ YESc NOc PERHAPSc ITIS NOT WITHIN MY
EXPERIENCE/COMPETENCE

1 Contact data of experts in investigation of different kinds of treats/crime types
¢ YESc NOc PERHAPSc ITIS NOT WITHIN MY
EXPERIENCE/COMPETENCE

9 Officers sharing the same areas of responsibilities, competences, interests, topics)
¢ YESc NOc PERHAPSc ITIS NOT WITHIN MY
EXPERIENCE/COMPETENCE

55. Would you expect to find on the INDECT Portal information related to different kinds of
threats:
¢ YES
c NO
¢ PERHAPS
¢ ITISNOT WITHIN MY EXPERIENCE/COMPETENCE
1 What kind of threats e.g. descriptions of chemical materials, explosives:

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

,,,,,,,,,,,,,,,,,,,,,,,,

eeeeeeeeceeeeeeceeeeeeeeecee. .
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56. Would you expect to find on the INDECT Portal video/audio content recorded by means

of monitoring cameras, witnessd uploaded v
c YES
c NO
¢ PERHAPS
c ITISNOT WITHIN MY EXPERIENCE/COMPETENCE

57. Would you expect to find on the INDECT Portal procedures how to react to certain type

of sitwuations, including crisis situation
attack)

c YES

c NO

¢ PERHAPS

c | DO NOT KNOW

1 What kind of procedures, e.g. related to chemical pollutions, riots, bomb attacks,
other:

I I I I e = S I e e = e R - R - - - - - - Y - N - -]

ééééééeéeéé. ... .. ..., 688,

58. What other kinds of information should be provided by the INDECT Portal?
eééééeéeééeéeééeéeéeéée. ..l n e
e G GGG GGG

EEEEELCEELEELELLEEL. . . . . . . e e e e

59. Are you interested in having a search engine, which take into account not only the typed

keywords, but also similar words? For exa
al so documents r eslogt didjetla gme x plogs ifidet onat i
¢ YES
c NO
¢ PERHAPS
¢ ITIS NOT WITHIN MY EXPERIENCE/COMPETENCE

60. Are you interested in automatic finding of contextual relations between different types of
content? For example, when searching documents about explosive materials, in addition to
the main document the INDECT Portal may recommend contact data to experts, procedures

how to evacuate peopl e, presentation of si
etc.

c YES

c NO

¢ PERHAPS

c ITIS NOT WITHIN MY EXPERIENCE/COMPETENCE

61. Do you think that, in addition to the list of search results, a list of related documents for
each item should be displayed? This |Iist
to particular types of situations (r el evancy O0observeddé by a
may be personalized based on each user behaviourally modelled preferences. For example,
when a search result is a list of criminals and one of the them is a person previously
arrested for robbery and also accused earlier for tax crimes, the police officer which usually
is interested in taxes will be provided with recommendation list containing links to the tax-
related cases of this person, in contrast to recommendation provided to another police
officer, which is usually interested in robbery cases.

c YES

c NO
¢ PERHAPS
c ITISNOT WITHIN MY EXPERIENCE/COMPETENCE

62. Do you think that it is reasonable to automatically recommend content based on current
trends (online behavioural patterns of the Por t al 6s users)? For e
Portal and tries to get information about the riots in her/his neighbourhood; as a result
she/he gets a list of documents that are most relevant to the topic, i.e. that were observed as

INDECT_Deliverable_D6.1_v20091031 - Public 13/84



ICMS Concepts and usage scenarios WP6 D.6.1 E INDECT Consortiurri www.INDECT-project.eu

being helpful for other users interested in the same topic.
c YES
c NO
¢ PERHAPS
c ITISNOT WITHIN MY EXPERIENCE/COMPETENCE

63. Do you think that it is reasonable to provide an inexperienced police officer with
document recommendations based on inter-d o ¢ u me n t r oel seevramecdyd 6i n
patterns of more experienced officers (while being served in similar context)?

¢ YES

c NO

¢ PERHAPS

c ITIS NOT WITHIN MY EXPERIENCE/COMPETENCE

64. Do you think, that when a police officer is in the field is equipped with a mobile phone or
PDA only, he/ she may be interested i n -aaflinge
interface? For example, during the drive to a place of planned intervention, he/she may look
at the video from monitoring cameras to see how the situation evolves. On the other hand

the | NDECT Port al may initiate a session
with some urgent message (short text message may be presented on the screen together
with video).

¢ YES

¢ NO
¢ PERHAPS
c ITISNOTWITHIN MY EXPERIENCE/COMPETENCE

65.Do0 you think that the | NDECT Port al may

securityd6? For example, when monitoring a
identified, that a large group ofcit i zens is interested in con
additional actions regarding this aspect of public safety may be reflected in appropriate
Portal s content management . Thi s recogni
analysing types of crimes, which are not likely to be reported to the police.

¢ YES

¢ NO
¢ PERHAPS
c ITISNOT WITHIN MY EXPERIENCE/COMPETENCE

66. Do you think that the | NDECT Port al s h 0
preferences analysis by recommending relevant procedures to certain group of policemen?
c YES
¢ NO
c | DO NOT KNOW
c ITIS NOT WITHIN MY EXPERIENCE/COMPETENCE

INDECT_Deliverable_D6.1_v20091031 - Public 14/84



ICMS Concepts and usage scenarios WP6 D.6.1 E INDECT Consortiumi www.INDECT-project.eu

Scenario definition methodology

Scenarios are widely used to communicate the value and results of the design
process to recipients of design work, including development teams, marketing
groups, managers and end-users. The basic argument for the application of
scenario-based design in INDECT WP6 is that descriptions presenting people who
use technology are essential in discussing and analyzing how the technology is (or
could be) used to reshape human activities. The second advantage is that scenario
descriptions can be created before a system is built and its impacts felt. Scenarios
present the possible ways to use a system to accomplish desired functions or implicit
purpose(s) and describe unifying requirements and processes at the task level.
Scenarios also make the integration of systems in the end-user environment easier.

Motivation

INDECT WP6 developed the user-centric approach, and in order to ultimately assess
and constrain architecture development, several high-level usage scenarios were
developed to verify the WP6 architecture concepts. Scenarios are the basis for the
subsequent development stages in WP6 as they influence all phases of the project.

In the WP6 pre-implementation phase scenarios help to enable the realization of the
INDECT Portal vision. Scenarios help to extract vision-relevant functional / non-
functional requirement s, -u$ersa@mable $oeundérstang
technology that WP6 partners plan to develop, ensuring that this technology is user-
oriented and is likely to be user-friendly. Potential technological bottlenecks and gaps
are easily detected during the process of evaluating and formalizing the scenarios.
New open issues may be detected and evaluated (sometimes even solved) at the
early stage of WPG6s wor k.

During the INDECT Portal development phase the scenarios may be treated as
guidelines for developers. For example, if they are not sure how to implement some
features, a scenario may be a hint for them. Management process and overall
harmonization of all working groups is easier with scenarios.

The common goal for all WP6 working groups should be defined in scenarios.
Scenarios are aimed to help partners to look at the whole WP6 work not only at
assigned tasks.

During the WP6 integration phase the
goals. INDECT Portal demo will base on the scenarios. The success of WP6 will be
assessed on the basis of the completeness of the INDECT Portal scenarios.

Scenario design

The general scenario design process consists of the following steps:
1 Story writing

INDECT_Deliverable_D6.1_v20091031 - Public 15/84
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A collection of different stories is aimed at covering a wide range of different
scenarios, addressing various aspects and interests of different end-users.
Various views should be chosen. The starting point for the work on scenarios are
brainstorm-based ideas that are consulted with the INDECT end-users
(represented by GHP, PSNI) as soon as possible (not later than in the middle of
the scenario definition process). It was assumed that an initial version of WP6
scenarios is verified at the initial project's stage against all relevant technological
feasibility aspects. The story line has to cover different types of input from
partners:
o Requirements from the police (need functionalities),
o Environment description (constraints and boundaries, in which the
system should operate, both technical as well as operational),
o Technical topics (technologies and solutions on which partners want to
focus in their work).

Each partner has to define its internal list of technical topics that should be
developed in the WP6 and provide a vision how the topics may be represented in
scenarios. It is extremely important to focus on the core features, which bind
together different aspects of the system. They have to be identified during the
scenario analysis, and then carefully supervised from the perspective of their
implementation during the development phase.

1 Requirementsd extraction
Requirements are extracted from the scenariosd stories. Requirements
regarding all the basic conceptual views are needed: architecture,
implementation, security, etc.

1 Gap analysis
Missing technologies, gaps or bottlenecks in the overall system design should
be identified 1 if it is possible at the scenario definition stage.

1 Consequences for the system technical design and development
Results of previous steps are communicated to the relevant working groups,
responsible for architecture, security, implementation, demonstration, etc. The
mapping between a scenario and technical consequences is an important step
in scenario design methodology.

1 Feedback from technical working groups
Feedback of the relevant working groups should be taken into account in a
refined version of scenarios.

For every (sub-)scenario a single document should address the following topics:

1 A scenario content overview. It can have the form of a table and contains
relevant fields like: title, general technical description, required technology and
infrastructure, pre and post-conditions.

1 The complete story as the text (non technical from a user® perspective).

1 (Optional) vision of graphic user interfaces as pictures.

1 A mapping of the story components onto technical topics.

While defining scenarios the following issues should be taken into account:
1 While defining scenarios only those functionalities and components can be
introduced that can be immediately assigned to a specified partner.
1 The assigned partner is fully responsible for implementing the functionality or
for providing the given component.

INDECT_Deliverable_D6.1_v20091031 - Public 16/84
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Assigning a functionality / component to a partner that is not familiar with the
state of the art in the related research should be avoided.
Relationships between work packages should be taken into account when
defining scenarios.
Common fields of interest should be analysed.
Integration between WPs should be planned.
A scenario has to be analyzed from different perspectives, that are relevant to
the technologies, working groups, subgroups and activities of the WP. In
particular, the following views must be addressed:

0 business view,

0 architecture view,

0 demonstration view,

o special and technical views (security view, deployment views, end-user

view, operator view)

Partnersdknowledge, resources and technical know-how, should be taken into
account in defining scenarios as well.

Experience

Experience of WP6 partners gained in other EU projects shows that in order to
maximize the profit from scenario modelling, the following rules should be applied:

T
T

T

Stable version of scenario should be achieved as quickly as possible.

Scenarios should provide developers with information on system components
that will be integrated (the research track should be separated from the
implementation track in the scenarios).

Scenarios should not be too complicated. In order to limit the time needed for
debugging and integration, a small set of independent scenes should be
defined instead of one continuous scenario.

Scenes should not be dependent on each others. Scenarios should have

Airecovery stageso. Strong interdependenc

parts of the system may be dangerous. For instance, if one of the parts fails
during the demo, the execution of whole scenario may be threatened.

Permanent test-bed accessible for all partners should be prepared, where the
scenarios implementations could be tested.

The architecture should cover all scenes / scenarios.

Time constraints should be taken into account, when defining scenario for
audit verification.

Unnecessary overlapping / duplicating actions between scenes should be
avoided.

It is important for the developers responsible for components to be fully aware
of the selected scenario and its individual steps in order to ensure that all
needed interfaces are implemented and documented fully.

A scenario feasibility analysis followed by a gap analysis should be done. It

should carefully analyse which scenar

which are not likely to be developed, e.g. due to general technology and
budget limitations.

When defining the scenario, emphasis should be put on interfaces between

INDECT_Deliverable_D6.1_v20091031 - Public 17/84
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components provided by different partners, usually they are the most
vulnerable.

1 Experience from other EU projects shows that complex scenarios can cause
serious problems, even if the resources are much bigger and partners have
much more experience in software development.

1 Complicated scenarios imply resource dispersion, integration problems and
brittle architecture.

1 Discussions about relations between particular scenes in scenarios and
planned work of each partner help to clearly justify the using of all the
technologies that are planned to be developed within the project. In other
words - It is very helpful to analyse technological cross-dependencies between
scenes in the scenarios from the perspective of application of technologies
being implemented by the partners.

Evaluation of WP6 scenarios

At the current stage the INDECT project is finishing the process of WP6 scenarios
evaluation. As it was expected scenarios proved to be an useful tool

t hat enabl es documenting user so needs and stir
| NDECT features. A combination of usersod point

perspective and a presentation of related questions from the questionnaire seems to be

accepted by all participants of the analysis process (end-users, in particular police

executives, as well as the WP6 partners).

Various kinds of comments, suggestions and requirements have been collected as

the main result of the first presentations of the initial WP6 scenarios. The chapter 5

presents the extensive functional analysis of them. In the following section more

gener al user 6s expectati ons coofuctomahaspecgs ofb usi ne
the portal are described.

Results of WP6 users 0Oneeds study
It has to be noted that the results presented in this section are just an exemplification

of userdés expectations expressed duedultsg t he
by no means represent the final specificatio
in progress. Because the outcome is prepared on the basis of on WP6 scenarios,

presented in chapter 4 and it refers to concepts, scenes and technology described in

that section, at this moment some issues may appear unclear for the reader.

Business analysis from police executivesd po

1 Initial evaluation of the WP6 scenarios (from the perspective of their usefulness in
defining the set of INDECT Portal functionalities) indicated that the INDECT end-
users prefer scenarios dealing with common policemen activities rather than time-
critical dynamic scenes of catastrophic events. Those demands will be fulfilled in
the next scenario version.

1 Significant effort is to put on reducing the cost of the INDECT system which
includes: cost of training personnel, cost of deployment and cost of maintenance.
In order to satisfy these needs WP6 will use collaborative knowledge of users as
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one of the key concepts in the WP6 portal. Using that data will allow the portal to
learn usersbneeds and lower the maintenance costs. The same approach will be
used to lower the cost of deploying the system. Instead of employing knowledge
engineers or training police officers in that skill. It will be used an advanced easy
to tune engine that is able to learn on the basis of the usage statistics.

1 An important aspect, which has to be taken into account, is the security of the
system. Sensitive data handling is one of the most common issues raised by
police officers. Those expectations will need to be handled by WP8. It has to be
noted that technical / legal aspects regarding access to the police repositories
may be different for PSNI/GHP.

1 Anotherissuethatb ot her s police executives is the T
police part of the WP6 portal. In the next scenarios version this has to be stated
more clearly.

1 PSNI is especially interested in the mobile features of the WP6 portal, which can
be used by police officers in the field through mobile phone access i it should be
ergonomic, and easy to use.

1 INDECT Portal ought to have some access control features and should be able to
trace usersoO act i onkorinstance; watemnarkin technicaesd i t i n g
may be used to sign the data.

End-user sdé needs:
1 Recommendationenginei ci ti zenso6 choices should not <c

1 eight of choices done by police officers, should be set on the basis of their
experience level (choices of a police officer having ten years of experience should
be considered more significant than choices of a less experienced officer).

T The portal és coll aborative data should be
users.

1 It can be helpful to provide quick access to many procedures that are (at least
some of them) available on the PSNI public web page. There are a lot of
procedures that regulate the activities of a police officer, so it is reasonable to use
the INECT Portal recommendation engine in order to help policemen to get
procedures appropriate to a given situation in the easiest and the fastest possible
way.

1 In their offices analytics should have more data on one screen accessible from
one application (now they have different applications to access different kinds of
data).

1 Application has to be functional;, GUI (Graphic User Interface) should use the
whole area of the screen space.

A personalized interface is desirable but personalization should be optional.
Easy access to search engines from mobile terminals is crucial as well.

E
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Scenario ID | WP Title Stakeholders
S1 6 INDECT Portal usage (access by means of a | Policemen (logged or not logged into the system).
web browser).
Use Preconditions Post -conditions
case ID
S1 UC 6.1] INDECT Portal does not | NDECT Port al has collected some (behavioural)
have explicit information profiled (e.g. personalised) content may be re
about the useljrepresented (and stored) in form of a register:;
preferences. profile.
Summary [ The | NDECT Port al tries to 6guessd, what information the use
presentation f unctions to the userdés needs. This is done by matchi
user s, hi story of the userdds previous actions and semantic s
Step Questions issued to the
of INDECT end-users Correlation with
the End-users 6view Technological perspective (proposed for the other WPs Gareas
8(1: Al NDEC Tusétn d of interest
6.1 Questionnali
1. Scene description: Thanks to using text-mining methods | Are you interested in having a If a user uses Web-

Tom is a new worker of a police
surveillance centre. He observes
videos from street-located
cameras. Because of his individual
responsibilities related to 2012
UEFA European Championship he
is looking for procedures of people
evacuation, in particular
instructions concerning evacuation
tasks to be supervised by the
surveillance centre.

(both proven and innovative ones)
even the very first user of INDECT
Portal during his very first session is
provided with some recommendations.
At the fAcold start
portal knows nothing about the user,
recommendation naturally limited to
driven by textual-only non-
personalized similarity of the Web
pages on the portal. As the portal has
no record of tourédisu
not able to personalize the very first

search engine which takes into
account not only the typed
keywords, but also similar words?

Would you expect to find on the
INDECT Portal information about
people:
1 Criminals
1 Contact data of experts in
investigation of various
kinds of treats/crime

types

based access to the
WP5 search engine,
the keyword / phrase
that has been typed in
may be used by WP6
Portal 6s
recommendation

engine.
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Tom is accessing publicly available
documents, so he does not have to
log into the INDECT Portal (i.e. he
browses the portal as an
anonymous user).

When Tom enters the portal, he
gets a Web content
recommendation (a list of
recommended Web pages) based
on global (implicit) collaborative
trends. The first list of
recommended items is built based

on textual si mil
Web pages, since the portal may
not o6knowébdé yet T

interests. Each next
recommendation list is based on
textual similarity between the just-
built userds tem
on browsed pages) and Web
pages (so far not browsed by the
user) as well as implicit
collaborative similarity of Web
pages as observed in the past in
behaviour of other users.

The list contains links to
documents with procedures, cases,
multimedia files, links etc., from
various police data sources, which
are related (semantically and/or
collaboratively) to the currently
browsed web page or current
search results. The list may also
contain contact data of other users
of the INDECT Portal, if they are
6connected6 with
browsed web page. Explicit
specification of topics that a user is
interested in is fully optional. (The

recommendation. The registered
users, even if they are logged in for
the first time, may have been assigned
some roles by default, so for them (at
least to some extent) it is possible to
personalize the portal content.

Even profiles of not registered (not
logged in) users are stored at the
portal (users may be identified by
means of their HTTP cookies), so the
system is able to trace thematic
preferences of users that are not
logged in.

Officers sharing the
same areas of
responsibilities,
competences, interests,
topics)

i Officers sharing the same
areas of responsibilities,
competences, interests,
topics.

Would you expect to find on the
INDECT Portal information
related to different kinds of
threats?

Would you expect to find on the
INDECT Portal video/audio
content recorded by means of
monitoring camer
uploaded videos/pictures, other
multimedia materials?

Would you expect to find on the

INDECT Portal procedures how to

react to certain type of situations,

including crisis situations (e.g.

caused by a chemical pollution or

a terroristso6 at

1 What kind of procedures,

e.g. related to chemical
pollutions, riots, bomb
attacks, other?

What other kinds of
information should be
provided by the INDECT
Portal?
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portal analyses the content of the
web page and automatically
displays the list of relevant
documents.) To access some of
those documents Tom has to log in
as a registered user. But even if he
is using the portal as an
anonymous user, his thematic
preferences will be stored and next
time when he enters the portal,
those topics will be taken into
account in generation of
recommendations.

Tom uses his account on the
INDECT Portal being identified as
a worker of the police surveillance
centre. He wants to get quick
access to information that he
should be aware as a worker of the
centre. He searches documents
describing rescue and evacuation
procedures.

At each userds s
able to learn more and more about
the userb6s thema
thus being enabled to recommend
more and more precisely
(contextually) relevant content.

INDECT innovation will be in applying
the already collected data on
collaborative cross-user similarities
right from the first clicks of each new
user. The more users are 'known' to
the portal, the quicker learning of new
users' preferences is possible.
Thanks to high resilience to high data
sparsity (assured by introducing
innovative countermeasures to the
Onew pirtoeboml emd and
probl emé) the port
engine quickly learns a new user
profile right from his first clicks.

WP5 606 s
may be used.
Content has to be
classified and secured
according to various
dissemination levels
specified by WP8

seardc

Tom is not the first user that
searches for documents describing
rescue and evacuation
procedures; other more
experienced police officers have
done this in the past. The portal is
able to quickly suggest the needed

content, because Tomés cur
6observedd inter
similar to those

The portal compare
with other users. This way it is able to
find and recommend documents that
were read by users interested in the
same topics.

Do you think that it is reasonable
to provide an inexperienced

police officer with document
recommendations based on inter-
document relevan
behavioural patterns of more
experienced officers (while being
served in similar context)?
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profiles.

When Tom types a phrase into a
Portal 6s search
results are indicated as especially
worth being read.

In addition to the list of search
results, an optional
recommendation list is displayed.
The latter contains documents
which may be not displayed in
search list, but which are likely to
be useful for the user. This list is
produced based on the behavioural
patterns 6obseryv
with regard to more experienced
policemen that have used the
portal prior to the user.

Scene description:
Car bomb explodes.
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Use " Post -conditions
Preconditions
case ID
S1 UC6.2 | The portal has stored The INDECT Portal user-friendly graphical analysis tool is used to navigate between various topics,
i nformati on finding documents and related users.
areas of interest.
Summary | INDECT Portal is used to trace general tendencies. Based on those results its recommendations strategy may be tuned manually
according to the current situation.
Step Questions issued to the
of INDECT end-users Correlation with
the End-users dview Technological perspec tive (proposed for the other WPs Gareas
S1 Al NDEC Tusdétnd of interest
uC6.2 Questionnai
1. Scene description: The INDECT Portal graphical analysis | Do you think that it may be useful,
Bob works in a crisis management | tool can be used to navigate between | if the portal is capable to
centre. He is in charge of various topics, instead of using automatically recommend content
operating the INDECT Portal. He recommendation list generated for based on current  trends
performs manual pre-configuration | each of user &s act|(collaborative behaviour of its
of automatic functions of the Portal | topics may be represented in graphical | users) and serve them with
that support, but also follows the form. Semantic similarities between appropriate content?
decisions made by officers of the | those topics may be visualised as a
crisis management centre. distance between them. This way the
user is able to easily navigate between
The police officer Bob does not various topics. For example, he can
know yet any details on the see that topics |i
explosion. Firstly, he searchesfor [Aibombo and Aterror
procedures that can help him in semantically close. When he will click
making appropriate decisions in on one of the topic he will see the list
the current situation. He is able to | of available documents in that area.
use a user-friendly graphical
analysis tool in order to quickly
find documents that are closely
related to the case of explosion.
2. Bob switches on the collaborative | The graphical analysis tool may be Do you think that it is reasonable
filter on the INDECT Portal used to show collaborative relevance | to provide an inexperienced
analysis tool and then he easily between documents. It takes into police officer with document
gets additional information about account not only semantic similarities, | recommendations based on inter-
procedures not explicitly (literally) | but also documents, which may document relevan
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related to explosion but which
were used by other police officers
in similar circumstances.

describe other topics, if for some
reasons, they were often chosen in
that context by other users.

behavioural patterns of more
experienced officers (while being
served in similar context)?

Bob can freely switch between a
range of views on documents or
users concerning the topic of the
explosion. Using this feature Bob
quickly obtains the contact data of
Tom. This way in a few minutes
Bob is able to contact the best
police experts in the specified
area.

The graphical analysis tool is able to
operate on a choice of dimensions
which are documents, topics or users.
Forexample apor tal 6s op
display relations between topic and
users interested in that area.

Are you interested in automatic
finding of contextual relations
between different types of
content?

The graphical analysis tool of the
INDECT Portal enables Bob to
change the weight of some topics.
By moving graphical elements

wi thin a whmndooBober
increases weights of topics related
with explosions and terrorism. In
result, the port
recommendation engine prioritizes
documents related to explosions
and terrorist attacks.

The graphical analysis tool allows to
tune | NDECT vBnoy t al
matrix. This may be done for each
document/user manually.

Scene description:

After the explosion Tom identifies
the surveillance cameras which
have recorded the explosion and
the terrorists.

Tom uploads the videos to the
INDECT Portal and suggests
respective officers to watch the
videos.

The portal can use various sources of
documents which include audio/video
materials, but to
features fully the content should be
automatically and/or manually tagged
with meta-data.

WP1 WP2
objects/sound
classification methods
can produce meta-data
to the videos
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SceIrE)arlo WP Title Stakeholders
S2 6 INDECT video-call interface usage. Patrol personnel, police dispatcher, police surveillance centre officers.
Use " Post -conditions
Preconditio ns

case ID

S2 UC 6.1] The in-field officers are The in-field officers have access to relevant video content. They may also send the videos/pictures to the
equipped with mobile INDECT Portal.
phones.

Summary | The INDECT Portal is enhances with interface to cell phones/PDAs. Appropriate multimedia content may be sent directly to the
officers or from officers to the portal. Recommendation engine is strongly suggested for that kind of situations since the search
usability on mobile phones are very limited.

Step Questions issued to the

of INDECT end-users Correlation with
the End-users Oview Technological perspective (proposed for the other WPs Oareas

S2 Ol NDEC Tusdétn d of interest
uC6.1 Questionnali

1. Scene description: The audio/video stream push feature Do you think that when a police

The policeman John is on a patrol. | of INDECT Portal is used to send officer is in the field equipped with

He watches the streets near the messages to the patrol personnel. a mobile phone or PDA only,

football stadium. he/she may be interested in
accessing the po

John receives on his mobile phone using the video-calling interface?

the video of the explosion and

pictures of a man getting out of a

car into another one right before

the explosion. Those multimedia

files are sent by a police dispatcher

to all police officers who are

patrolling streets in the area.

2. Recommendation system, which The INDECT Portal recommendation | Do you think that, in addition to
stores the Johno/{engneisused tofind the correlated the list of search results, a list of
John to watch a video showing documents. Base on history of related documents for each item
instructions how to arrest an browsed pages/watched material the should be displayed? This list
especially dangerous terrorist. In portal is able to recommend for each may be generated based on
the same ti me J ol userapersonalised listof suggested document sbé rel ey
the office that are experts in documents. particular types of situations
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explosive materials verify the crisis-
management plan by analysing
information obtained from the
portal (recommended documents

(relevancy O0obse
system in the past) and/or may be
personalized based on each user
behaviourally modelled

about explosions causing chemical preferences.
pollution).
Johnds access t o] Apreviewof recommended video -

restricted to the mobile phone
interface. Anyway, while using
such interface John does not have
to manually log into the portal to
obtain personalized
recommendations. After watching
the message John uses a powerful,
but user-friendly video interface to
navigate and view recommended
content on a mobile phone display
(many types of content are
accessible within a single video-call

connection).
John does not have to type a long
phrase into the

Instead, based on the knowledge
about the user and his previous
activities, the portal suggests John
the most relevant documents
and/or other content items (e.g.
videos).

material is generated and displayed on
user 6s cel |Anauldiovideo/
streamdbs push feat
Portal is used to send the
recommendation list as additional part
of the police disp
The INDECT Portal video-call

interface is able to recognise DTMF
codes used for user-application
interaction. The GUI (controlled
dynamically by means of Voice XML)
adapts dynamically to the user
choices.

INDECT_Deliverable_D6.1_v20091031 - Public

27/84




ICMS Concepts and usage scenarios WP6 D.6.1

E INDECT Consortium i www.INDECT-project.eu

SceIrE)arlo WP Title Stakeholders
S3 6 INDECT Portal for citizens. Citizens, patrol personnel, police dispatcher, police surveillance
centre officers.
Use " Post -conditions
Preconditions
case ID
S3 UC6.1 | The INDECT Portal has INDECT Portal detects automatically the global trends basedond y nami ¢cs of citi zen
information about the allowing reacting on the changes relevantly.
usersbd prefe
Summary | INDECT Portal is used to trace general tendencies in user (citizens) behaviour, based on those results its content structure may be
adapted to the current situation.
Step Questions issued to the
of INDECT end-users Correlation with
the End-users oview Technological perspective (proposed for the other WPs Oareas
S3 Ol NDEC Tusdétn d of interest
uC6.1 Questionnali
1. Scene description: A recommendation list is prepared for Do you think that the INDECT

Sandra lives near the place
where the bomb exploded.
Yesterday she was using the
portal to access the news about
traffic jams and crime level in
the district where she has
stayed. Her profile was stored
by the portal. When she was
walking back home from jogging
she heard the noise of the
explosion.

At home she wants to get some
information about what has
happened. She enters the
INDECT Portal. She does not
need to open a lot of Web
pages because the portal
recommendation engine was

each user based on his profile and global
interests of all users, but in special
circumstances portal operator may
influence the ratings to highlight some
documents or topics. The operator is able
to increase/decrease the weights of all
documents in given area and indirectly
change the recommendation list.

Portal should react to results of
the citi
analysis by recommending
relevant procedures to certain
group of policemen?

zenso6 th
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tuned by Bob in order to
prioritize pages with information
related to explosions. The portal
automatically suggests users to
read a police statement about
the explosion instead of Web
pages containing traffic reports
which would be suggested to
Sandra in normal
circumstances.

2. Scene description:

Several hours later Sandra is
not feeling well. She wants to
use a phone to contact a doctor,
but in the same time many other
citizens try to get some
information on the situation in
the city after the explosion, what
makes all the telephone lines
nearly constantly busy. The
answering machine suggests
her to enter the INDECT Portal.

The portal quickly detects that
Sandra has temporary changed
her interest and that she is
looking for a medical help. The
portal recommends her the
document with the list of places
in her city district, where she
can find medical help.

An appropriate document is
picked because the portal

6l earned6 earli
interested in documents related
to this specific district.

The INDECT Portal is able to react when
auserb6s context of
adapts recommendations based on the
new context of an ongoing session.

Even then it still uses the previously

|l earned userods prof
the final recommendation list based on
user6s earlier choi
Contextual decision support system is
used to identify which main documents
should be used in current situation (and
presented on the portal). Additionally, the
INDECT Portal tries to find documents,
which were used earlier in similar cases.

Do you think that it is reasonable
to automatically recommend
content based on current trends
(online behavioural patterns of the
Portal 6s

user s) ?

3. Scene description:

Behaviour of the portals' users is

Do you think that the INDECT
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More INDECT Portal users
search for information how to
find medical help. Many of them
have the same symptoms as
Sandra. Until now no one
noticed the correlation between
the place of explosion and the
condition of people near the
place of explosion.

The police officer Bob is using
the INDECT Portal graphical
analysis tool to trace the trends
inportal s user sod
tool may be used to trace which
topics are most popular among
citizens and how these thematic
preferences change in time.
Bob notices that popularity of
the topic Amedi
bigger than usually observed.
Bob reports the finding to other
members of the crisis
management centre and gets
confirmations from hospitals
that most of patients that were
near the explosion suffer from
toxicological problems.

constantly analysed by a specialized
(users' profiles-aware) trends-sensing
module of the portal.

By searching for some information, for
example on riots or street crimes, the
portalés citizens m
the first source of early information about
topics which concerns society.

¢

Portal may be used to measure
the citizensbod

6s

Scene description:

In the meantime police officer
John notices a car left on one of
the streets - the car is similar to
that used by terrorists. When he
John looks inside he notices
bags containing some
unidentified substance and with
chemical symbols printed on the
bags.

The portal recommendation strategy may
be tuned to change the recommendation
priorities. This can be done by modifying
parameters corresponding to different
concepts. For example, an ontology of
explosive materials may be used to tune
the recommendation engine so it will
suggest documents related to explosives
more frequently.

WP5 Query by
Example search
engines will be used.
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John makes a photo of those
bags and sends it to crisis
management centre. Police
laboratory confirms that it is
likely that the same chemicals
were the source of the chemical
pollution observed after the
explosion. Bob decides to

activate the fic
alerto in the p
the portal és re
priorities.

Since then, if the portal detects

t hat a pomayresidé s
in the district; it will suggest him
to read the warning message.
Additionally, in life-threatening
situations audio call INDECT
feature may automatically
inform citizens about the
danger.

Scenario

D WP Title Stakeholders
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S4 6 Crime detection and assistance for homeland | Citizens, patrol personnel, police dispatcher, police surveillance
security services centre officers.
Use " Post-conditions
Preconditions
case ID
S4 UC6.1 | The INDECT Portal has | NDECT Portal detects automatically the global
information about the allowing reacting on the changes relevantly.
usersd prefe
Summary | INDECT Portal is used to trace general tendencies in user (citizens) behaviour, based on those results its content structure may be
adapted to the current situation.
Step Questions issued to the
of INDECT end-users Correlation with
the End-users dview Technological perspec tive (proposed for the other WPs Gareas
S4 Ol NDEC Tusétn d of interest
ucCe6.1 Questionnai
Pre- | Police officers received from Royal Canadian Mounted Police information about a person using Polish and English languages as well as
inform | pedophile slang, who (by means of the Internet and through e-mail) sends graphic files which contain pictures of minors during play, bath,
ation | on the way to school or kindergarten, conducted by elder individuals, against a background with different buildings and vehicles.
These pictures may mean that the person monitors Internet forums, chats, via which he trays to make contacts with minors and also
causes the situation with a purpose to bring to a meeting and to sexual activities with minors. There is a possibility that he induces minors
to take off their clothes, in order to prepare graphic files, which are next distributed, recorded and presented in public with participation of
a minor or related to presenting violence or availing an animal. Moreover there is a threat, that he presents pornographic contents to
minors under age of 15, and also distributes, presents, stores or possesses pornographic contents presenting made or processed image
of a minor taking part in sexual activity.
Obtained information was fragmentary and contained an e-mail address only, which was probably set up for the exact time of sending the
message and using methods of hiding identity of the sender, through distributed system of Proxy TOR servers. Important and the only
fragmentary information enabling for an attempt to find via Internet sources a person showing pedophile interests became unique Internet
nick name, used in the signature of the message sender and the sent picture showing girl of a few years against a green-colored car
background. Previously the only possibility to find the figurehead and the photo, were tools enabling to search for any traces using the
Internet resources by searching for photos, posts on discussion forums, e-shops, adverts, Google search engine and others multisearch
engines
Scen | Police officers received from Supporting the international cooperation
ario | Royal Canadian Mounted between homeland security services

INDECT_Deliverable_D6.1_v20091031 - Public 32/84



ICMS Concepts and usage scenarios WP6 D.6.1

E INDECT Consortium i www.INDECT-project.eu

descri | Police information about a
ption | person, who (by means of the
Internet and through e-mail)
sends graphic files which
contain photos of minors during
play, bath, on the way to school
or kindergarten, conducted by
elder individuals, against a
background with different
buildings and vehicles.

information given by the RCMP can be
stored in the portal. Based on the
additional keywords the portal gains
information and automatically offers
related documents. (Who the suspect
can be in connection with..etc)

1 Police officers approached a
standard monitoring of the
Internet using Google search
engine and others multisearch
engines focused on finding an
e-mail address, nick name and
a picture in network.

The search process can is supported by
the INDECT portal, and relevant results
can be stored in the system.

WP3/WP4 monitoring

2 Simultaneously using the
interface managing the whole
system operationally called The
INDECT Portal - by Police
officers who have appropriate
powers were implemented into
the Linguistic System of
Internet Monitoring (on the
basis of single words,
sequence of symbols, in order
to search in resources not
included into indexing by
search engines) monitoring of
following information at least:

Searching for new resources,
websites containing nick name,
e-mail address,

Monitoring of changes in the

Automatic search process of the INDECT
portal displays relevant results containing
the same nickname, email address, or
special phases and words used by the
targeted user.

The order of the displayed information is
based on the relevancy of the record.
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website, where the nick name
and e-mail have been found,

3 After spotting the name of e-
mail in some kind of foreign
forum, monitoring of the
information in other Internet
resources,

Contents of the message, in
order to search for similar texts
in the Internet,

Contents found in another texts
written by the owner of nick
name, in order to search for
similar texts in the Internet,
After finding the contents,
monitoring of changes in
relevant website,

INDECT portal monitoring agent displays
changes in the observed forums or
websites. All updates can be queried by
the police officers using the portal.

4 It is particularly important to
take into consideration
information tables which are
automatically created by the
system, which means
underlining all important
information such as different e-
mail addresses, telephone
numbers, communicators
(instant messaging
applications), addresses of
residence etc.

Users of the targeted forums usually
change email addresses and nick names
to keep their anonymity. Information
tables generated by the system can give
a graphic overview of the users of the
system and their known contact
information, and activities (number of
messages, date of the last message, etc)

5 At the same time, the attached | The AVi si onaryo mod WP5 query
by the figurehead graphic files, | analysed the graphic files and gave the
containing photos of minors following information in return:
during play, bath, on the way to
school or kindergarten,
conducted by elder individuals, | Displaying information tables of the
against a background with picture 1 EXIF metadata tags,
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different buildings and Location GPS,

vehicles, received from Others, which will be available in the file.
Canadian prosecution services
were commissioned to analysis
via the INDECT

Portal interface in a dedicated
module system called

fivi si onaryo.

6 Afterwards Police officers
involved in the case started in
the interface several functions
available in the system in order
to reach the figurehead related
to these graphic files:

Monitoring and searching in
p2p and p2mail network
overlays for people who
disseminate, own indicated
graphic files (on the basis of
MD5 hash sums),

Monitoring and searching for
graphic files in the Internet to
find the image of the victim in
order to protect him or her,
Monitoring and searching for
graphic files on the basis of the
background, in order to reach
the figurehead who has taken
the photo, and also for every
particular element of the
background,

Monitoring and searching for
graphic files with the similar
view, characteristic features in
order to find where the graphic
files have been made,
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Enlarging individual fragments
of the graphics in order to find
characteristic features of the
given image lossless if
possible,

Searching for graphic files,
placed in relevant resources in
specific time for example after
the 5th of December, or made
on the 5th of December.

7 As a result of the concentrated
operations of the searching
systems police officers
managed to find a publication
signed with characteristic nick
name and e-mail. On the basis
of these data and the original
text the system found similar
texts in different websites,
therein the ones located on
territory of Poland.

During the analysis of
searching results Police
officers appreciated the
following functionalities of the
system:

Portal, AVision
automatically indicates
geopositioning (connection with
Whois databases) of each
guess result for IP addresses in
searching modules,

Portal automatically generates
corporate reports of searched
guesses and detailed reports

for each guess for IP addresses
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in searching modules,

Portal easily imports the
results, Equipped with time
zones scaler (translator),
Equipped with a scaler
(synchronizer) of Unix time,
Automatic synchronizer of
system time with atomic clocks
(based on NTP - Network Time
Protocol), Automatic algorithm
preventing duplication of
queries (similar to coordination)
made by Police officers,
Making possible not only
search for completed cases
from the point of view of key
words and the whole phrase,
too,

Having mechanism which
enables superiors to control the
activities of their subordinates
in the system.

8 As a result of the operations of
searching modules on the basis
of text and graphic data Portal
educed a dozen or so similar
texts in foreign resources and
one on territory of Poland. At
the same time they have found
several dozen of Internet users
from abroad and a dozen or
more from territory of Poland,
disseminating the indicated
graphic files via p2p and
p2m(ail) network overlays.

The Checking Module
integrated with the Portal (or on
the basis of imported
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information) enabled to
establish (locate) end-users
disseminating the file from the
territory of Poland. General
information concerning foreign
net surfers as well as the
evidence and reports have
been sent to the adequate
countries within international
cooperation.

9 On the basis of Internet
research results figures of
children or the background and
particular elements of the
graphic file, the system
succeed to present to the
Police officers involved in the
case a dozen or so of
proposals of minors who could
be shown in the graphic files
and location of places where
the pictures had been taken.
The officers scrupulously
checked all indicated locations,
therein in community sites
portals and discussion forums
and also on photography sites.
One of these locations
contained pictures and nick
name previously used by the
figurehead. The Internet has
been searched from this point
of view. On the basis of all
information related to the
publications signed with 2 nick
names Police officers received
information, via the establishing
module, about messageso
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author: John K., living in
Sloneczna Street 3, flat no 4.
Nevertheless, the
reconnaissance in the location
did not indicate any elements
known from the graphic files.
Only the analysis of the results
from the AVisio
enabled to find out that some
parts of the background in the
picture bore witness that the
picture had been taken by
someone near a kindergarten in
Warsaw from a window of an
apartment in Deszczowa Street
5

10

The reconnaissance in the
neighbourhood of the
kindergarten re
establishments concerning a
place where the photos had
been taken. At the same time,
observation of John K. and the
enquiry regarding the
figurehead confirmed his
frequent presence near the
Deszczowa Street. It has
resulted from the operational
information, that he rents a
ground floor apartment number
7. Police investigators
inspected the apartment®
neighborhood and found
subject window and confirming
the fact of occasional residence
of a person corresponding to
the figurehead, often in minorsd
company.
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On the basis of gathered
information, resolutions were
issued to search for two
indicated locations and a car
(the color and the car® make
similar to the one from the
pictures).

11

As a result of the operations
many carriers with pornography
videos with children and
animals, computers used for
sending and copying files from
the Internet and first of all a
professional recording studio in
the rented apartment were
revealed. The victim children
identified owing to the
AVisionaryo mod
specialist aid from people and
institutions dedicated to the
children protection.

Gathered information during
realization, such as graphic
files, contact databases of the
figurehead is an excellent
starting point for further
monitoring of databases
resources and the Internet
using the INDECT Portal in
order to search for people
disseminating and producing

illegal contents.

Systems which would automatically
accomplish searching for this type of
figureheads,

Systems which would automatically
accomplish graphic files search in
databases and the Internet,
Visualization function results from
different search resources

List of solutions (tools) to solve a problem

A Construction of the organization
structures,

A Construction of the whole
research system with elements of
artificial intelligence, fully
autonomous but being an
alternative and complementary
for Google, Lycos. Yahoo etc.,

Scenario WP

Title

Stakeholders
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ID
S5 6 Crime detection and assistance for homeland | Citizens, patrol personnel, police dispatcher, police surveillance
security services centre officers.
Use " Post -conditions
Preconditions

case ID

S5 UC6.1 | The INDECT Portal has | NDECT Portal detects automatically the global
information about the allowing reacting on the changes relevantly.
usersd prefe

Summary | INDECT Portal is used to trace general tendencies in user (citizens) behaviour, based on those results its content structure may be

adapted to the current situation.

Step Questions issued to the
of INDECT end-users Correlation with
the End-users dview Technological perspec tive (proposed for the other WPs Gareas
S5 0l NDEC Tusdétn d of interest
uce.1 Questionnai
Pre- | Itis a public holiday in Northern Ireland and a major cultural event has been planned and organised by means of a celebration in Belfast
inform | city centre. In preparation for the event a multi agency approach has been adopted in order to ensure, as far as is practicable, the
ation | enjoyment and safety of the public. This is a city wide initiative and it is anticipated that hundreds would line the route.

4.1.1

The parade offering a colourful carnival atmosphere consisting of floats and music for the whole family was scheduled to start at 12:30
from Belfast& City Hall with a number of peripheral celebrations.

4.1.2

On the day weather was entirely favourable. The temperature was approximately 21 degrees centigrade, skies were clear and the whole
atmosphere around the city centre was that of a carnival with the city centre transformed into a sea of colour and music.

4.1.3

Police planning and preparation for the day had been thorough and meticulous. For several weeks Police had been in consultations and
negotiations with community groups and representatives from the local city council, health authorities and emergency services in order to
maximise public safety and community enjoyment of the event. A control room had been established, public transport on the day had
been diverted, from the route of the parade, traffic management and control measures implemented, alcohol seizure venues established,
and any potential interface areas identified and police units deployed.

41.4
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As events unfolded Police increasingly became to focus for hostility. Sustained attacks were being made on police personnel and
vehicles. Vehicles in several streets were being attacked, damaged or burned. Any street furniture that could be adopted as a missile
was being used by rowdy youths. Police adopted a proportionate response initially through observation and monitoring. As the disorder
escalated the police response was gradual designed to prevent further public order, restore public order, supplemented by the detection
and apprehension of offenders.

4.1.5

In addition to this sustained violence in one area a number of associated alcohol related public order incidents were breaking out across
the city, that while appearing random and unrelated may have been orchestrated to disperse police resources ensuring minimal attention
at any one incident.

1 Upon being notified of the event | A solution utilizing contemporary web
Police immediately begin to crawling technologies that can initially
interrogate a number of popular | identify, and subsequently monitor, in an
search engines on the Internet | advance of major events to be attended
ie Google, Yahoo utilizing a by the public any planned and

series of key word searches coordinated disruption and/or violence.
System to search the internet in advance
of major events to detect any potential for
coordinated public disorder

2 Multinational system to identify and track
Simultaneously, because of the | identified offenders, perhaps from other
multi cultural nature of Northern | jurisdictions, who may be coordinating

Ireland society authorized public disorder based on keyword and
Police Officers utilizing the descriptive searches

INDECT portal commence a

series of searches using Content searches will be initiated of e
keyword and graphic symbols mail peer 2 peer and peer 2 mail

with the aim of identifying 1 Similar texts sought in other
resources not utilized by messages written by the author
commercial search engines. or nickname

This was undertaken across all 1 Anyindication that anti social
land boundaries and elements may be planning to
jurisdictions so as the most disrupt the event

comprehensive set of
information can be retrieved.

Relationships between members
Nick names
E mail addresses

=a =4 =9
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Mobile phone numbers
Providing GPS location
information of potential
individuals
1 Patterns of disruptive behaviour
identified
1 Type of any proposed tools or
weapons to be deployed
Indeed all similar sounding nicknames
and e mail addresses will be identified
and monitored

= =

3 Following on from this
identification the authorized
officer will create a specific
workspace enabling them to
undertake additional searches
and store case specific
information. Flexibility is key to
this success, w
capability important.

A solution that could monitor the mobile
technology of any individuals identified
above.

All of this functionality is required with the
aim of

1 Identifying intent

91 Identifying potential offenders

1 Predicting patters of offending
behaviour at the event
Maximising intelligence capability
Ensuring efficient deployment of
Police Officers

f
f

4 During the event, in a
proportionate manner, and in
response to the first indication
of public disorder the police, will
deploy a series of high level
observation tools capable of
monitoring behavior from a
number of venues around the
city.

High level mobile observation technology
that can be deployed rapidly to multi
locations monitoring events and relaying
to a central command location to assist
with the early identification of potential
disruption and rapid deployment of
emergency services

Predictive behaviour including

1 Excessive street consumption of
alcohol
Excessive raised voices

1
1 Congregations of noisy alcohol
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fuelled youths
1 Running
1 Bottle throwing
Will be used indicative of potential future
disruption.

5 Through high level
observations, images will be
relayed through secure land
stations to a central joint
emergency services command
room, monitoring behavior and
traffic management initiatives to
an authorized officer trained in
the functionality of the INDECT
Portal enabling databases of
pictures to be searched to
identify and report on known
offenders.

All known patterns of offender behaviour
will be located and presented to the
Command team.

Immediate identification of disruption to
traffic flows and subsequent relaying of
such to partners in the emergency
services thereby maximising their
response times

WP1/WP2 monitoring

6 All disruption to traffic flows will
be identified immediately and
all emergency services kept
informed through the utilization
of mobile technology.

All information is received by the INDECT
portal in real time and searches initiated
upon receipt.

Provision of a public service aspect to the
portal providing citizens with the latest
information concerning the disorder and
transport disruptions

All portal interfaces shall be designed to
contemporary ergonomic standards and
will be user friendly with all results
capable of being displayed on mobile
devices
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5 Scenario analysis
Users in the system

Reference: S1UCG6.17 1

€eoTom is a new worker of a policebo

€ 0Tom uses his account on the INDECT Portal being identified as a worker of the
police surveillance centre. 0

Reference: S1UC6.27 1

oBob works in a crisis management centre.

Portal. He performs manual pre-configuration of automatic functions of the Portal that
support, but also follows the decisions made by officers of the crisis management
centre. o

€. 0Jbhaccess to the portal is restricted

Reference: S1UCG6.27T 3

éeAUsing this feature Bob quickly obtai
minutes Bob is able to contactthebest pol i ce experts in
)
f

INDECT

Requirement:. the complex management of the users. The need of the users and
their privileges are different not only based on their work and rank but also based on
where they are. Connection between the users is not based only on the formal
relationship (commanding officer 7 officer, etc) but also on the area of work. The
definition of user groups is important because it determinates the basic user rights
and the type of connection.

It is clear, that not authori zed users can browse the portal and can receive common
public information without any personalization. Trusted users (logon) automatically
receive personalized information based on their behaviour in the past (activity in the
system) and / or their location.
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Police units depending on their current position (office, or patrol) have different
requests i and also different available equipment for browsing the portal i so the
portal has to be aware of this.

Further questions that have to be decided in 6.2

1 Relation between users
Is the formal relationship between the potential users going to be
implemented? How does the portal know that some of the users are working
on the same case?

Databases connected to the system

Reference S3 UC6.1171 2
Aé. . The reqpmmends lher the document with the list of places in her city
di strict, where she can find medical hel p. é

Reference S3UC6.271 3
Aie. This way in a few minutes Bob is able to
specified area. o

Reference S3 UC6.27 5

n.. After the explos
t

on Tom identifies the su
the explosion and e

terrorists. o

Reference S4 UC6.171 5
Aféreceived from Canadian prosecution service
the INDECT Portal interfaceinadedi cat ed modul e system call e

Reference S4 UC6.171 11
AGat hered information during realizationé is
monitoring of databases resourceséo

Reference S5UC6.171 2

Afécommence a ser i es ywodrdasdgmphic symmls with thenagn k e

of identifying resources not utilized by commercial search engines. This was
undertaken across all | and boundaries and ju

Reference S5 UC6.17 5

~

Afédatabases of pictures toobt ewvpakonbwd o0bf ed

INDECT_Deliverable_D6.1_v20091031 - Public 46/84



ICMS Concepts and usage scenarios WP6 D.6.1 E INDECT Consortium i www.INDECT-project.eu

INDECT

Requirement: The crisis management portal is as useful as much information it can
access and display based on the needs of the users. Requirement and need of the
users is to receive categorised and up to date information. The main problem is to
decide which group of information is stored physically in the portal and what kind of
information is accessed thru other databases. The amount of information (data
records) stored by the portal influences the needed efforts for the maintaining of the
system.

INDECT Portal is a single point of access to be offered to INDECT end-users, where
they have to have access to all the other services offered by the project. Because of

the strong dependencies between other WPs and WP6, for example in the document
management field it is necessarily to have a flexible database management system

Further questions that have to be decided in 6.2

1 Flexible method of connecting databases (see example of logical structure
chapter 7)

1 Discover relevant databases
1 Discovering existing, relevant and maintained databases is important for the

portal, because connecting them to the system can improve the efficiency of
the system.

Search in databases
Internal searches
Federated searches

The interface of the portal has to support the connection of databases
independent from their standards. The portal needs to have a flexible interface
which enables the connection of various existing databases to support the
information need of the users.
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Documents and other multimedia elements stored in the system

Reference: S1UCG6.17 1

AéTom is accessing publicly available docum
the | NDECT Port al (i .e. he browses the porta
ARéThe | ist «cont amnswmith procedukes, cases, mdltimediarfiles, links
etc., from various police data sources, which are related (semantically and/or
coll aboratively) to the currently browsed we

Reference: S1UC6.27 1
i énordertoquickly find documents that are closely r

Nféhe easily gets additional i nformation abr¢
related to explosion but which were used by other police officers in similar
circumstances. 0

Reference: S1UCG6.271 4

enl esul t, the portal s recommendation engin

Y

explosions and terrorist attacks. o0

Reference: S2 UCG6.171 2

éeARecommendati on system, which stores the Jo
a video showing instructions howtoarre st an especially danger ous

f

-

///////‘PORML
N

—_— |

BB E

INDECT

Video documents

Reference S1 UCG6.117 5.
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ARéTom identifies the surveill ance camer as
and the terrorists. o
ATom uploads the videos to theeléNMDECT

Reference S2 UC6.17 1.

éenJohn receives on his mobile phone the v
éAThose multimedia files are sent by a po
who are patrolling streets in the area. o

Reference S2 UC6.11 3.

€ 0John us afsl bat usprdrierally video interface to navigate and view
recommended content on a mobile phone display (many types of content are
accessible within a singlevideo-c al | connection) o

Requirement: the document management engine of the portal. Different kinds of
stored documents have to be available for users of the portal. Need of the users is to
receive the documents on the same interface independent from the fact that some of
the documents have different format or are stored in a different system. (resources
form other trusted systems should be also displayable on the portal). To support the
search algorithms documents have to have keywords and categories, and also
history logs.

Further questions that have to be decided in 6.2

1 Relation between the documents
Documents might depend on each other, or have different kind of
relationships, for example cause-causality.

1 Document keyword/metadata requirements for the support of the
recommendation algorithms
By uploading a document to the portal new information is going to be stored,
but as long as the system only stores the files without any meta-data
information the document is invisible for the recommendation algorithms.

1 Relevancy of a document
The information stored in a document can become obsolete. The problem is
specially interesting in cases of dates, numbers, personal information, etc.

1 The redundancy of information
It is obvious that uploaded documents can and will contain duplicated
information. It is not a goal to prohibit the duplicated storing of information in
this part of the system, but it is a relevant question how we support the users
by the management of the data.

This issue is related to the relevancy of the documents. If the system analyses

the uploaded information and is able to determinate the duplicated data it also
can change it if one of the records is being changed.
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Communication with related systems

Reference S3 UC6.1171 3.
A éBob reports the finding to other members of the crisis management centre and
gets confirmations from hospitals that most of patients that were near the explosion

suffer from toxicological probl ems. . 0

Reference S3 UC6.1171 4.

AéAddi t i o ntlaréatening situationd audioeall INDECT feature may
automatically inform citizens about the dang
Aé.hm makes a photo of those bags and sends

i

PorTaL

o s A

INDECT

Requirement: the technical solution of communication is not the most important
question in the communication with the related systems. The system has to have
different solutions for the communication with the needed subsystems, depending on
the trait of the information, which has to be provided. The communication module has
to be aware of the importance of the information and has to offer the optimal way of
transmitting. Depending on the infrastructure of the subsystems it can occur that a
phone call is more effective in a crisis situation than transmitting of the data using
satellite.

By having communication with a subsystem it is important to be aware of the
structure of the subsystem and to know how it works and communicates and where
the needed information can be sent to.

Further questions that have to be decided in 6.2

1 Flexible communication engine
Which offers numerous way of communication methods (email, phone, video,
standardized data [xml, soap etc]) indifferent from the trait of information that
has to be transmitted.

1 Analysis of the subsystems

The subsystems planed to connect can be categorized based on their
communication habits. It is important to define who the system is going to
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communicate with and to design a system, which knows how the specific
information has to be provided in case of each subsystem.

Event management

Reference S2 UC6.1171 2

i J o&h aolleagues in the office that are experts in explosive materials verify the
crisis-management plan by analysing information obtained from the portal
(recommended documents about explosions caus

Reference S3 UC6.17 1

AéSandra |ives near the place where the bomb
Aé At h o me tssolyet somaimformation about what has happened. She enters

t he | NDECT Portalé The portal automatical "
statement about the explosion instead of Web

Reference S3UC6.171 2

néall phoree linesenkeagly constantly busy. The answering machine suggests

her to enter the INDECT Portal. The portal quickly detects that Sandra has temporary
changed her interest and that she is | ooking

Reference S3UC6.171 3
The police officer Bob is using the INDECT Portal graphical analysis tool to trace the
trends in portal& usersébehaviour.

Reference S3 UC6.171 4

Aéln the meanti me police officer Jehn notice
AAddi t i on a-thlegtening isituatiomsi &udio call INDECT feature may
automatically inform citizens about the dang

Reference S5UC6.1171 4

ADuring the event, in a proportionate manner
public disorder the police, will deploy a series of high level observation tools capable

of monitoring behaviour from a number of wven
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Requirement: The whole system is based on crime events, which also may connect
to each other. All the information stored and provided by the system connects
somehow to one of the events. The relationship between events is complex and the
connection between the events is usually some information (picture, video, personal
data, etc).

Further questions that have to be decided in 6.2

1 Event register
The system has to store the events with a detailed and categorized

description. How does the system log the events, and how does is gather all
the information related to the event?
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