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1 Executive Summary

This deliverable presents the first version of INDECT WP6 Portal architecture description
based on the results of an analysis of the functional specification presented in [1]. Apart from
the WP6 partners, the document is addressed to the stakeholders of the system i mainly to
WP leaders, the system designers and developers involved in the integration activities of the
INDECT project as well as the executive staff of organisations that are interested in the
exploitation of the system and have an appropriate expertise in IT technology. D6.2 i as a
document dealing with the architecture of a software system i is focused on technological
issues. This document often refers to scenarios, use cases and requirements defined in
Deliverable D6.1 entitled Intelligent Crisis Management Systems i Concepts and Usage [1].

The second section introduces the reader into the main goals of the WP6 system and
explains the role of the WP6 architecture. Section 3 explicates the methodological
background that is needed in order to properly design the architecture of a software system.
It thus discusses the best practices that are useful when defining the architecture. The
guidelines collected in this document refer to architecture as a whole and to a particular type
of architecture, i.e., Service Oriented Architecture (SOA), which is the approach chosen, as
the best option, for the INDECT WP6 Portal. Section 3 also presents the viewpoints on the
architecture from different s t a k e hseclio,equadity
measures that may be used to evaluate and prove the correctness of the architecture are
presented.

The fourth section of the deliverable describes the general goals of the WP6 Portal. It
describes the background of the system and the most significant requirements that have an
impact on the architecture design. This section contains characteristics of users and their
rol es; it shows the channels (usersé inte
other INDECT systems that will be integrated with WP6.

The fifth section delineates the preliminary architecture design of the system that is available
at the current stage of the project. It is divided into subsections; each describes the system
from a different perspective. The business view depicts the main processes that the WP6

persp

rfaces

Portal needs to realize and establishes the services that fulfil the portalus er s needs. i

logical view organizes the system by introducing layers and outlines the conceptual
components that represent the functions realized by the system. The next view introduced in
this document is the module view. This view is particularly important for developers, but at
current stage of the project it contains only the general assumptions. The behavioural view is
related to the dynamical aspects of the portal operation. The deployment view presents the
projection of how components will be arranged within the physical infrastructure of the WP6
system. The last subsection of this section explains the relations between the views.

The last section of the document contains the first results of the analysis of the preliminary
INDECT Portal architecture. It explains the rationale behind the decisions regarding the
architecture design and provides the first validations of the proposed architecture.

It should be mentioned that the document does not present the final version of the INDECT
Portal architecture; it shows the main aspects that have to be considered in the future work
of WP6 and the first assumptions regarding the organisations of the INDECT Portal system.
Each of the views will be extended and elaborated on and the results thus obtained, as well
as the final architecture will be presented in Deliverable D6.6 @rchitecture and System
Design for INDECT Portald
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2 Introduction

The scope of WP6 is the design and implementation of an integrated intelligent portal
focusing on data fusion of the items produced by WP3, WP4, WP5, WP6, WP72 (items such
as search results, pictures, multimedia files, archived web pages etc.) and the presentation
of the obtained information to the users when they access and interact with the system
through the INDECT Portal website. D6.2 approaches the Functional Specification and
Conceptual Architecture related to the Intelligent Portal for Crisis Management starting with
use cases and functional requirements that were presented in [1].

The term 6crisis managementd is often referred
need for: system timeliness, dependability, and robustness, often achieved through

simplicity. A frequent assumption in crisis management is that public information
infrastructure may not be available, therefore, the crisis management systems are seldom

designed to be used by citizens. However, the INDECT Portal distinguishes two main groups

of users of the system:

1 General users: this group encompasses citizens (that relates to Technical Annex and
[1]).

1 Police officers: this group of users imposes the key requirements regarding the
access and the presentation of the data in the portal. The group consists of registered
users with their access rights depending on their role, which can be of either
administrative type (with authorisation for manipulation and consideration of audit trail
of their actions) or non-administrative T mainly strict access to the information i (see
Section 4.2 for more details).

The scenarios that have been proposed in [1] relate mostly to everyday activities of police

officers and their need to integrate data from different sources in one point of access. The

terms O6crisisdé and 06 everlgtthzgmmanatfiistglartce betaditismay not
shown below, from a wider perspective they are not contradictory.

The assumption that the system should not be used only in case of a crisis situation but also

for typical activities is reasonable because of the following reasons:

9 Utilizing the same system not only in crisis situations but also for everyday activities is
economically correct. The system is not in a suspended state, nor is it running in the
idl e mode, 6wai tingd6 f orillbefultyusefal), kut instead it at i on
supports both the citizens and the police officers in their casual work.

1 In crisis situations, it is much easier to use tools that are already known to users than
force users to switch to a new and specialized work environment. The necessary
changes of the operational logic should be based on special workflows oriented on
crisis management rather than on introducing a new software environment. As a
result, the operators of the system may focus on the most important tasks without
being bothered about how to operate the new software. In addition, such an approach
radically reduces the costs of user trainings.

i The INDECT Portal has to exist in the public awareness as a website where a user
may get help or information. The WP6 Portal should be visited by citizens regularly,
providing them with interesting content each day, otherwise in crisis situations it may
be hard to quickly propagate the usage of the portal among citizens.

In a crisis situation the INDECT Portal will be able to switch to new modes of operation,
because it is based on workflows specifications that may be defined for different cases of
crisis situations and can be adapted to new types of content that should be available to
citizens or the police officers.

The INDECT Portal will be used as an ergonomic, Web-based user interface for documents
management : end users willl bpoipnrtobv,i delkderwe t he tae

% Within this document any INDECT Work Package is referred to as WPX.
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INDECT documents (items) may be arranged (e.g., grouped) into workspaces corresponding
to investigations (see Section 5.1.2 for more details). The items will have the form of text
documents, multimedia files, pictures or other types of documents defined by any Work
Packages (WPs). An example of such an item is a description of a person in a given photo
(of a specified URL) or a web page snapshot with a nick name of a suspect etc.

End users with appropriate privileges will be able to add documents manually, request items

from other WPs or subscribe to a certain class of WPx-generated events. The data items

may be available online (in real time or nearly in real time), or i in the case of tasks involving

heavy processing i they may be prepared and delivered later (for example, the status of

such an item within a case/ wor kis pabe eecadynimy by
approximately 20hrsg.

The INDECT Portal end users will have the ability to search and browse items, explore both
explicit and latent relations between documents or whole cases, edit items, add additional
elements, export selected data or subsets etc.

The Service Oriented Architecture [16] approach will be followed as the state of the art
methodology for system integration (the design and implementation of complex IT systems
from a set of universally interconnected and interdependent blocks called services [30]). SOA
represents the most flexible form of distributed computing and object-orientation that
supports effective provisioning of web services [5] functionalities in the context of the
INDECT Portal. It is compatible with many commercial and open source products, including
the major application execution frameworks such as J2EE [12].

An important aspect of the portal is the ability to continuously acquire new data from various
sources. Capture devices and technologies for processing the information will be used in
applications depending on the environment and purpose of each WP:

9 Either through secure monitoring in physical environments (cities), using a cost-
effective solution that respects the privacy rights of users while surveying suspicious
behaviours. This part of the process is beyond the functionalities expected from the
portal (it is managed by WP2, WP7, WP1).

1 Or by means of user behaviours tracking in a Web environment, taking advantage of
the lessons learned from the commercial world but focussed on revealing criminal
activities (the focus of WP4, WP3, WP5).

Each WP may deliver data in a slightly different format, e.g., structured data, multimedia
content etc. The data may also represent different types of content, e.g., reports, instructions,
procedures, expertises, testimonies etc. In order to handle various types of information, all
data items produced by other WPs will be treated as documents (including content and
metadata).

Specification of a data format for each WP will be based on XML schemas (standardised
documents in XML messaging). Standard protocols for internal and external data exchange
and manipulation will be used. Other systems will interact with the WP6 Portal using SOAP-
messages over HTTP with an XML serialization. Transformations between the WP6
metadata description (XML Schema) and metadata formats (XML Schemas) used in other
WPs will be done for optimal system interoperability (so called semantic interoperability). The
system will be capable of adapting to new content types by supporting users in the role of
integration maintainers (see Section 4.3.1), who, in turn, will be able to semi-automatically
create new mappings, by using a specialised tool supporting semantic analysis and
integration.

From the perspective of a police officer using the portal, it is necessary to provide an
adaptive, intuitive and interactive user interface.

To assure user-friendliness, as one of the key issues directly corresponding to ergonomics,
the INDECT Portal web site will be based on the Web 2.0 technology and will use a group of
interrelated web development techniques called AJAX [44].

The main channel for accessing data and interacting with the system will be the INDECT
Portal web site. Another group of functionalities related to multimedia streaming will be
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offered by means of an additional interface provided by IVAS (Interactive Video Audio
Server) T the second user access channel used by the WP6 Portal directly related to the IMS
architecture [43].

Crucial aspects of the system that have to be reflected on in its architecture design are
security and privacy. The Portal implements role-based access control procedures that will
use authentication and authorisation mechanisms. The security subsystem will be policy-
driven in order to provide the capability to adapt the system to different legal obligations. In
particular, if the system will be storing documents sourced from different legislative
jurisdictions there will be a need to consider the records management legislative
requirements of all jurisdictions on storage arrangements, i.e. the application of retention and
disposal schedules etc.

The portal will be based on Hypertext Transfer Protocol (HTTP) [23], especially on the
secure version of HTTP i HTTPS (Hypertext Transfer Protocol Secure) [22].

As it has been assumed in [1], the INDECT Portal is aimed at providing services for two
groups of end users: citizens and police officers. However, it has to be stressed that the
assumption does not imply that the same infrastructure will be used for serving users from
both groups. Due to security reasons, the instance of the INDECT Portal serving police
officers will be deployed on an infrastructure physically separated from the instance serving
citizens. All sensitive data will be stored on secured, separated database servers and will be
accessible only for authorised users.

The instance of INDECT Portal serving citizens will feature GUI operating within a publically
available infrastructure (Internet and a 3G telecom network). However, this instance will be
managed by authorised personnel and will access and process data items, which are
publically available.

Data used by this instance will be stored on a separate database server. Police officers will
be able to access data acquired by the portal for citizens, but direct access in the opposite
direction will not be possible.

Moreover, there are requirements with regard to security and privacy of the portal (imposed
by the sensitivity of information to be handled with restrictions) that need to comply with the
regulatory framework. Security mechanisms are both handled in WP6 and WP8 (referring to
citizens as the end-users), and they should be implemented with the consideration of an
appropriate balance between privacy and security.

21 Understanding usersodo needs and t he s

The INDECT system is a composition of several innovative subsystems providing information
on security-related aspects of various human activities. As shown in [1], the heterogeneity of
the data provided by these subsystems is a natural consequence of the diversity of data
sources that INDECT end-users (mainly police officers) have to access in their operational
work: bothinthecase of regul ar 6 e waton &nd & ythé capeoof drigise | nv e ¢
management (possibly involving communication with citizens). In a crisis situation, reliability
of information that is available at the earliest phase of a crisis may be comparatively very
low. Therefore, especially in crisis situations, the possibility of flexible access to multiple
independent data sources may result in a practical value being provided to police officers. In
other words, effective crisis management requires flexibility and effectiveness of online
document management that have to be achieved despite the heterogeneity of the data.

As it has been pointed out in the INDECT Technical Annex (which presents the INDECT
Portal as the only INDECT system performing semantic integration on the general, inter-WP
level), taking the perspective of the operation of the INDECT system as a whole (which can
be seen as corresponding to one of the major criteria of the success of the INDECT project)
implies that it is desirable to enable researchers (working in different WPs) to focus on their
60l ocal Vv i ecemstrit system fundi@nalities and achieving a high quality of data
provided by system developers in different WPs to the INDECT Portal. This way, the level of
involvement of WPx researchers (domain experts usually not familiar with modern system
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integration technologies) in a time-consuming (i.e., consuming project resources) process of
semantic integration of INDECT WPx systems may be significantly reduced. On the other
hand, whenever applicable (e.g., in the case of reusing semantic models by different
INDECT WPs), the top-down approach of semantic integration [29] should be followed in
order to reduce effort of cross-WP manual mapping of semantic data models.

One may see the problem of specifying the optimal methodology for the INDECT Portal

design as a problem of finding an appropriate balance between shortening semantic

integration time (and, in consequence, reducing the amount of spent resources) and
achieving a o6more intell i gentdnticitersperahiity)(Vhat a r e s |
makes achieving this balance especially complex is the dynamic nature of the INDECT

system: when viewed globally, this system may be regarded as providing a set of
functionalities that are naturally evolving throughout the project.

It should be noted that, although the INDECT Portal cannot be regarded as a typical portal, it

still fits the Wikipedia definition of a portal
diverse sources in a unifiédNDELYOeh@2useAdsexpee
represented in the global INDECT vision (see Figure 4), the INDECT Portal is aimed at
serving as the dédmain point of accessb6 to | NDECT
deal with syntactic and semantic data heterogen e i t vy : the déintelligencebd
may be seen mainly as the ability of dédautomatic
provided by many INDECT systems developed in different WPs. The aim of introducing such
6i ntell i genc &stoprbovide andusersswthsirttugive and ergonomic access to the
results of the | NDECT systems operation corresp:

in the form of INDECT Portal usage scenarios [1]. These may with time be refined and
developed in light of experience.

Throughout the rest of this deliverable, instead of referring to the INDECT Portal
6intel,thgeadasemantic interoperdM)ilityd term is us

2.2 Architecture as a communication tool

The scenarios and use cases documented in D6.1 are the starting point for the architecture
design process. A true understanding of the required functionalities and desired qualities is
an essential input for the process of the software architecture design. An architectural design
embodies many tradeoffs and not all of them are known when specifying requirements.
Some of them become apparent after the architecture is created, thus forcing a decision
regarding requirements priorities and feasibility.

The architecture has to reflect not only the needs of the end users but also those of the
stakeholders. The architecture has to consider institutional environments, which is important
for the owner of the system. Software architects should also consider the ability to flexibly
modify user interfaces, customize the system or validate the software components.

An additional important aspect of the architecture is communication. The architecture has to
be clearly and unambiguously stated to all the stakeholders. Developers must understand
the assignment of work and testers have to know the task structure imposed on them.

From the developersé point of view, the role of
and how it will work. This is achieved by dividing the system into smaller pieces and showing

relations between them. The architecture has to show clearly how the system is
decomposed. The hierarchy of elements has to be defined. The system, its subsystems,
components, classes have to be structuralized without any ambiguity.

The same o6divide and ruled approach may al so be
behaviour of the system. Because the model has a well-structured hierarchy on each level, a

proper set of wuse cases canodob@edshiecedvelFr omet K
described as scenarios. They may be defined as use cases or activity diagrams, going

successively deeper into the component structure, with progressively more complete use

cases. These use cases may then be utilized to define state charts on the class level.
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The architecture document has two major roles:

9 Itis atool for communication between partners, allowing them to see their part of the
system from different perspectives.

It serves as a means for education. It allows new members of the team to be
introduced into the project.

The conceptual dimension of the WP6 Portal architecture presented in this deliverable is
reflected in the focus on the high-level, layer-centric view on the portal architecture in the
functional relation to systems of other WPs.

2.3 Ethical issues

The scope of WP6 is the design and implementation of an integrated intelligent portal
focusing on data fusion from various sources and the presentation of the information to its
users when they access and interact with the system through the INDECT Portal webpage.

The other WPs supply heterogeneous data to the portal, having direct interfaces used in the
process of acquiring information on possible threats to citizens 7 information acquired either
from physical objects in urban environments or from the Internet. Due to the nature of such a
kind of information, a legislative framework related to electronic communications and
handling of personal data has to be taken into account in order to respect the privacy of
individuals.

The European Regulatory Framework and other instruments that apply in this context and
mainly in relation to the scope of WP6 have been identified along with the setting of the
objectives of the project:

European Regulatory Framework

9 Directive 2002/19/EC: Access to and interconnection of electronic communication
networks and associated facilities in a multicarrier environment (Access to networks
and services, Interoperability).

9 Directive 95/46/EC: Protection of individuals with regard to the processing of personal
data and the free movement of such data.

0 Complemented by Directive 2002/58/EC: Privacy and electronic
communications.

o Amended by Directive 2006/24/EC: Retention of Data Generated or
Processed in connection with publicly available electronic communications
networks.

9 Directive 97/66/EC: Processing of personal data and the protection of privacy in the
telecommunications sector.

National legislation and regulations
1 The case of Poland:

0 The act of protection of classified information from 22.01.1999. Journal of
Laws of the Republic of Poland 2005 nr 196 pos. 1631.

0 The act of protection of personal data from 29.08.1997. Journal of Laws of the
Republic of Poland 2002, nr 101 pos. 926.

0 The act of access to public information from 6.09.2001. Journal of Laws of the
Republic of Poland 2001 nr 112 pos. 1198.

o Journal of Laws of the Republic of Poland 2003 nr 3 pos. 25.

0 Regulation of the Minister of Interior and Administration from 3 June 1998
about setting the basic technical and organisational conditions, which should
be satisfied by devices and information systems used for processing personal
data. (Journal of Laws of the Republic of Poland from 30 June 1998).

I The case of France:
0 The creation of personal data files is governed by the law on Informatics, files
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and fr eeddmmof6 daAuaryl®78). The Council for Informatics and
Freedom (CNIL) supervises the application of the law. Any data file containing
personal records needs to be declared to the CNIL. The research conducted
in France will follow the law and the recommendations of the CNIL.

I The case of UK:
o0 The Data Protection Act 1998.
1 The case of Bulgaria:

o The APersonal data protection | awd (appr o
10 November 2006).
1 The case of Spain:
0 Specific Legislati on f or Per sonal Data Protection i
de diciembre de Protecci-n de D@3.os de Ca
0 Spanish Organisation that watches over compliance with «ci
Rights: AAgencia Espafo[ld. de Protecci- -n d

Other instruments

i O.E.C.D. OECD Guidelines on the Protection of Privacy and Transborder Flows of
Personal Data, 1980.

1 APEC Privacy Framework.

Therefore, in relation to the processing® of data within the scope of WP8, there is adherence
to the following general principles with regard to the access and interconnection of electronic
communications networks, data protection and data privacy of the data relating to personal
information concerning individuals:

Within the INDECT Project any processing of data is carried out exclusively for public
security or State activities related to criminal law.

Data will be captured accurately (minimizing errors by the system) and within the law, thus
avoiding causing harm to the Community. Data should be obtained by lawful and fair means
(APEC, OECD). The data handled will contain the minimal information that is required for the
specific purpose of supporting and reinforcing the security of the citizens (Collected for
specified, explicit and legitimate purposes determined at the time of the collection of the data;
EU Privacy Framework, OECD).

The portal will be robustly secured by introducing security safeguards to protect personal
data. The access and processing of sensitive data in the portal will only be allowed to police
security forces with authorisation and access rights carefully defined in accordance with their
role (accesstothedat a restricted to those that hav
presentation of the data to general users of the portal (used as a website by citizens) will be
provided with user-friendly access to data containing no sensitive information (data made
clear and accessible; EU Privacy Framework, APEC).

Furthermore, the information will not be altered in a way that goes against the law and any
authorised manipulation of the data will be registered, thus avoiding non-repudiation. Data
will be kept up to date and retained for no longer than strictly necessary (kept in a form which
permits identification of data subjects for no longer than is necessary for the purposes for
which the data were collected; EU Privacy Framework, APEC, OECD).

The data will only be transferred when required for specific cases and only to the relevant
security services responsible for State activities related to criminal law (Adequate, relevant
and not excessive in relation to the purposes for which they are collected, EU Privacy
Directive, APEC, OECD). No personal data concerning individuals from the general

3 Processing means "any operation or set of operations which is performed upon personal data,
whether or not by automatic means, such as collection, recording, organisation, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, blocking, erasure or destruction;" (Directive 95/46/EC, Art 2)
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Community will be disclosed unless they perform prior authorisation, otherwise it will be
anonymised (Personal data will not be disclosed without the consent of the data subject; EU
Privacy Framework, APEC, OECD).

Since in different EU countries different legislation may apply, the system will be driven by
policies that define the rules of accessing, processing and publishing/exporting information.
(i.e., ensuring that transborder flows of personal data, including transit through a Member
country, are uninterrupted and secure; EU Privacy Framework, OECD).
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3 Architecture Design Methodology

The INDECT Portal will be developed in an iterative way. The system requirements, the end

userso requirements, t e c h no landglT staadardigatiom ltavee s s

dynamic nature, which is why the architecture cannot be defined completely in a single step.
For that reason, a few phases of the development process should be defined: analysis,
design, implementation and deployment. In each phase, an iterative sub-process of
reviewing and evaluating is performed.

Additionally, tests may be performed during design, implementation and deployment phases.
The architecture elaborated on the design phase may be tested on the basis of the execution
of UML models (xXUML [87], U2TP [88]). The implementation phase may involve unit testing
and the deployment phase should be supported by integration testing (including user
acceptance testing). However, a description of such tests is beyond the scope of this
document.

The iteration cycles in the analysis and the design phases are illustrated in Figure 1.

Design phase

Analysis phase
adaptation:

requirements

|

|

|

|

|

:

|

System » :
|

|

S | |
|

|

|

adaptation:

User
requirements

INDECT Peortal

Consolidation e

S —

observation:

|
|
:
Technology :
|
|
|
|
|

assessment

Figure 1. The architecture design process.

The aim of the system requirements specification is to gather all functional and non-
functional aspects that need to be considered in order to enable interoperability between
systems. Interoperability is a capability to communicate, execute programmes, or transfer
data among various functional units in a way that allows the user to have little or no
knowledge of the unique characteristics of those units.

User requirements specification deals with all the aspects that end-users (in the case of
INDECT users mainly police officers) expect from the system i functionalities that need to be
considered in the process of architecture design. User requirements are usually strongly
related to the needs of a specific application domain. For INDECT, it is the domains of
observation, searching and detection of criminal threats. As such, user requirements for the
INDECT Portal Architecture initially specified in [1] have to be aligned with and mapped onto
generic system requirements.

Technology assessment is also a continuous process. The aim of the process of building the
INDECT Portal architecture is to use standard approaches or solutions that have proved to
be successful when used to solve system interoperability problems.

All of these input factors of the INDECT Portal architecture design have a dynamic nature,
which naturally leads to the interactivity of the architectural design process. To adapt the
portal architecture to the changing needs, various (but controlled) changes will be necessary.
The system and the user requirements are dynamic and will evolve with new experience. It
means that they will be adapted in interaction cycles.
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The consolidation process that connects the analysis phase with the design phase ensures
that, at the same time, there will be a common understanding of the system requirements,
the user requirements and the current technology state. This aim will be determined by
answering the following questions:

1 Which user requirements are the most important with respect to the accepted
scenarios?

1 What is the status of the existing technology with respect to the realization of a given
userd sequirements?

1 What is the effort necessitated to realise the user requirements in a given
environment?

3.1 Best practices in architecture design

The software architecture may be understood as a purposeful design plan of a system that
describes the elements of the system, its structure and how the elements interact with each
other so as to fulfil the system requirements. The output of the architecture design phase is
an architecture document. It allows stakeholders to create a development plan, negotiate
system requirements with the users and prepare an analysis and evaluation of the
architecture before the implementation phase starts [3].

In order to achieve a good quality of the architecture in [2], two clusters of observations were
distinguished: process recommendations and product (or structural) recommendations.

In the first group, the following suggestions have been proposed by the authors of [2]:

1 The architecture should be prepared by a single architect or a small group of
architects with an identified leader.

1 The architect (or architectural team) should have the functional requirements for the
system and an articulated, prioritized list of quality attributes (such as security or
madifiability, modularity) that the architecture is expected to satisfy.

I The architecture should be well documented, with at least one static view and one
dynamic view, using an agreed-on notation that all stakeholders can understand with
a minimum effort.

1 The architecture should be circulated to the system stakeholders, who should be
actively involved in its review.

1 The architecture should be analyzed for applicable quantitative measures (such as
maximum throughput) and formally evaluated for quality attributes before it is too late
to make changes to it.

1 The architecture should lend itself to incremental implementation via the creation of a
"skeletal" system in which the communication paths are exercised, but which, at first,
has minimal functionality. This skeletal system can then be used to "grow" the system
incrementally, easing the integration and testing efforts.

1 The architecture should result in a specific (and small) set of resource contention
areas, the resolution of which is clearly specified, circulated, and maintained

The latter group consists of the following rules:

1 The architecture should feature well-defined modules whose functional
responsibilities are allocated to the principles of information hiding and separation of
concerns. The information-hiding modules should include those that encapsulate
idiosyncrasies of the computing infrastructure, thus insulating the bulk of the software
from change, should the infrastructure change.

1 Each module should have a well-defined interface that encapsulates or "hides"
changeable aspects (such as implementation strategies and data structure choices)
from another software that uses its facilities. These interfaces should allow their
respective development teams to work largely independently of each other.
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Quality attributes should be achieved using well-known architectural tactics specific to
each attribute.

The architecture should never depend on a particular version of a commercial product
or tool due to the interoperability requirement and longer term expectations for
integrating solutions on a larger scale. If it depends upon a particular commercial
product, it should be structured in such a way that changing to a different product is
straightforward and inexpensive.

Modules that produce data should be separated from modules that consume data
(modularity supporting extensibility). This tends to increase modifiability because
changes are often confined to either the production or the consumption side of data. If
new data are added, both sides will have to change, but the separation allows for a
staged (incremental) upgrade.

For parallel-processing systems, the architecture should feature well-defined
processes or tasks that do not necessarily mirror the module decomposition structure.
That is, processes may thread through more than one module; a module may include
procedures that are invoked as part of more than one process.

Every task or process should be written so that its assignment to a specific processor
can be easily changed, perhaps even at runtime.

The architecture should feature a small number of simple interaction patterns. That is,
the system should do the same things in the same way throughout. This will reduce
development time, increase reliability, and enhance modifiability. It will also show
conceptual integrity in the architecture, which, while not measurable, leads to a
smooth development.

Since WP6 adheres to the SOA approach, it is useful to gather the following general
recommendations relevant to the SOA methodology:

1

Emphasis should be put on the de-coupling of the various components that realize a
software system. Making components self-contained supports a clear separation of
concerns. Each component should have a well defined functionality that can be
utilized by other components.

The services have to be relatively large, allowing for significant processing on behalf
of a single request. However, services which are too big may deny most of the
benefits of SOA.

The number of services the system offers has to be adjusted to the infrastructure, on
which the system will be hosted. Too many services may generate too much
communication traffic.

Not all software should be service-oriented. Not all messages should use XML. This
is the case in which the software is not planned to be integrated with other systems or
the internal processing is truly time critical.

Apart from the recommendation described above, there are several rules regarding the way
in which the document should be written:

f

= =4 —a A

The documentation should be written from the point of view of the reader, not the
writer.

Unnecessary repetition as well as ambiguity should be avoided.

The document should describe its rationale.

The architecture may evolve in time so the documentation has to be current.
The documentation has to be reviewed, taking into account the fit for purpose.
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3.2 Best practise in web services integration

The system requirements and the technology assessment are the main points that should be
considered. The idea of the | NDECT Port al assul
accessd provided by the system to an end user.
are developed by other INDECT WPs. The Portal can be seen as a functions broker, which
doesnot have the full knowl edge of fwhichcis i onal i
focused on O6connectingd WPs in one place. Takin
relevant standards, as well as the fact that the system has a heterogeneous structure, the

best approach to follow is the SOA (Service Oriented Architecture). SOA represents one of

the most important IT industry trends. The usage of SOA guarantees that the software can

be easily reused, while not losing the ability to adapt to possible future changes. The

advantages of the SOA approach, as the state of the art methodology for system integration,

are as follows:

1 SOA radically simplifies system integration, linking systems dynamically. It is widely
regarded as the state-of-the-art method for the design and implementation of complex
IT systems based on combinations of universally interconnected and interdependent
blocks called services. SOA is a technology, which is future-proof for at least the next
5 years.

1 Itis widely used on the world-wide IT market (it is supported by companies like
Microsoft, IBM, Oracle, SAP, as well as by the leading open source projects including
WSO2, FUSE, JBosS).

9 Itisolates user-centric application logic from the service implementation details
(services are used as black boxes).

1 It simplifies the usage of the existing (implemented) systems.

1 One of its goals is to achieve increased interoperability (information exchange,
reusability and composability of functions).

It is platform independent.

It complies with OASIS Standard 1.0 for WS_Security. (An assessment of the
required security me cS3peciidatomod Reguremdntssdfioe i n D8 . 1
Security and Confidentiality of the System.)

Heterogeneity of webser vi ces & i nterfaces

Apart from using so called Abig web serviceso (i
SOAP, WSDL and UDDI) [30], there is also another important method for integration of self-
contained (i.e., composable but at the same time providing interdependent functionalities)
subsystems of complex software architecture that has recently been gaining popularity
(particularly among Internet companies) i it is referred to as the REpresentational State
Transfer [6]. In the context of assuring the key INDECT document management
functionalities, it is important that the REST approach may radically simplify the integration
with at least some of the external INDECT subsystems, especially those that are document-
oriented rather than RPC-oriented. Reflecting the resource-centric view on web services
(which is one of the foundational concepts of the REST methodology) in the INDECT Portal,
the architecture design is especially important for the successful integration of the INDECT
Portal with all the INDECT subsystems (in particular those developed in other WPs) which do
not provide sophisticated programmatic Web interfaces. Building systems (developed outside
of WP6) in the so-called RESTful way may help to reduce effort on cross-WP integration,
while still assuring an appropriate level of usability of document management functionalities
(at the level close to this available when using SOAP-b ased fibig web serviceso

Data mediation

The user-centric perspective (that is reflected by the INDECT scenarios [1]) implies that
6understandingbé the semantics of the relations b
offered by various systems from different INDECT WPs (rather than simple data availability)
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may be regarded as the key WP6 success factor. The tool to be used within the INDECT

WP6 architecture (with the aim of assuring

different WPs both SOAP-based and REST-based) cannot (and should not) operate fully
automatically. For this reason the INDECT SIX-P2P system will include semantic groupware
system that will allow for manual refinement of both rules for online cross-WP XML data
translation and the resulting XSLT documents [68].

Correspondences between diverse underlying XML schemas (specific to different INDECT
WPx systems and obtained by means of the automatic XSD matching process driven by the
INDECT ontology and enhanced by probabilistic reasoning and vector space similarity
evaluation techniques) confirmed by the integration maintainers will not serve as the only
basis for cross-WP XML data mediation. When relevant to some specified interface being
under development, the automatically identified correspondences will be recommended to
the INDECT system integrators as potential target rules for online cross-WP XML data
translation. In order to make such recommendations useful (thus effectively reducing the
number of necessary human interventions and making the system more ergonomic) [36], the
level of relevancy of each rule to some specified case of XML data translation task will be
automatically evaluated by means of probabilistic reasoning and vector space similarity
evaluation techniques. Only after being manually approved by the integration maintainers, a
can new rule be actually used for inter-WP online translation of XML data carried in SOAP
messages or responses of RESTfull web services.

Semantic integration patterns

As far as a pragmatic approach to SOA based on open standards is concerned, IBM may be
regarded as one of the global technological leaders. Moreover, in the area of SOA, IBM
solutions [89] are compatible with open Java-based solutions provided by Sun [90].
Therefore, it is worth pointing out that experts from IBM have identified a few patterns of
achieving semantic interoperability in SOA [65]. Those patterns deal with some architectural
solutions, because they influence the topology of semantic integration middleware 1 the key
part of any semantically integrated system, in particular a portal. At least some of these
patterns are relevant to the special case of the INDECT system: a complex system used and
managed by a single non-profit organisation. It should be stressed that taking into account
the pragmatic approach to semantic integration [65], [33] is especially important, because
academic activities conducted in the area in the last few years (with the ambitious Semantic
Web approach as the most popular research topic) correspond very weakly to the true
market demands [35].

According to [65], the key patterns for achieving semantic interoperability in SOA may be
roughly represented by the following cases:

1 In the case of point-to-point semantic integration, each data source has its own
proprietary semantic model and semantic translation is performed in a distributed
manner. The impact on other systems caused by a change of data definition in one of
the integrated systems is often unpredictable. On the other hand, many Enterprise
Service Bus projects still perform point-to-point semantic integration in SOA, as i
when used selectively T it may ensure high performance and create a "fast track”
[65]. It may be noticed that workflow and RPC-centric point-to-point communication
model (that is very likely to be used in many INDECT systems integrated with the
portal) may utilize business process modelling and development solutions, including
tools for XML Schema mapping performed within BPEL systems [66)].

1 In the case of hub-and-spoke semantic integration, each system operates on the

6sem

basis of its own 61l oc aloba lsgicahdatatmodel, whicheaani ng 6 1

be instantiated as a physical federated model or a canonical message model [65].
Semantic interoperability is achieved at reduced redundancy and maintenance cost
(thanks to avoiding point-to-point integration). According to [65], well-architected
ESBs frequently use this pattern to map messages on a canonical message model
and achieve semantic interoperability.

1 In the case of semantic interoperability based on Master Data Management (MDM), a
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single system connects heterogeneous information sources and produces a single

version of the key information: a data instance, or metadata. As the MDM system is

based on open standards, data may be truly r
when built separately from the existing systems (in order to reduce the drastic impact

on businesses), MDM offers an option of legacy systems future migration to MDM.

1 The availability of industry information models (usually including XML messages and
a message schema), also known as Domain Information Models (DIMs), depends on
the particular industry. On the other hand, some standard organisations tend to look
at information from horizontal and cross-industry perspectives. For example,
RosettaNet helps companies from multiple industries to provide RosettaNet Technical
Dictionaries. DIMs are typically XML-based and are used to exchange messages in a
business-to-business (B2B) environment. DIMs prompt a greater level of semantic
interoperability and encourage asset reuse.

1 The widely referenced approach referred to as the Semantic Web assumes linking
elements of the data model to a common ontology, thus semantically linking
applications, even those operated by different organisational entities. According to the
Semantic Web approach, the Resource Description Framework and the Web
Ontology Language are used to allow data to be shared and reused on the Web [34],
[65].

An appropriately balanced trade-off of adopting different patterns of semantic interoperability
should be the result of an analysis conducted at least from the perspective of the following
issues:

1 The strategy of the organisation, (a company, or a non-profit organisation) for the
next few years.

T Overall system dynamics (expected changes, especially related to semantic models).

1 Planned initiatives to prompt greater asset reuse, minimize the maintenance cost and
share the development cost.

1 The regulatory environment of the IT group performing semantic integration.
Best practices in semantic integration in SOA

Establishing a centre of competency on semantic interoperability is usually a means of
fostering the collaboration among various stakeholders more effectively than enforcement of
a consensus on the organisational taxonomy. The Semantic Interoperability Community of
Practice (SICoP), which has been established by the Federal Chief Information Officers
Council [75] to achieve semantic interoperability in the United States government, is one of
the real-world examples of the effectiveness of such an approach [65].

According to the experts in SOA[ 6 5] , [ 29], the key to successf ul
think big, yet act incrementally towards the st
have to be realised iteratively and the progress has to be measured on an on-going basis.

Both the general approaches of migration to SOA 1 top-down and bottom-up 7 are in line
with the best practices in semantic integration.

One of the main functions of an Enterprise Service Bus (ESB) interconnecting web services
within SOA is transformation of messages from one data format to another, performed in
order to ensure that service consumers and providers can communicate with each other.
Transformation logic captured in an XSLT document can offer many re-use benefits. They
can be re-used not only by other business processes, but also by Extract-Transform Load
(ETL) tools. It is especially important in the case of a project involving collaborative work on
semantic integration that the transformation assets used by ETL tools can also be exposed
as web services, thus becoming reusable by semantically integrated applications.

Semantic integration of SOA may also be optimised by taking into account that many
industry standards i such as data and data model standards for vertical and horizontal
industries 7 deal with semantic interoperability. Therefore, it is reasonable to analyse how
relevant the existing standards are to the particular semantic integration problem.
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So cal |l-padt téearnntsidé [ 6 5] reflect the key threats o

wors t (al though still quite c¢ommb it fakescplaseevhen s

multiple system architects define their own schemas and vocabularies, do not follow any
information standards, and do not consider semantic interoperability with the rest of the
systems (XML and XSDs are provided directly from developers without co-ordination). As a

cal l

result, systems are buil t-caledsilesflndent |l y (oOovertic

The opposite extreme of uncontrolled semantic chaos is referred to as a case of overly
ambitious semantic integration. In such a case, the process involves lots of stakeholders,
thus making the agreement among them difficult to reach. As shown by some real-life
examples in the past, targeting the ambitious plan of forcing applications and databases to
conform to one data model makes the timeline too long, usually leading to integration failure.
One of the sources of semantic interoperability complexity lies in the fact that usually an
organisation cannot simply replace existing assets. Whenever a new application is created or
existing applications are integrated, integration of existing semantic assets is necessary.
Systems change constantly, which makes it impossible for information and application
integration to be ever fully complete.

Reaching agreement between architects of different systems is inherently difficult due to
differences in experience and knowledge-base [65]. Such differences are usually even bigger
in the case of an experimental implementation developed in a research project. The broader
the scope of a semantic integration process participants, the harder it is to establish
agreement between them; system designers often find it easier to build an application and a
database in a silo, rather than reaching agreement among broader teams [65]. Moreover,
when system architects reach agreement, they may still interpret it in different ways. Even
many industry standard data models are vague and open to different semantic interpretations
[65].

Another potential threat is the lack of information integration logic reuse. Usually different
groups within an organisation specialize in using one or another type of information
integration pattern:

1 The data federation pattern provides an integrated view into distributed information
while federating both structured and unstructured information without creating data
redundancy.

1 The data consolidation pattern involves extraction, transformation and transport of
data from one or more data sources to one central location.

1 The Enterprise Application Integration (EAI) pattern is based on using APIs to obtain
data from various systems, transform (correlate, enhance, standardize and
aggregate) data, and finally present one consolidated data stream to data consumers.

Without cross-team coordination, it is very likely that each group of system architects may
provide slightly different semantic integration and data processing logic [65].

It is worth noticing that there is direct dependence between taking the top-down approach to
the SOAP-based web service design and the ability to provide more automatic, higher-level
semantic integration of SOA. Proper reuse of existing XSD definitions in the process of
creating WSDL service definitions helps to avoid theso-c al | ed 6ésemant i c

other hand, following the WSML-based [ 59] dexwnovenepptropch

integration (largely driven by a O6central
highly complex and heterogeneous environment like the INDECT system.

3.3 Architecture views

The goal of writing an architecture document is to express, negotiate and resolve various
concerns that have to be taken into account in order to properly design a software system.

A single, comprehensive model is often too complex to be understood by all stakeholders.
Usually it is not possible in one model to show all the details, structures and relationships
between various businesses and technical components. It is necessary to split the
complexity and develop multiple views of the architecture of the information system in order
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for the whole to be understood by the different stakeholders in the system.

This is the reason why different approaches suggest the use of different views. The author of
[4] has distinguished four views of the model: the logical, development, process and physical
view. In addition, scenarios or use cases (the 'plus one' view) are used to illustrate the

architecture. Other authors [3] have presented a different view taxonomy with: the code view,
the module view, the conceptual view and the execution view.

The IEEE 1471 standard [7] does not define exactly what kinds of views need to be taken
into account when defining architecture. Instead, it allows choosing the best views for a given
system.These vi ews are chosen on the
the conceptual framework which is based on the IEEE 1471 standard.
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Figure 2. IEEE 1471 conceptual model [7].

Vi ews ar e created

f r o standpoing Accoeding ts that ktantaod) thee r 6 s
architecture document is organised by its view. A view consists of one or more models and a

model may participate in one or more views.

The key element of this approach is the identification of stakeholders and their concerns. The
identification of the stakeholders helps the architect to get a detailed understanding of the

context in which the system must be developed, used and operated. The following examples
of stakeholders may be taken into consideration: the client of the system, users, operators,

maintainers, system developers, suppliers, regulators, etc. While indicative, this list is not
exhaustive and may be revised.

Each stakeholder may be interested in one or multiple combinations of the following
examples of concerns: agility, autonomy, complexity, concurrency, cost, security, data
protection, data integrity and confidentiality, distribution, evolution, flexibility, functionality,
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information assurance, modifiability, modularity, openness, performance, persistence, quality
of service, reliability, safety, schedule, state change, usability, audit capability.

From the particular WP6 point of view, the following stakeholders are the potential readers of
the architecture document: its users, operators, maintainers, and system developers. The
most important concerns that should be taken into account are: performance, concurrency,
data access, data integrity, distribution, flexibility, functionality, reliability, persistence,
security and the ability to provide a full audit trail of access and behaviour.

Taking into account the decisions above, the following views have been distinguished in the
WP6 Portal Architecture:

The business view i shows the system architecture from the viewpoints of the system owner,
users and maintainers and considers the following concerns: data access, data integrity,
reliability, audit, flexibility and functionality.

The logical view i shows the system architecture from the viewpoints of the system
developers and maintainers and considers the following concerns: data access, data
integrity, flexibility, functionality, persistence and security.

The module view T shows the system architecture from the viewpoints of the system
developers and maintainers and considers the following concerns: flexibility, functionality.

The behavioural view 7 shows the system architecture from the viewpoints of users,
operators and maintainers and considers the following concerns: data access, data integrity,
audit functionality, performance and concurrency.

The deployment view 7 shows the system architecture from the viewpoints of the operators
and maintainers and considers the following concerns: performance, concurrency, data
access, data integrity, distribution, persistence and security.

3.4 Architecture design quality measures

The architecture design quality should be evaluated by using both qualitative and quantitative
measures. INDECT is a research project; therefore, at least the key non-quantitative
measures of the INDECT Portal architecture design quality are more important than the
guantitative ones.

3.4.1 Qualitative measures

One of the qualitative architecture design quality measures is the effectiveness of the cross-
WP O6semantic integereat NDEGTaPbréeabdshgtemn.

to the system functional advance achieved as a result of targeting one of the key objectives,
which 1T although non-functional, is crucial for the portal design quality: the ability to
6under stsaennmdadn ttihces of the data pr ovi dd&hs abiliy

results in better O6épractical availabilityo
scenari o, 6information availability©é nifecsive be

t

semantic integration. 6l nformation avail abi

precision than on the recall measure [ 32]
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quick and not requiring a lot of user-system interaction). Other key requirements to consider
will refer to privacy concerns such as integrity/authenticity, confidentiality and non-
repudiation.

It should be noted that any increase in the system functionality may be practically achievable

at the time scale, which does not correspond
expectations (corresponding, in turn, to the

value of technologies that may be applied to the subsystems).

According to several authors (with rich experience in real-life deployments of semantically
integrated SOASs) [29], [65], three general levels of semantic integration in SOA may be
identified:

1 The point-to-point if ast tracko of semanti c -hoabottogy at i on,
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up O6shall owb semantic integration t hadam
point of view) in the case of integration of systems without common semantic models.

1 The Mixture of the bottom-up and top-down approach, which may be regarded as well-
balanced if semantic integration assets are produced only when producing them does
not require significant additional effort; it may also be reused among integrated systems
whenever possible.

1 Fully top-d own, 6ambitiousad, 6deepd integration f

subsystems to conform to one semantic data model (like a single ontology covering all
data types used in messages exchanged by the semantically integrated subsystems)
may be the best option only in the very long term, but this may in fact not be realistic
because in the future the semantic model may no longer appropriately reflect the end
usersod requirements.

At the same time t W defefmanibe cowdtaight ro & @
Portal system may be seen as being O6inversel

have to be spent on the semantic integration.

There are several concerns in the architecture design (see section 3.2) that may be
addressed as a result of effective semantic system integration: data availability,
consumability and customisation. By supporting ergonomic document management,
semantic integration may enhance user-perceived system usability and performance. The
maintenance of the semantic integration subsystem may be made easier when the system
itself provides functionalities explicitly targeting adaptation to changes in semantic models
that are used within the semantically integrated systems.

It should be noted that another qualitative measure of the architecture design quality T
compatibility with relevant standards i may also be seen from the perspective of different
time scales, i.e., as corresponding to both the short-term gain in system functionality
(compatibility with standards as the means for easier integration), and the long term ability to
continue cooperation of systems being constantly upgraded to meet the state-of-the-art
standards in technology.

3.4.2 Quantitative measures

At the current early stage of the work on the INDECT Portal architecture, quantitative
measures of the architecture design quality [2] may be used only as a basis for rough
approximation of the expected performance of the WP6 system. Nonetheless, such a very
imprecise evaluation method is still suitable for the identification of performance bottlenecks,
which, in turn, may enable the introduction of appropriate extensions to the architecture
design, e.g., in the form of replacement of a single server by a (functionally equivalent)
cluster. Therefore,i t i s reasonable to Omeasured the
relative (rather than fully measurable absolute) communication and computation complexity
metrics like the share of some component functions in the overall system (communication

by t |
y p|

ar chi

and computation) compl exity. Anot her 6di mensi on¢

per-session view on the system performance requirements.

The following performance measures have been selected as the most suitable for the initial
quantitative evaluation of the INDECT Portal architecture design quality:

T Communication complexity

0 Measured in the number of messages exchanged in a typical session

0 Measured in the volume of network traffic exchanged in a typical session
1 Computational complexity

0 Measured in the average number of economy-class servers (or server
blades) that are required to support real-time user-system interactivity at a
satisfactory level (usually a single session requires only a small part of
resources offered by a single server)
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{ Storage requirements

0 Measured in the average number of economy-class servers that are
required to serve a single user at a satisfactory level (usually a single
session requires only a small part of resources offered by a single server)

Relative measures of performance requirements have to be coupled by at least indicative
hardwar e/ software specificati oncloafs sf esaetrwree s
in the evaluation.

Naturally, the quantitative measures mentioned above cannot offer a reasonable confidence
level before the deployment architecture achieves some stage of maturity. Therefore, the
applicability of the measures to the conceptual architecture (presented in this deliverable) is
very limited.
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4 The system Overview

One of the aims of WP6 Portal is to integrate of different kinds of information, for example,
data in the form of text (e.g., police officers
suspect). All of the integrated data items will contain additional descriptions, for example, in

the form of metadata describing an object/person or the source of the information.

The problem of the integration of heterogeneous data sources is strongly related to the issue

of 6understandingéd the metadata. Si ndateformdt er e i s
speci fied, the main focus of WP6 is to find met
intelligent manner. The correct interpretation of the metadata gives the possibility to use the

information provided by other WPs in a more effective way. The integration of different

semantic models appears as the main problem that needs to be addressed.

One of the main goals of the | NDECT Portal (a ce
to provide the end users with appropriate content as required and when required. Its role is to

focus on the document management features that may support (but obviously not replace)

command centre functions, making the INDECT Portal a point aggregating and analysing

information from different INDECT WPs.

It should be noted that the WP6 Portal will be provided with only partial, controlled and
audited access to the data supplied by other WPs. Therefore data management is an
especially important issue. This perspective exposes the problems related to documents
integrity, for instance, in the case of working with documents that cannot be stored longer
than for some period of time specified by the law. There can also be a problem with providing
access to documents that have defined credentials. Only privileged end users should have
access to them.

The WP6 is focused on data fusion and presentat
ability to support storage and exchange of different types of data, while always considering

the requirements of privacy (secure access and transmission) related to sensitive information

with regulation protection. Therefore, standardised data formats should be used for
interoperable performance, and secured transactions should be considered (multiple data

formats and security in the acquisition of data, storage with personalised remote access
depending on the userdéds profile and data trans
proposed in D6.1 [1] refer to requirements with regard to the system that responds to these
characteristics.

First of all, there is an initial phase in the creation of the portal that deals mainly with data
acquisition. This will be done using a methodology dependent on a particular use context:

i Either through secure monitoring in physical environments (cities), using a cost-
effective solution that respects the privacy rights of users, surveying suspicious
behaviours. This part of the process is beyond the functionality expected from the
portal (WP1, WP2, WP7).

T Or by means of web activity tracking solution, taking advantage of the lessons
learned from the commercial world, but in this case focussed on revealing criminal
activities.

Moreover, regarding the fusion and exchange in relation to an electronic data registry, two
characteristics should be considered at the same time:

1 The possibility of combining multiple formats for storage, data exchange and remote
access supporting share/reuse of the already acquired information (captured or
obtained through prior activities)

1 The requirements for privacy and security (when there is sensitive information
involved) with restrictions that obey a very strict regulatory protection (security
mechanisms handled both in WP6 and in WP8). The Ethics Board of the project is
aimed at ensuring strict compliance with rules concerning privacy, data protection,
and at guaranteeing that information is used only for its intended purpose. Section 5
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of D8.1 [37], reviews the security mechanisms required for data integration,
considering data exchanges (EDI [81], [82] and related security) and the presentation
to the registered users (those that can process the information that is sensitive) with
defined access rights in accordance with their roles (D6.2_ 4.2.1) it also gives some
recommendations tailored to the context of the INDECT Portal.

And finally, in relation to the user-friendly presentation of the data to the users accomplishing
the expected requirements, one should distinguish different types of users. They can mainly
be classified as follows:

9 General users: this group encompasses general citizens. This group should be

6passived in relation to the portal and

specified above.

1 Police officers: This group of end users provides the key requirements regarding
access and the presentation of the data in the portal. They have personalised user
profiles for easy and secured remote content access (authentication and
authorisation).

4.1 Significant requirements

A metadata registry can be regarded as one of the basic elements of the INDECT Portal. The
list of requirements for the design of the solution has been specified in [1]. They have been
divided into functional and non-functional and they constitute the input for the INDECT Portal
architecture definition.

The understanding of the semantics and structure of the data is necessary for the definition
of functional requirements so that the needs of the system performance are accomplished at

the same time as the users6 expectations ar

1 Harmonisation is the key process that increases the alignment of data definitions
across related systems, leading to benefits in reuse, in interoperability and in
development costs. Some options are the following:

0 UML for expression diagrammatic representation,
o XML framework for data formats,
0 SQL data bases.

This links with D6.1- 8- General requirements i Ontological Manager (REQ-F500 to REQ-
F503)

D6.1- 8- General requirements i Content Management (REQ-F300 to REQ-F308)

1 The main role of the electronic communication infrastructure has to do with creating
a secure environment that facilitates both regulatory compliance and business
improvement. Data will be classified as: restricted, confidential, secret and top secret
documents. The security management module of the project caters for the following
functionality requirements:

0 Secure data storage and exchange: encryption technologies (SSL/TLS,
S/MIME) and digital signatures (PKIl).

0 Layered web authentication methods for varying security and user
requirements: i.e., Single Sign On (SSO)

D6.1- 8- General requirements i Content and access secure (REQ-F400 to REQ-F405)

1 With regard to the presentation of data through the portal accessed by police
officers, a user-friendly interface in accordance with the police organisational
structure is required. There should be personalised profiles for authorised users both
regarding their browsing preferences (optimised searches), filtered accessibility to
information knowledge or handling capabilities (data protection) as well as audit
capability. D6.1 7 8 i General requirements- User Manager profile (REQ-F200 to
REQ-F206), and GUI Management (REQ-F600 to REQ-F603)
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The portal interconnects systems in order to offer all the expected functionalities that support
crossing of administrative domains boundaries (due to its planned capability for exchanging
data with various security related institutions). This requires considering security
recommendations and requirements in the design of the architecture and, as such, it is
regarded as a crucial part of the quality service. It is implemented in several modules from
architectural views (the business view, the logical view, and so on). Some guidelines on
technological solutions in this secure electronic framework are presented below.

4.1.1 Interoperable performance for electronic storage and data exchange
Some example recommendations related to data fusion and exchange are the following:

Fixed format files, comma delimited files, Extensible Markup Language (XML), Electronic
Data Exchange Standard (EDI) [81], [82], custom data files and unstructured data files.
Unstructured files T composed of many different types of information, such as pictures and
PDF files 7 are included in data transfers.

A framework for implementation can be found in the following standards:

1 ISO/TS 15000-5:2005: Electronic Business Extensible Markup Language (ebXML) --
Part 5: ebXML Core Components Technical Specification, Version 2.01(ebCCTS).
Wherever business information is being shared or exchanged amongst and between
enterprises, governmental agencies, and/or other organisations in an open and
worldwide environment.

1 UN/EDIFACT (International standard for electronic data interchange). United
Nations/Electronic Data Interchange For Administration, Commerce and Transport
(UN/EDIFACT): International EDI standard developed under the United Nations. The
work of maintenance and further development of this standard is done through the
United Nations Centre for Trade Facilitation and Electronic Business (UN/CEFACT)
under the UN Economic Commission for Europe, in the Finance Domain working
group UN CEFACT TBG5. EDIFACT has been adopted by the International
Organization for Standardization (ISO) as the ISO standard 1SO 9735. Electronic
Data Interchange (EDI) refers to the structured transmission of data between
organisations by electronic means. It is used to transfer electronic documents from
one computer system to another, i.e., from one trading partner to another trading
partner.

4.1.2 Secure electronic/web based data exchange

A thoughtfully crafted information security and access policy is the cornerstone of data
protection and privacy for any organisation and the citizen.

Technologies that are bound to provide security strengths to the application are featured in
order to have them in mind for the design of the architecture. Some examples are: multiple
authentication mechanisms that the organisation employs to identify valid users and
addresses; SSL and transport layer security (TSL) support for session encryption; and
server-side rules for filtering messages to weed out spam and viruses.

Secure and privacy features:

User authentication: Ensuring that users are who they say they are is fundamental to secure
communication using e-mail or IM.

Message and session encryption: Encryption ensures that e-mail and IMs, as well as the
private information and sensitive data associated with them, will not be accessible to
unauthorized users.

Virus and spam protection: E-mail and IMs are notoriously vulnerable to the effects of viruses
and spam, and the electronic messaging infrastructure must include robust protection against
these intrusions.

E-mail and IM archiving: At a time when so many regulations require that organisations store
and provide access to electronic records, organisational policies must address the retention
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of electronic communication as a necessity for compliance. Processes must be instituted to
protect the integrity of the data in saved communication, as well as the privacy of the
communicator.

Privacy options: With so many opportunities present these days for instant messaging over
public networks in integrated systems, privacy of communication has become an increasingly
important requirement. For example, users should be able to control who can see their online
status and communicate with them.

Secure access: Tying information access to the identity management infrastructure
additionally secures electronic communication through the use of identity-based access
policy, centralized user management, and Single Sign-On (SSO) [77] across messaging and
related applications. In addition, providing a virtual private network (VPN) on demand helps
ensure convenient access when and where it is needed, without compromising the security
of sensitive communication.

A reference for the best practise worth mentioning can be found in the more thorough
definitions of the Enterprise Architecture [8], [9].

4.1.3 User centred design for interacting systems

Human-centred processes take account of the context of use, the complete environment in
which the interactive system will be used. In this case police officers are regarded as the
main users with an interface to the portal and, due to the use of personal data in the
application, there is always a reminder to Privacy Rights of the citizens. Then, there should
be an appropriate allocation of functions to the system and to the user [11].

Therefore, the presentation of the data in the Web-based tool has requirements in relation to:
1 Multi-disciplinary design with a clear role for the user in the development process.
1 Simplicity/usability in the interface: easy, interesting and rewarding for users.
1 Access by multiple users that share and co-create multimedia content.
1 Personalised content presentation understanding user preferences.

——Personalized presentation layer

Server | Client
+—Input/ Feedback— I
Presentation tools Portal— : $
Presentation . . Web <>
la Presentation Presentation browser A
yer
...................................................................... |
Personalization Adaptation Adaptation I
layer |
L w4 ] |
fragments Events |
..................................... —Events‘l
User modeling User o | At
layer characteristic «Events— Selrver_ side -Events— Clllent_3|de
evaluation 0gging ! 0gging
- | J

Application logic layer
( )
C—Data layer- )

Figure 3. Example architecture for the portal regarding Web interface [9].

Some other requirements can be found in the following standard: ISO 13407: Human
Centred Design Process for Interactive Systems
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4.1.4 Further considerations
Policies related to security and privacy in the electronic world

Policies related to security and privacy in the electronic world must be integrated into the
specification of the portal functional requirements.

European Regulatory Framework Electronic communications
Some Directives and Regulations/policies that apply in this context are mentioned below:

1 Information storage and data exchange Directive: Directive 2002/19/EC: Access to
and interconnection of electronic communications networks and associated facilities.

9 Privacy or Data Protection Directive: European Data Privacy Directive 95/46/EC of
the European Parliament and of the Council of 24 October 1995
o Complemented by: Directive 2002/58/EC: Privacy or Data Protection Directive:
The processing of personal data and the protection of privacy in the electronic
communications sector.
1 Model Law Firm Policy Relating to the Use of the Internet:

Cyber Law (Harvard University) guidelines [76].

4.2 Functional requirements

In [1] there is an overview of use cases and functional requirements that are needed to
support them. For the design of the architecture with a service-oriented approach, it would be
convenient to have a mapping of the funct
role in accordance with their capabilities and access rights to the portal.

The administrative role
This includes the user manager, system maintainer or administrator, portal administrator,
integration maintainer or administrator. This list should not be considered as indicative or

exhaustive. Users playing these roles will be able to perform functions referred to as User
Manager Role and Content Manager [1].

User Manager

ID Name Type
REQ-F200 User manager

REQ-F201 Registered user in the system Functional
REQ-F202 Unregistered user in the system Functional
REQ-F203 Manage groups of users Functional
REQ-F204 Manage profiles Functional
REQ-F205 Context-sensing module Functional
REQ-F206 Regi ster of wuser sd alFunctional

Content Manager

ID Name Type
REQ-F300 Content Management

REQ-F301 Manage content workspace Functional
REQ-F302 Create content Functional
REQ-FSOS4 Remove content Functional

* This powerful responsibility requires careful management.
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REQ-F3045 Edit content Functional
REQ-F305 Access content Functional
REQ-F306 Search content Functional
REQ-F307 Filter content Functional
REQ-F308 Manage content properties Functional

The important point to highlight here regarding the functionality is that there will be an audit
trail of all the manipulation that is done in the data by these authorised users (infringement of
integrity and availability, and confidentiality after any user accesses the data). All the
changes will be registered and recorded so that an independent authority accredited by the
certification body makes an audit of the system, checking its compliance with the
corresponding Normative and Legislation (Privacy and security, enforcement in penal law) in
order to certify the use of the portal.

Besides, thanks to Remove Content Functionality (REQ-F303), sensitive data from
suspicious individuals will not be kept after closing of the case or demonstration of innocence
(non-validity of proof). In the case of monitoring information of general citizens (non-
anonymity) there will also be a period fixed by legislation (Privacy) after which information will
be destroyed (unavailable any more to the INDECT Portal registered users)

Authority role

Thi s kind of police of f i eowners 6o-warker| anslyst,i and | udes
supervisor. They will be able to perform some of the functions related to the requirements
specified in [1].

Content Manager

ID Name Type
REQ-F300 Content Management

REQ-F301 Manage content workspace Functional
REQ-F305 Access content Functional
REQ-F306 Search content Functional
REQ-F307 Filter content Functional

Both the administrative role and the authority role make use of Content and Access Security
requirements. Users playing these roles need to authenticate themselves to enter the
system, because the information they handle is sensitive and has to be protected in a special
way.

Content and access security

ID Name Type
REQ-F400 Secure content and access

REQ-F401 User Authentication Functional
REQ-F402 Content encryption Functional
REQ-F403 Information integrity Functional
REQ-NF404 Secure access Non-functional
REQ-NF405 System protection Non-functional

Users playing these roles should be supported in all actions of the product life cycle.

® Access to this functionality should be restricted.
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Ontological manager

REQ-F500 Ontological management

REQ-F501 Ontological content Functional
REQ-F502 Ontological handler Functional
REQ-F503 Ontological customizer Functional

Due to their interaction with the portal (main channel, see 4.2.2) and with the IMS
architecture through IVAS functionalities (second channel, see 4.2.2), they make use of the
GUI management function related to usability of the systems (user-friendly interface) and
access to multimedia files: GUI Management, Video Call Manager and DTMF Manager
functions.

GUI management

REQ-F600 Graphical management

REQ-F601 Graphical tool Functional
REQ-NF602 Friendly and accessible interface Non-functional
REQ-NF603 Mobile terminal adapted interface Non-functional

Video-call manager

REQ-F700 Video-call management

REQ-F701 Audio-video manager Functional

DTMF manager

REQ-F800 DTMF management
REQ-F801 DTMF handler Functional

Registered users make use of the mailing system managing their messages.

Message manager

REQ-F900 Message management

REQ-F901 Usersodé subscripti on |Functional
REQ-F902 Send message Functional
REQ-F903 View messages Functional
REQ-F904 Remove messages Functional

As described in [1] (System Requirements), it would be desirable to support the extensibility
of the system for interconnection with other systems in accordance with the regulatory
framework.
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General Requirements

ID Name Type
REQ-F100 General Requirements
REQ-F101 System modularity Non-functional

There is the added value to the system and improvement towards registered users,
guaranteeing short delays and satisfactory performance

Performance Requirements

ID Name Type
REQ-NF1000 Performance Requirements

REQ-NF1001 Response time limitation Non-functional
REQ-NF1002 Simultaneous requests management Non-functional

4.3 The system context

Due to the fact that the INDECT Portal processes sensitive data, information safety and
security are paramount. In order to assure this non-functional requirement, the provision of
a strong authentication method is not enough. If a user needs access to non-public
information, it is not enough to provide credentials. An authorisation system uses information
about usersd rol es. Their position in the orgal
Policy Manager and Privilege Manager components will be used to handle this kind of
information and the authorisation process will need to take into account information about the
user types, roles, ranks, area of expertise/responsibility, permissions granted etc. A decision
about granting or rejecting access to information will be made on the basis of those data and
this is the reason why potential users of the INDECT Portal and their roles need to be
carefully classified and managed in a dynamic manner.

4.3.1 User roles

In general, the INDECT Portal will be used by two groups of people that have different
demands and needs. The first group consists of citizens wanting to access publically
available information. The second group are police officers that have access to sensitive
data, and more sophisticated features of the portal. For organisational reasons the portal has
focused on the demands and needs requested by police officers, because other public
services (the government, fire fighters, emergency services, prosecutors) do not participate
in the project.

The largest group of the portal users are citizens who want to access the data which do not
have to be protected. In such cases, the portal acts as a typical web mashup, and
authentication and authorisation procedures are not needed. This kind of access is not
complicated and is easy to handle. Additionally, a trivial (not secure) authentication can use
the web cookie. The cookie mechanism may also be used in order to recognize that a user
was using the portal in the past and, for example, a personalization service may be offered to
hir/her.

A separate group of citizens consists of users that have been registered and take an active
role in adding new content to the system. These citizens need to have their own account
used for secure authentication and for the ability to trace their online activity as well as to
check content newly added by other users, etc. (For security reasons, each content provided
to the system should have its originator). Registered users can use more sophisticated
features of the WP6 Portal, like personalization. It will be possible to group these registered
users on the basis of their activity profiles, or to trace their online activity in order to detect
areas of interest. A registered user will have the ability to contact and inform police officers,
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for example about an incident.

The second group of users are those who have access to the sensitive data, and this is
mainly police officers. In this case, an authentication and authorisation process is obligatory.
A police officer may access the system as an unregistered user, but in such a case he/she
will be served in the same way as any other citizen.

Naturally, police officers cannot be treated as a group of users with equal rights and
credentials. Taking into consideration the roles in which the user can act in the WP6 Portal,
the following subgroups can be further distinguished: case owners, co-workers, analysts,
supervisors, user managers, system maintainers, portal administrators, integration
maintainers. Any of the first four roles may be played by any police officer and has to be
bound with a particular case. It means that, for example, a police officer who acts as a co-
worker in one case may be a supervisor in another investigation (if it does not violate the
rules of organization or security policies). In contrast to this, user managers, systems
maintainers, portal administrators and integration maintainers are typical administrative roles
and are not bound to any case.

1 A case owner is a police officer delegated to be in charge of an investigation case,
he/she will be able to use most of the typical functionalities provided by the WP6
Portal (i.e., for adding new items, requesting items i e.g., documents i from external
WPs etc. see D6.1 -UC_MD.6, UC_EM.3.1). Additionally, he/she will be in charge of
adding new police officers (co-workers) or analysts to the case workgroup. The case
owner will be able to grant or exclude co-workers/analysts from access to a set of
documents. He/She will also be in charge of managing documents in a (given) case
(creating folders, moving documents etc. see UC_MD.*).

T A co-worker in default situations has similar capabilities as the case owner, but
his/her case management functionality is limited.

1 An analyst will only have access to a part of the data and will be able to add new
documents (reports) only when a case owner or a co-worker accepts his/her reports.

1 A supervisor is a person who may check the case and trace online document
management activities of the case members. He/she may be responsible for deciding
whether a certain document should be published or exported.

1 A user manager is responsible for the management of the WP6 Portal users
(registering, assigning to a user group, changing hierarchy ranks etc.). He/She will be
responsible for the part of the security policy that is related to users and their
capabilities and privileges as well.

1 A system maintainer is in charge of typical technical administration of the WP6 Portal.
He/She is responsible for the configuration options.

1 A portal administrator is responsible for the content that is available on the portal
pages.

1 An integration maintainer is responsible for creating rules and artefacts that enable
the usage of external services inside the WP6 Portal. This role is especially important
in the integration phase of the INDECT project, but since the data structures may
evolve in time the WP6 Portal architecture should allow for adapting the data
structures on the basis of the SIX P2P service.

1 An audit manager is responsible for creating rules and artefacts that enable auditing
the WP6 Portal. He/she will be also responsible for creating workflow definitions that
control actions that may be applied to a given document by a given user in a given
role. Additionally, his/her responsibility is to consider the record management
legislative requirements of storage arrangements, i.e. the application of retention and
disposal schedules etc.

Each public service has its own hierarchy and also it has to be represented in the system, so
the WP6 Portal should be able to handle different relations inside each service.

It is important to note, that the rules of access to information as well as the police structures,
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the organisational hierarchy, the level of trust, etc. may be different in each country, so the

whole system which i s usedstdbe manageabterandspelicyt h e

based.

Naturally, some contributions from integration maintainers working in other WPs will also be
necessary at the integration phase of the INDECT project. These experts may be regarded
as a special group of INDECT Portal users that will be provided with unique functionalities of
the INDECT SIX P2P service in order to enable semi-supervised tracking of evolving WPx
data structures semantics. In consequence, it will be possible to make the WP6 Portal
semantic mapping features dynamically adapt to changes of WPx semantic models.

4.3.2 Channels

As far as user access is concerned, the main goal of the INDECT Portal is to provide
solutions that are easy to use. The main channel of accessing and interacting with the
system will be the INDECT Portal website. Additionally, mobile users of the INDECT Portal
will be able to use the second method of access to the multimedia content streamed by the
portal. The Interactive Video Audio Service (IVAS) will offer a bidirectional interface for users
of mobile equipment.

The INDECT Portal as a website will provide the information for two groups of users (defined
in the previous section), in particular police officers who have an authorized access to
documents stored in the system. To provide information to a wider audience, rather than only
for a small group of users, the WP6 Portal will offer a standard user access solution which is
a website. It can also be used by citizens. In fact, to use the INDECT Portal, the end users
will only need access to the Internet as a communication medium and web browser as
a client of the portal. A web browser as a typical solution makes the portal more accessible,
especially to citizens who can get required information in an easy to use manner. In that
case, it would not be necessary to resort to any sophisticated equipment or software
solutions, except the requirements that are needed to use WWW (World Wide Web). This
advantage concerns also the stakeholders. They possess a working infrastructure which can
be used without any extraordinary changes. The INDECT Portal as a website gives one more
significant advantage. Its content may be updated in a comparatively harmless way. It is
extremely important in the context of a project like INDECT, which tries to enhance the
security of citizens and which has to be up-to-date at the same time.

Depending on the userso6 credentials and acti

different mechanisms to achieve the information security goal. Taking into account the
security issues and the standard approaches, the INDECT Portal will be based on Hypertext
Transfer Protocol (HTTP) and its secure version HTTPS (Hypertext Transfer Protocol
Secure). The crucial aspect of the portal is also the website ergonomics. To assure one of
the issues directly related to ergonomics i namely the ease of use i the INDECT Portal
website will be based on the Web 2.0/3.0 approach and will use the group of interrelated web
development techniques called AJAX [44].

The second channel used by the WP6 Portal is directly related to the IMS architecture. This
element of the system deals with multimedia streaming and using mobile equipment by
police officers, e.g., during a patrol. IVAS, as a part of the INDECT Portal, performs
operations like content push i sending data to a client without the client having to request it.
It means that it will be possible to send a picture or a movie directly t o pol i ce
equipment. IVAS also gives the opportunity to deliver data in the content pull mode i when
the content is not delivered until the end user requests it.

To use IVAS functionalities, mobile devices have to support protocols like Session Initiation
Protocol (SIP), Real-time Transport Protocol (RTP) [24] and Dual-Tone Multi-Frequency
(DTMF) signalling. Because of the fact that functionalities offered by IVAS are not limited to
simple content presentation, DTMF will be used for controlling the session by the end users.

IVAS (as an additional element of the INDECT Portal) will be managed by the portal web
site.
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4.3.3 External systems

The INDECT Portal assumes the cross-WPs integration. The present phase of the work on
INDECT Portal can be described as the stage of research. At this stage, it is impossible to
define exactly all the requirements related to the integration between the WP6 Portal and
other WPs. Therefore, the solution can only be partially defined. However, there is a
possibility to mark the crucial aspect of integration. First of all, as for the fact that the INDECT
Portal will use SOA, the data provided by other WPs should be accessible via Web services
(SOA-based or REST). Nevertheless, the more important aspect is the problem of metadata
integration. It has a special meaning because these data will be semantically analysed. As a
result of the analysis, the INDECT ontology will be dynamically updated.

The most important aspect of the integration is the knowledge about the semantics of
external elements to be combined with the system. It should be mentioned that it is very
l i kel yut hatf ddmponebt wilb be integrated with the INDECT Portal. For
example, the AAA (authentication, authorization and accounting) processes can be realized
by ready-to-use implementations like OpenDiameter or other solutions based on RADIUS
[51] or DIAMETER protocol [52].

The next group of functional elements are the ones delivered by other WPs. Hence, one of
the WP6 tasks of the INDECT Portal developers is to extract the needed information from
functional specifications provided by the WPs. Short descriptions of each WPx external
system that is expected to co-operate with the INDECT Portal are added below.

~
e
( END-USER (a police officer, security |
AN 5 service officer, ..) 5
\\"‘*\.,_\_ o %

WPE GUI

WEE GUI External GUI| Streaming GUI
plugins

Portal Engine

Secure Transmission
WP8
Secure Access

! ‘ ‘

WP3 WP4 WP5
Web Services| Plugins Web Services | Plugins Web Services | Plugins Web Services | Plugins

Internet Monitoring Internet Monitoring Search Engine Behavioral Monitoring
Engine Engine Engine

Figure 4. The WP6 centric view on the INDECT global vision.

Taking into consideration the fact that the INDECT Portal is based on the SOA approach and
parts of the functionalities provided by other WPs may not be accessible in that way, the
proposed architecture assumes the use of plug-ins. This simple solution makes the portal
more functional and gives the possibility to use already implemented software solutions.

WP3i Agent- Based Monitoring and Threat Detection in Computer Networks

The objective of WP3 is to support the detection of criminal activities and threats in complex
real-virtual environments, taking input from WP4 (Internet-based intelligence gathering based
on data mining) and WP5 (search of media content using watermarking techniques). Then it
develops several techniques that support the surveillance of internet resources in order to
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diagnose problems and detect abnormal behaviours. It is based on a Multi-Agents paradigm
that is used as a tool for modelling complex and unpredictable computer based
environments. There are roles associated with virtual subsystems responsible for monitoring,
information processing and decision support for security services.

To sum up, it collects data about usersbéo
of the information acquired from different sources. Furthermore, it makes available a number
of documents expressed in XML with rich semantic information that serve as input for the
WP6 Portal.

WP4 i Information extraction in Computer Networks

The aim of the INDECT work package 4 (WP4) is the development of key technologies that
facilitate the building of an intelligence data gathering system by combining and extending
the current-state-of-the-art methods in Natural Language Processing (NLP). One of the goals
of WP4 is to propose NLP and machine learning methods that learn relationships between
people and organisations through websites and social networks (inference patterns,
temporal/spatial connections, unusual information). Key requirements for the development of
such methods are:

1 the identification of entities, their relationships and the events in which they
participate, and

1 the labelling of the entities, relationships and events in a corpus that will be used as a
means for developing the methods.

The WP4 annotation scheme is used for the tagging of the XML data corpus that is being
developed within WP4. The main goal of WP4 was to propose a new annotation scheme that
builds upon the strengths of the current-state-of-the-art. Additionally, the new annotation
scheme should be extensible and modifiable to the requirements of the project.

The objective of the Automatic Content Extraction (ACE) series of evaluations has been to
develop human language understanding technologies that provide automatic detection and
recognition of key information about real-world entities, relations, and events in the source
language text, and to convert that information into a structured form, which can be used by
follow-on processes, such as classification, filtering and selection, database update,
relationship display, and many others.

WP5 1 Watermarking Search in Computer Networks

Watermarking is used as a technique for data flow monitoring in computer networks by
finding marked content in media on the Internet. In WP5 some algorithms for authentication
of multimedia contents and search based on watermarking have been developed. This work
includes a prior investigation on current standards MPEG-7 and MPEG-21.

MPEG-7 and MPEG-21 allow Content Management and Usage providing interfaces and
protocols that enable creation, manipulation, search, access, storage, delivery, and (re)use
of content. The Description Definition Language (DDL) is based on XML Schema to which
MPEG-7/21 include some extensions (they are based on the XML syntax).

WP6 uses ontological tools for integrating data from WP3 and others as long as they provide
the information in the XML format for INDECT document description.

The objective within INDECT is to develop a novel search engine based on watermark
detection by means of similarity diagrams that has the capacity to deploy encryption
schemes for media data protection. It allows secured information transfer between
prosecutor officers and provides supportive input for detection of criminal activities in
computer networks (through WP3).

WP7 1 Biometric-Based Recognition from Physical Objects

The INDECT Portal integrates the information provided by other WPs and presents it to the
users.

The data that WP7 provides to the integrated intelligent portal was captured from abnormal

situations observed in urban environments. For the extraction of the information, the
equipment used is based on modules for face, sound/speech recognition, object tracking or
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surveillance cameras and other devices for video recording. Furthermore, this information is
processed through artificial intelligence algorithms or biometrics in order to identify or
recognise individuals or detect other threats. Some biometric identification methods are
based on fingerprint recognition and multimodal techniques (for example, iris or retina tests,
and an analysis of face, voice/speech or parameters of walking). For distributing and
supplying the security information, communication between systems is provided in
accordance with OSl-Layers using the IP protocol in this case. In the Link layer, the protocols
implemented are based on wireless technologies, either WLAN according to 802.11 [49] or
GSM/GPRS/UMTS [48].

WP8i Security and Privacy Management

WP8 specifies the requirements and solutions for secure information transfer and storage, as
well as solutions that assure the privacy rights, supporting the communication between
systems and defining the security mechanisms to be implemented relative to the access to
the portal. This is essential because the system handles sensitive data. Security extensions
must be considered for each of the layers in the protocol stack used to connect WP6 with
external systems. Message exchanges should be secured (XML Encryption, XML Signature)
and HTTPS could be the secure channel (application layer). Moreover, access to the portal
should be protected by authentication and access control techniques. Further details can be
found in [37].

Other non-INDECT systems

Due to the fact that the INDECT Portal is designed on the basis of the SOA approach, it
gives the possibility to integrate data not only from other INDECT WPs, but also from other
(i.e., non INDECT) sources. It is necessary to enable effective integration with non-INDECT
systems via standardized interfaces complying with the SOA approach or at least to define
the requirements for such integration.
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5 Preliminary Architecture

One of the main decisions regarding the WP6 Portal architecture was choosing the SOA
approach to the system architecture design. In general, SOA is a multi-layer architecture that
separates the presentation (which defines the exact functionalities available for the end
users), the business processes (which can be common for several entities or several
hierarchical levels despite different presentations and which may evolve in time or be
replaced) and the core services (which encapsulate functionalities as reusable, manageable,
well-defined building blocks used by business processes). The further two layers refer to
more technical issues; the components layer defines how the services are implemented and
the operational layer is strictly related to the infrastructure.

SOA promotes the use of loose coupling relationships, which is consistent with the
integration, collaboration and interoperability constraints of the INDECT Portal [62].

5.1 The business view

This view is useful for the presentation of the system from the perspective of the system
owners and end users. The business view presents how the core INDECT Portal processes
are built on the basis of an SOA layer, which in turn is composed of the core INDECT Portal
services. This view also describes the basis organisation of the data exchanged between the
services and the way the core services are composed of logical components.

5.1.1 Business processes

Business processes are the reflection of the functional requirements. The range of the
INDECT Portal functionalities i including document management, document searching or
credential inspection i was published in D6.1 in the form of use cases. Those use cases
were created on the basis of scenarios defined by the end users. In the SOA approach, a
scenario may be modelled as a business process.

Figure 5 shows the chain of processes that illustrate a typical use of the INDECT Portal
related to the acquisition of data.

Subscribe for Add document to
External WP » Deliver Content . Update Content
Case Repository
Results

Figure 5. Typical user activities.

One of the crucial activities that the portal should provide for its end users is the possibility to
subscribe to the results of a given subsystem offline operation. This activity is, for example,
involved in the INDECT scenario concerning the tracing of paedophiles.

Subscription to the results (see [1] UC_EM.2) is appropriate in the case of functions which
require complex computations and thus are time-consuming (e.g., functions that analyse
huge data sets). The results of such operations usually have the form of a set of URLs
pointing to the processed content (e.g., a set of the URLSs to pictures or documents related to

a given suspect). From the end usersd point

only the specification of some parameters. In return the system acknowledges the content
subscriptions and after that the results may be provided for the end users as soon as the
results are available. A general model of the business process created on the basis of the
functional requirements defined in a given scenario is illustrated in Figure 6.
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Figure 6. Content subscription i cross WPs flow chart.

The operation of subscription has an asynchronous character; the results of the operation will
not be available immediately but after a period, which cannot be fully determined. Taking that
into account, the end users should have the possibility to define additional parameters
related to the maximal processing time. Moreover, functions that cannot provide the result in
real time should (if it is possible) provide the expected time of completion (ETC). The
subscriber (e.g., a police officer) should get the partial results, not only in the case of aborting
the operation (which can happen in an emergency situation), but also periodically after
defined periods of time. Such a solution may be of special importance in the case of
requesting access to time-critical information.

Crucial aspects of the system architecture include security policy and its execution. More
information concerning this field is given in Section 4. To simplify the view, it has been
assumed that users have necessary privileges to perform (execute) the described
operations.

From the end usersdpoint of view, the process of content subscription is followed by other
processes related to the management of the content. These processes are shown in
Figure 7.
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External WPs

The content delivery process is followed by the process of adding the documents to the Case
Repository where the user decides if he/she is interested in the results of the subscriptions.
Often after this phase, the user decides to add or change the information that is provided for
him or her, which is realised by the content update processes. Content update can be seen
as a composition of two autonomous operations:

9 direct content update performed, for example, if the police officer adds some new
information to the existing report or changes an entry in a text document related to the
suspect.

1 the metadata update i updates the information that describes a selected document, for
example, the information about the place where the picture was taken or some additional
information like the list of other suspects related to the report.

The metadata update is of particular importance because some processes (like data
recommendation) work on the basis of the information represented by this metadata. The
precision of the recommendation directly depends on that information. Therefore, it is very
important to fill up these data and if it is required, there should be a way to correct them.

The content update process T in both direct update and the metadata update i will be
available on the INDECT Portal only if the content providers will offer them as a service.

An important feature of the system is the flexibility and adaptability regarding handling
information from various document types. Taking into consideration the problem of the
heterogeneous data integration, Figure 8 describes a process related to the cross-WP
INDECT Portal functional perspective i the data description semantic integration.

The main aim of this operation is to integrate different data types from various sources
provided by INDECT WPs. The problem of the heterogeneity of these data can be solved by
appropriate data mediation. Since it is unlikely that all INDECT systems provide data
annotated in accordance with a single (common) semantic data model (INDECT ontology),
the key part of the WP6 work will be to develop solutions which allow the creation of a
semantic mapping in a dynamic way.

In particular, the INDECT Portal will include an additional user-friendly tool which will support
a user in the role of integration maintainer in defining a cross-WP mapping between the
formats in a semi-automatic way. The description of data has the form of XML files and the
mapping between them will use XSL Transformations (XSLT). Optionally, content crawlers
may check the content of the documents (if available), which will increase the quality of
mappings.
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Figure 8. Data description (semantic) integration.

The integration maintainer has two levels of control regarding how the mapping between
WPs will be performed: the first one (optional) concerns the ontology structure. Any cross-
WP mapping is preceded by a (temporary) WP6 ontology update: before the INDECT system
integrator may optimize a mapping by adding mapping relations on the ontology, the WP6
ontology is extended to cover all semantic structures used in the WP6 i WPXx interactions.
Such temporary ontology updates provide the basis for semantic annotation of any WPx
Service. Moreover, optionally, the integration of data descriptions may result in an update of
WP6 semantic rules (related to the mapping) and significantly improve the quality of the final
mapping between WPs data structures.

The other level of control allows the integration maintainer to decide which transformations
(mappings) between entities in both WPs that have been proposed by the system are valid
and, if necessary, define new mappings or correct and tune the existing ones.

5.1.2 Data and information

The main task of the INDECT Portal is to allow end users to organize the data
produced/processed by the INDECT system. Figure 9 shows how the data is organised.
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The WP6 Portal must handle different kinds of data items produced by the external work
packages. Each WP may deliver data in a slightly different format, e.g., text, structured data,
multimedia content etc. The data may also represent different types of content, e.g., reports,
instructions, procedures, expertise, testimonies etc.

In order to handle various types of information, all data items produced by other WPs will be
treated as (structured) documents. Each document consists of a content and metadata.

If the content of the document has a persistent nature, it will be stored internally by the WP
that has produced the data and will be retrieved to the WP6 Portal only when needed. In this
case, only the URL link to the resource will be provided to the WP6 Portal, thus maximising
the efficiency in computational load. Besides this will eliminate problems related to
duplication of data. In the case of documents that are not persistent (like a search query
response, a list of suspicious links, etc) the content may be sent directly to the WP6 Portal
and the user may decide if the data should be stored on the WP6 databases.

The metadata part of the document contains additional information about the content. Two
types of information may be distinguished. The first type are data that add additional
information that can be useful for the end user i for example, it may contain a short
description of the content, and information about the author, the time when the document
was created, the names of the people the document concerns, etc. The second type is
related to the information that may not be visible to the end user, but which will be needed to
process the data, e.g., information about the data format, links to resources, etc. The
metadata will be provided by the originator of the content, but they may be extended by the
WP6. A part of metadata information is used by WP6 services and that kind of metadata is
obligatory, for example, the information about the type of resource persistence
(persistent/changeable, transitory), originator id, etc.

Since each WP will produce its own metadata schema, additional ontology driven tools (SIX
P2P) for integrating the data from different WPs will be used. The metadata should refer to a
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common INDECT ontology that will be used by WP6 to integrate the data formats between
WPs.

Each WP that wants to use the WP6 Portal is obligated to provide INDECT document
description in the XML format. Additionally, an XML Schema Definition (XSD) describing the
document metadata is also needed. The content of the document may be in the XML format,
but it may also be a reference to the resource. Data that will not be provided as a WP6
Document will not be handled by the WP6 document management service.

An important aspect of the system is data sensitivity. The metadata that will be used to
describe each WP6 document has to store information that may be needed by security
mechanisms. It should be possible to add to the metadata part of the documents, information
such as dissemination levels, signatures, etc. These kinds of data may be used during the
authorisation procedures and can impact the workflow. Another aspect is the flow of
information between the users of the WP6 Portal with the crucial requirements regarding
security in Electronic Data Exchange. Since different organisations may use the portal, it is
crucial to allow the system maintainers to define the workflow.

5.1.3 SOA layer overview

The characteristics of the WP6 tasks, mainly focused on systems and data integration, imply
the use of the SOA based design approach. Figure 10 presents the SOA layer overview for
INDECT.
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Figure 10. SOA Layer's overview.

The INDECT Portal architecture is based on services. Some of them (i.e., these provided by
WP6) will allow external WPs to use WP6 Portal functions; others will be delivered by other
WPs and will supply the WP6 Portal with data.
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5.1.4 Services overview

Figure 11 presents the main services provided by WP6 and the conceptual connections
between them. Each service provides a set of functionalities. The services cooperate and

interact in order to provide resultsi bot h i nt er medi ate and final

The services can be divided into two groups. The first one consists of services that will be
used only internally by WP6 Portal, the other group consist of services that will also be used
by other WPs. It is crucial to define interfaces of services from the latter group as soon as
possible.

Composition layer

Figure 11. WP6 main services diagram.

5.1.5 Services description

A service may be implemented as a composition of components (from different logical layers)
that together realize a functionality represented by the service interface (contract). In this
section, the services are described and presented as a composition of logical components
that have to be implemented. Each service is depicted with a diagram representing the
connections between components that realize a given service. The detailed list of
components and the description of their functionality is defined in Section 5.1.7.

The WP6 Document Management Service (DMS)

Document management is one of the main sets of functionalities to be provided by the
INDECT Portal. The presented solution provides users with the ability to access the
document management tools through a Web-enabled user interface. Since the INDECT
system deals with information that should be treated as sensitive, the data access functions
of the Document Management Service has to be carefully designed. DMS handles the
access and retrieval of online-accessible documents. DMS realizes functionalities
REQ_F300 presented in [1]. These functionalities have to be analysed from at least two
points of view: an end-user perspective and an external WP perspective.

The first perspective is associated with accessing, arranging and updating documents
already handled by the WP6 Portal (REQ_F301-304). End users should be able to handle
their repository, create, delete, and add their own documents. These needs are described in
use cases with the UC_DM prefix [1].

The other group of use cases that the DMS has to meet is related to handling new content
from external WPs subsystems (described in [1] as use cases with UC_EM prefix). The DMS
has to be able to add data produced by external WPs to the repository, update and handle
this content. In order to perform its tasks, the DMS uses and extends the metadata part of a
document (see Section 5.1.2).
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It has to be mentioned that the DMS has to fulfil some requirements that are not directly
addressed in the use cases specified in [1]. Apart from the user needs mentioned above, the
DMS has to handle the documents workflow. The system supports a user by suggesting the
next steps that should be taken with regard to the documents; in some cases, it may
automatically perform some actions that need to be taken. For example, after updating a
document, a message to all other officers that also access this document may be prepared
and sent by means of the Messaging Service. In order to enhance the flexibility of workflows
description (modelled in BPEL [39], [64]), the WP6 ontology will include concepts from the
security, messaging and document management domain. This may be useful to define
workflow where the recipient of a message may be nominated dynamically, for example, if a
police of fdase dmwlae etrdéelogged in and a notification about a new,
particularly important document cannot be sent to him/her, the system may use the relations
from the ontology to find other police officers with needed privileges and with a higher rank in
the police organisation.

Another important role of DMS is to manage simultaneous access to the same content. Since
the WP6 Portal operates in a multi-user environment and in many cases one document may
be used by more than one officer, the system has to cope with this kind of issues.

The core functionalities described above are fulfilled by components from the Document
Management subsystem (see Section 5.1.7). DMS uses other elements of the INDECT WP6
Portal as well. The Secure Content and Access subsystem is used to check the permissions
and grant access to any type of data made available on the portal. The actions needed to
retrieve and transport the content of the documents are delegated to the subsystems in the
Data Acquisition and Filtering Layer. The Document Management Service also uses
components from the Message Management subsystem in order to handle notifications and
subscriptions for new content.

The DMS needs to provide two types of interfaces: one used by a user (through the
visualisation layer) that allows manipulating the content, and the other one used by the
external WPs to inform the WP6 Portal about the availability of new content.

Figure 12 shows the logical components that the Document Management Service is

composed of and the interfaces to components from other services that are used by the

service. Since the flows of documents depend on the information provided by the Messaging

Service (notifications, subscriptions), the Workflow Manager component uses interfaces to

t hat service. The Workflow Manager component de
ranks, roles, presence, etc., and uses the UMS for these reasons. This module is also

responsible for handling data provided by external WPs and uses the UMS in order to check

if given users are authorised to access given documents.
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Figure 12. Components used by the WP6 Document Management Service.

The WP6 User Profile Management Service (UPMS)

This service encapsulat es functional ities related to
the WP6 Portal. It provides three interfaces. The first one makes possible to registering and
unregistering members of the WP6 Portal users group (UC_MUL). This interface will be used
by the GUI of the WP6 Portal to allow user managers to control who is using the portal, to
define rol es, rank them in hierarchy, etc.
privileges. This functionality is defined as a service because in the future the same interface
can be used to import/export information about users from Human Resource (HR) systems
used by the police or other public organisations participating in the INDECT system. The
user roles, ranks, groups are reflected in the WP6 ontology, since this information may be
useful when defining the workflow. The systematisation of concepts related to security and
user profile in the WP6 ontology may also be useful for the UPMS, for example, it allows one
to check the security constraints or to perform other kinds of reasoning.

The second interface is related to the permission control (UC_MU4). It will be used to handle
information related to the access control and access policy. If necessary, external WPs may

t

he

use this service in order to check WP6 Portal

The third interface is used to update the
reasons as well as in order to provide the personalization capabilities, the WP6 system
needs to provide interface that will allow

This service is composed of components belonging to the User Management and Secure
Content and Access subsystems.
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Figure 13. Components used by the WP6 User Profile Management Service.

The WP6 Interactive Video Application Service (IVAS)

This service allows the INDECT system to use a video-call interface as an additional way of
accessing the system by mobile users. From t he
this service to access the video content that has been prepared (selected) for him/her even if

he/ she cannot access the web interface.

An intuitive GUI makes navigating through content simple and comparatively convenient
(even though it is based on using a numeric keyboard of limited capabilities). The user
receives the content as a multimedia stream presented on the screen of his/her mobile
phone; additionally, he/she may navigate through the content and interact with the system.
For example, if he/she receives a video presenting a situation that has been qualified as
Asuspiciousod by the WP7 engines, af t eifthisat chi ng
assumption was correct or they may refute it (see [1] UC_IV).

An important functionality is the ability to provide a video content in the push mode. It makes
communication with portal users proactive. The system may initiate a video call to a mobile
user instead of waiting till he/she enters the WP6 Web Portal or till he/she initiates a call to
check the available content.

From the technical point of view, IVAS is a service that enables INDECT providers to offer

multimedia content to users of standard IMS terminals (including fixed and mobile SIP-
enabled phones and O6ésoftphonesd) or 3G cell ph
service is fully compatible with the standard IMS infrastructure, which results in a low

complexity of deployment, supporting all basic media services and (thanks to the symmetric

nature of SIP services), the availability of both pull and push content modes.

Apart from the streaming content delivery, IVAS offers managing and aggregating media
content acquired from multiple content providing systems (developed in different WPs). This
means that the service may be easily reconfigured to extend the IVAS feature of interaction
with the list of potential media providers and to utilize the content provided from external
sources. Several video files may be merged into one video call. An important IVAS feature is
the possibility of interaction with an end-user (by handling the DTMF tones) and the
possibility to control which content elements should be served to a user (thanks to
dynamically generated Voice XML scripts) [26].

The service may utilize the Recommendation service and it uses hybrid recommendation
algorithms in order to personalise the content. The feature of recommending an additional
content may be especially valuable in the context of multimedia content overload scenarios.
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Figure 14 shows the components that are used by this service. The IVAS Composer

component from the Document Management package is responsible for preparing the list of
contentitems that willbe deli ver ed to the user and for the mana
with the system (intercept by the DTMF module). The IVAS Multimedia Manager component

is responsible for the preparation of the content; it is used to control the media servers (it

generates dynamically Voice XML scripts) and the IVAS Call Manager component controls

SIP sessions being set up for multimedia content delivery.
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Figure 14. Components used by the WP6 Interactive Video Application Service.

The WP6 Messaging Service (MS)

The purpose of this service is to allow other services to inform end users about the status of
the ongoing task that has been requested by a user. Additionally, the service may be used to
send messages between users or between different parts of the system. The messaging
service follows the publish/subscribe asynchronous messaging paradigm. The senders
(publishers) of messages are not programmed to send their messages to specific receivers
(subscribers).

The Messaging Service may be used to inform a group of users i for example, assigned to
one investigation case 1 that a given task has been finished (see D6.1 [1] US_MM). When
the task is initiated, the messaging service is used to configure which users will be informed
about the status of the task. The service that processes the task (the publisher) uses the MS
in order to inform about the change of the status. After this, all users (that have been
identified as subscribers) will get the information about the status and will be able to react.

The second communication pattern that is enabled by the service is simple messages
exchange of messages between two entities (users or subsystems).

The next feature that has to be handled by the Messaging Service is related to managing

userso inboxes. The service allows one to sort t
other messages, etc. The messages may contain links/buttons that initiate actions that could

be taken by a user. For example, a message that informs a user about completing some

qguery may contain a list of pages with buttons that allow the user to add the results to the

document repository. In order to provide such a functionality, the Messaging Service needs

to utilize the Document Management Service.

Figure 15 presents the connections between components that are used to implement the
Messaging Service.
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The WP6 Recommendation Service

This service is designed to generate a list of documents that are relevant to a given context
or a list of persons that are associated with a given document or another user. The
Recommendation service processes the retrieved information and the available documents
and it

There are two main data sources that may be analysed by the service: textual or
collaborative data. If the service analyses textual documents, the output is a list of
documents that have a common topic; the service reveals semantic similarity between the

documents.

The othert y p e

anal

of

yzes

al |

user

processed

s 6

i nput

behavi

data is

our al

user sbo
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Management Service are used as the input for the Recommendation Service algorithms;
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noticed that in the case of unregistered users (citizens), the Recommendation Service uses
only anonymous identifiers to trace the behaviour. The data are used for statistics and trends
analysis, no personal data are used by the Recommendation Service.

The service may be used to enhance the service personalisation capabilities of the WP6
Mor eover
that kind of recommendation can be useful to obtain a list of users that share the same
interests, for example, used in the context sensing scenarios (see D6.1 UC_BC). Another
way of using the recommendation service is to find users that are interested in the topic
presented in a given document. In this case, the topics of all documents read by the users
are compared to the given one and on this basis the most similar documents are chosen.
This is an efficient way of identifying experts in a given topic and, for example, it can be used

Portal

by the executives to nominate people for a given team (see 6.1 UC_UM4).
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Figure 16 presents the components that are used by the WP6 Recommendation Service.

n

textual

agai

and

INDECT_Deliverable_D6.2_v20091230 - Public

nst

col

t he

| aborati

Anew

it em

v-agrived taxtual datal

resilience to data sparsity and

patterns.

beh

es b

anal

probl emo
precision of recommendation is kept with regard to both highly-viewed and newly added
documents. Another advantage of the WP6 Recommendation Service is high resilience to

t 0s

49/93

b

-

C



D6.2 Intelligent Portal for Crisis ManageménfEunctional Specification and E I NDECT Chohwws.indettprajent.eu
Conceptual Architecture

WPX Services Knowledge management ‘ Document Management ‘

Ontology E Indexing En in$ej Workflow E
Handler 9 =ng Manager

t )
& Ai
WP5 Services v L Y

WP7 Services

- Semantic %] RecommendationE - IVAS ]
Mapper Engine T Composer
WP4 Services %
Data Access Layer
. ’ $:| Transformation cll
WP3 Services Reasoning Engine Generator 41
» Data Mediator

Figure 16. Components used by the WP6 Recommendation Service.

The WP6 SIX P2P Service

One of the main problems that should be addressed by the WP6 Portal functionalities is the
ability to correlate and integrate the information provided by other WPs. To achieve this goal,
the | NDECT Port al should oOunderstanddé the data
describes the concept of the metadata that will be used by WPs. The variety of data types is
caused by the diversity of the provided functionalities, e.g., metadata describing pictures
provided by WP5 may be closely related to the MPEG7 format, but those added to a text
document found on the Internet (provided by WP3) may be based on the PROTON ontology
[67]. To effectively cope with the problem of data heterogeneity, the portal will include the
SIX P2P tool (Semantic Integration of XML Data in Peer to Peer Environment). It will support
the construction and use of the common metadata format i the INDECT ontology (using the
semantic analysis for that purpose), as well as online semantic transformation.

WP6 is aimed at exploiting as many functionalities of other WPs as possible. From this
perspective SIX P2P will be a tool integrating existing formats to a common one. It is built
with main logical elements as shown in Figure 17.

Semantic Mapper and Transformation Generator help to generate transformations (defined in
XSLT) that are applied 'between' the WP6 data (represented in the form of WP6 XML
Schema) and data formats used in other WPs (WPx XML Schema). This operation will be
done during the development/maintenance phase once and will have to be redone after
changing any of the XML Schemas involved in the WP6-WPx interactions. The Semantic
Mapper GUI will be a graphical user interface suggesting to the user (the maintenance
administrator) possible mappings between the terms in different XML Schemas. The SIX
P2P tool will use a reasoning engine and a recommendation engine, in order to prepare the
mappings based on Semantic Vector Space Model (SVSM) as well as the INDECT ontology
and the results of the analysis of textual corpora.

Data Mediator uses generated XSLT files to perform an online translation between data
formats used by the WP6 Portal metadata description and the data formats used by web
services provided by other WPs.
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Figure 17. SIX P2P architecture concepts.

The XML data flow supported by the SIX P2P service is shown in Figure 18. Integration
based on the semantic analysis of web services textual content gives great opportunities, as
it can enable an extremely dynamic adaptation to the changing environment. The use of SIX
P2P allows other WPs to work on their metadata formats separately and perform the
integration practically any time during this process.
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Figure 18. The XML data flow supported by Data Mediator component.

5.2 Thelogical view

The logical view is aimed at showing the functionalities of the system. The business model is
reflected in logical models; the goals defined in the business view imply the need for
introducing logical modules of functionalities corresponding to the objectives. Models shown
in that view represent the functional components and their relationships within the system,
independently of the implementation technical details.

The goal of the logical view is to define the overall structure of the system. The functionalities
of the system are mapped onto architectural elements called conceptual components. The
conceptual components are not mapped on hardware, but they represent the functions that
the system performs (an overview of the software architecture).

5.2.1 Logical layers

In the WP6 system, four layers representing different functionalities have been distinguished.
Each layer uses the layer below in order to realise more sophisticated features.

a. The Data visualisation layer is responsible for the interaction with users and controlling
web pages. The layer enables videophone communication as well.

0 Interactions with users through the Web page interfaces
o Interactions with users through the video call interfaces (IVAS)

b. The Content management layer provides functionalities allowing the user to control
his/her workspace and documents. The layer is also responsible for access control and
users management.

o Dataflow and document management
0 Security management

0 Users management

0 Message management

c. The data correlation and semantic integration and decision support (DCDS) layer
provides functionalities, enabling Aintel

0 Semantic filtering
0 Collaborative filtering
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