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1 Executive Summary  
 

The intelligent information system which supports observation, searching and detection for 
security of citizens must have among others following features [1]: 

− Applications with intelligent algorithms 

− Devices, which are connected with applications 

− An Integration platform which supports 

o The workflow for security issues with a graphical user interface 

o Transfer of data between different kind of applications with proper interfaces 

o Data base system which manages the data which is to be shared among 
applications 

 

Figure 1 shows the focus of the integration platform in the whole INDECT project. 

 

 
Figure 1: Focus of the integration platform within the whole system 

 

The Deliverable D7.1 contains the basic structure of the integration platform, the overall self 
organizing computer network architecture. The basic components of the system, their 
interfaces, and communication protocols are described. 
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The following architecture features can be summarised: 

− The integration platform can be used as a command and control system with typical 
functions. These functions must be specified for a prototype implementation. 

− Communication with XML is the basic approach for the integration of external 
applications. 

− External devices must be network devices with an IP address if they are directly 
connected to the integration platform. They can be connected to the integration 
platform as Node Stations which are designed in WP1. 

 

In the current phase of the INDECT project a clear definition of working processes, data 
structures and clear interfaces are not given. From this point of view only basic assumptions 
for the integration architecture can be done. In later phases of the project the statements of 
this document will be updated and/or detailed. 

 



D7.1 – Overall self organizing computer network architecture model © INDECT Consortium – www.indect-project.eu  

 

INDECT_Deliverable_D7.1_v20090831_final_rev.doc – Public 7/29 

2 Introduction 
 

The Integration Project INDECT (Intelligent Information System Supporting Observation, 
Searching and Detection for Security of Citizens in Urban Environment) contributes to the 
general vision of Topic SEC-2007-1.2-01 “Intelligent urban environment observation system” 
within FP7. Details of the project can be found in [1]. 

 

End users of the system will be supported by a wide variety of applications and devices. 
Some of them are 

− modules for face recognition, 

− modules for sound / speech recognition, 

− modules for object tracking, 

− cameras for surveillance issues and 

− devices for video recording.  

Others will be developed by different work packages of the project. 

 

Although many applications and devices are available on a standalone basis advantages of a 
security system are much higher when integration and interoperability of various applications 
are given. The efficient use of heterogeneous system elements is only possible when these 
elements are integrated by a platform. The successful integration of applications and/or 
devices presumes three aspects: 

− Interfaces have to be clearly defined. This is mainly guaranteed by the correct choice 
of protocols.  

− Data structures must be agreed upon if common data among applications is to be 
shared. 

− The processes must fit together, i.e. a seamless work must be possible for the 
operator who works with the system. 

 

In the current phase of the INDECT project a clear definition of working processes, data 
structures and clear interfaces are not given. From this point of view only basic assumptions 
for the integration architecture can be done. 

 

In this deliverable the basics for a computer network architecture model of the integration 
platform will be described. The requirements for the network architecture will be evaluated in 
chapter 3. Components and interfaces of the system will be focused in chapter 4. Essential 
features of the system and next steps are summarized in chapter 5. 
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3 Requirements 
 
The WP7-Applications, which will be integrated in the platform, have common requirements. 
These requirements are described in chapter 3.1. Beyond this some technical requirements 
are to be expected, which are discussed in chapter 3.2. 
 

3.1 Functional requirements 
 
The basic function flow for the integration platform is shown in Figure 2. The operator’s main 
task is to decide how to react to events from the observed area. If s/he decides to react this 
makes necessary to take a measure. Some resources (e.g. security forces) may be needed 
for the accomplishment of the measure. 
 
From the system point of view the process described above means that when the WP7 
clients identify an event on the field an event object will be generated by the integration 
platform. The further processing of the generated event object will be carried out by the 
operator for example assigning resource objects from the database to the measure objects. 
 
The details for the security operating process will be given in a functional specification by 
system developers in the future. They are not focus of this document. 
 

 
Figure 2: Basic function flow for the integration p latform in a UML 2 activity diagram 
 
The requirements listed in Table 1 are related to the functional kernel of the integration 
platform and summarize the basic functions. 

                                                 
2 UML = Unified Modeling Language 
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Table 1: Functional requirements for the integratio n platform 

����������	
 ������	


Monitoring and surveillance System will integrate different surveillance clients and will 
enable monitoring of processes. 

Events, event handling 
It must be possible that external application generate events. 
For example, an event could be caused by a person who 
needs help.  

Definition and management 
of measures 

The events in a security environment can lead to measures 
which have to be managed. The measured can be related to 
resources.  

Fault management 

The operation of external devices (e.g. cameras, 
microphones) will be supervised by the integration platform. 
Measures have to be defined by the operator in case of a 
malfunction. 

Resource management Resources are necessary to implement the measures. 
Resources can be individuals or technical aids.  

Interfaces to communication 
devices (wireless 
communication) 

Measures can make necessary to communicate with 
resources, which operate outside. In most cases the 
communication will be done by radio communication.  

Alarm function 
Alarm function will be used after an event. The integration 
platform can alarm the person in charge via mobile phone, 
email etc.  

Loop- and event-based 
video and audio recording 

The recording will be performed by devices, which will be 
integrated by the platform. From this point of view the 
recording device is also an external client.  

Authorisation  
Users may have different access rights to the system. 
Definition of user roles (e.g. operator, administrator) must be 
possible. 

Authentication Users must log on the system. A single sign on mode must be 
available for integrated applications. 

Remote control of clients E.g. turn on/off cameras, rotation, zooming etc. This important 
for PTZ3 cameras. 

Mobility Clients can be on moving objects (mobile object tracking). 

Backup utility for archives 

Beyond the recording of the streaming data the objects which 
are generated and manipulated during system operation must 
be archived. This makes the reconstruction of precesses after 
incidents possible. 

Storage and retrieval 
Archiving. System must support the storage of mass data and 
allow fast access to the stored data (especially for the search 
engine). 

                                                 
3 PTZ = Pan Tilt Zoom 
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Some basic characteristics of the described integration platform are different to other security 
related platforms. E.g. “information supply for the public” is not a function of the system. This 
is a typical portal function, and should be supported by a corresponding system. Another 
function, needed by police forces or fire brigades, is “management of emergency calls”, 
which are not focus of the INDECT project. In conclusion the integration platform does not 
support standard emergency services, as it is only build for surveillance applications. 
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3.2 Technical requirements 
 
The technical requirements listed in Table 2 cover the whole integration platform. 
 
Table 2: Technical requirements for the integration  platform 

����������	
 ������	


Distribution Clients can be in remote locations. 

Integration simplicity It must be possible to integrate new modules without much effort. 
New modules can be applications and devices. 

Wireless 
communication 

This is important for observation in mobile vehicles and a flexible 
selection of surveillance points without running cables. But it must 
be clear, that this can be an important performance bottleneck. 

Self organisation Self organizing networks, which function also in remote or 
overloaded environments. 

Graphical user 
interface 

The requirement is related to the basic functions of the integration 
platform. 

High availability The availabilty should be at least 99%. 

Real-time operation The system must react in predefined time limits.  

Use of open source 
components 

This has not only financial advantages, but minimises licencing 
problems too. 

Use of standard 
technologies 

Standards or de facto standards should be considered for interfaces, 
protocols etc. 

Interfaces to GIS 
systems 

A GIS is necessary, in order to mark the position of an external 
device or to determine the current coordinates of a mobile object.  

Use of digital 
technologies 

High quality, easier to store. Note, that not all digital technologies 
are available (e.g. TETRA4). 

Scalability 
Scalability for number of sites, cameras, viewers as number of 
clients can be very different dependent on the purpose of the 
system. 

Parallel processing The platform must be able to serve several clients simultaneously.  

Performance 
The requirement of high performance could be a bottle neck in the 
system, if tasks couldn’t be operated in an adequate timeframe and 
especially parallel processing wouldn’t be possible. 

Interoperability Ability of diverse systems (clients as sound and face recognition) to 
work together.  

 
 

                                                 
4 Terrestrial Trunked Radio, www.tetra-association.com  
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4 Components and interfaces 
 
The integration platform is designed as a command and control system which interacts with 
WP7 applications and external devices.  
 
In order to guarantee high availability the Integration platform will be implemented as a 
parallel computer system in a later stage, i.e. not in the prototype version. The 
synchronisation is managed in the way that inputted information is always received by both 
computers and then processed in both of them simultaneously. In terms of output, however, 
only the “lead operations computer” sends information to the peripheral equipment and 
users. Following aspects are important, when operating dual computer systems: 

− All data are processed in the same way in both computers. The results are stored 
separately in each of the computers. 

− An essential task of the dual computer system is to resynchronize a computer which 
has been disconnected, e.g. for repairs. The synchronisation takes place in three 
steps: 

1. Cold run-up: The computer will be switched on, the software system is 
available. 

2. Warm run-up: Stepwise transfer of the data will be carried out to the level of 
the lead computer. 

3. Hot run-up: Remaining files will be copied to the lead computer. 
− Lead and standby computers can be switched automatically if a fatal error arises. A 

manual switch-over will be possible too. 
 
A basic feature of the Integration Platform is the use of the UMTS Network as a wireless 
communication technology. Nevertheless the same system could be established with a 
cable-based network solution as the communication protocols on different levels are well 
separated (see chapter 4.2). The communication of the whole system is based on Internet 
Protocol. 
 
The overall architecture of the system is shown in Figure 3.  
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Figure 3: Overall logical architecture of the syste m 
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In following chapters the components of the system and their interaction are described. 
 

4.1 Integration platform 
 
As the Figure 3 indicates the integration platform has multitier architecture. One of the key 
advantages of multitier architecture is that there is a great flexibility for deploying the 
applications. The application server is the central component to connect the separate tiers. 
Separate tier may run on separate physical servers. 
 

The Integration platform consists of three different tiers: 

1. Presentation tier with Internal clients in the LAN. 
 

2. Logic tier with an application server, a web server and a video/audio relay station. 
 

3. Data tier with a database server. 
 

 

4.1.1 Application server  
 
The Application server controls the business processes of the integration platform. It is the 
bridge between presentation layer and data layer. There are several products and open 
source implementations for the application server functionality. For the INDECT project .NET 
framework of Microsoft will be used. 
 
Several subcomponents share the tasks on the application server: 

− Functional kernel 
− Geographic Information System (GIS) 
− Graphical User Interface (GUI) 
− Persistence layer 

 
One of the important issues for security relevant systems is logging. Any operation on the 
database level can be logged with the database management system without difficulty. 
Beyond this functions carried out by the user will be logged to a file so that reconstruction of 
past processes will be possible. 
 
Figure 4 shows the overview for these subcomponents and their interdependencies. 
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Figure 4: Subcomponents on the application server 
 
Functional kernel: 
The functional kernel is a framework, which contains the basic (application oriented) 
functions for the whole system. These functions are considered to be common for all 
applications. They are essential for command and control issues. Some of them are: 

− Management of events 
− Management of alarms 
− Management of measures 
− Management of resources 

 
The functional kernel must be specified in detail for the later implementation. The functional 
specification is not part of the architecture description. 
 
Geographic Information System (GIS): 
The Geographic Information System (GIS) can display the map of the area which is relevant 
for the surveillance. External clients which are logged on the network are marked on the 
map. As it is not part of the INDECT project to develop a geographic information system the 
GIS can be considered as a black box, which has to be connected to the functional kernel. 
 
The connection of GIS with the functional kernel is indicated on Figure 4. The interface is not 
clear yet and depends on the product, which will be used. 
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Graphical User Interface (GUI): 
A Graphical User Interface (GUI) is essential for the operational use. It reflects the processes 
of the integration platform, which will be detailed in a functional specification. It may be 
extended when new applications are integrated into the system. 
 
Persistence layer: 
The persistence layer maps the object oriented data model of applications to the relational 
database system (chapter 4.1.2).  
 

4.1.2 Database server 
 
The database system has the task to manage following data: 

1. Application oriented data, which is produced and used by the functional kernel 
2. Application oriented data, which is produced and used by WP7-applications.  
3. Geographical data, which is used by the GIS 
4. Multimedia data, which is must be shared among WP7-Applications 

 
Figure 5 shows these groups of data and their dependencies from each other. 
 

 
Figure 5: Data groups and their dependencies 
 
Application oriented data of the functional kernel:  
The schema of the first group of data is given by the functional kernel. It is the basis for the 
interaction of processes within the kernel. The specification of application oriented data 
structures is closely connected with the specification of the functional kernel (see chapter 
4.1.1) 
 
Application oriented data of WP7-Applications:  

The schema for the second group of data must be developed and implemented when a new 
WP7 application has to be connected to the database. It contains two groups of data: 

1. Data which has to be shared among WP7 applications. 
2. Data which is needed by WP7 applications in subsequent sessions. A good 

example for this sort of data is the information about devices which has to be 
stored permanently.  
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Geographical data:  

The schema of the third group of data is depending on the GIS which will be used. It is 
assumed that this part will not be designed in the project. 
 
Multimedia data:  

The multimedia data is produced and used by different applications. In many cases these 
applications have their own data management systems, where the multimedia data is stored 
and retrieved from. For audio/video applications, the multimedia files can be stored in 
recording devices. For enhanced retrieval of the multimedia data a dedicated database 
system is necessary. Note that the content based retrieval of this kind of data is not in the 
scope of this work package. 
 
In cases where the multimedia data must be shared between several WP7 applications the 
data management system of the integration platform can be used. In this context between 
two groups of data must be distinguished: 

− The real multimedia data. These can be text, graphics, audio or video data. Relational 
database systems have the data type BLOB5 for this group of data.  

− Meta data about the multimedia files, like filename, size, author, date. This group is 
easy to manage. For this reason the schema of the database must be expanded 
upon requirements of the WP7 applications. 

 
The database is based on a relational model with the standard database language SQL. For 
INDECT Project SQL Server or Oracle is recommended. The “express” editions of these 
database systems are free and for prototyping reasons sufficient. As standard SQL is used 
the porting on another database system is possible. 
 

4.1.3 Web server 
 
The Web server has the task to connect the Integration Platform with Internet. It is protected 
by a firewall, which regulates the communication in both (to and from internet) directions. 
 
As described in chapter 4.2.1 in detail a XMPP server will manage the data traffic. There are 
several XMPP server implementations available, also Open Source solutions have been 
used in other projects successfully, e.g. Openfire Release. A final decision has not been 
made yet. 
 

4.1.4 Internal client(s) 
 
Internal clients are workstations where end users use the integration platform. Note that 
internal clients will be usually concentrated in a control room, where sophisticated means for 
representation are given like video walls with multi projector displays. For prototyping 
purposes a monitor and speakers will be used. 
 
There is no role concept for the end users in the INDECT project so far, but a rough grouping 
can be done: 

− Operators: Command and control clients are used by operators to carry out 
application oriented functions, i.e. operators supervise the surveillance processes. 

                                                 
5 BLOB = Binary Large Object 
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They have to decide what kind of measures must be taken; when WP7 applications 
generate an event in the integration platform (see Figure 2). 

− Administrators. The configuration of system parameters and tuning are to be 
done by administrators. Beyond this the maintenance of the master data (e.g. 
data about external devices) must be entered by the administrator. 
Management of users like access rights etc. is another task of the 
administrator. 

 
The internal clients are connected to the application server via LAN. A Graphical User 
Interface, which has to be specified, is used for system functions (described in chapter 
4.1.1). 
 

4.1.5 Video/Audio relay station 
 
Several video/audio streams from different sources (e.g. cameras) will be received 
simultaneously. They are split into packets, which must be reassembled in the Integration 
Platform. 
 
This component functions like a multiplexing proxy server for incoming video/audio streams 
from external devices. The internal clients get the video/audio streams from this component. 
 

4.2 External systems 
 
There are two different types of external systems. On the one hand WP7 applications, which 
can be simple applications like indicated in Chapter 2 (modules face recognition, sound 
recognition etc.) or node stations like described in [1]. On the other hand external systems 
are external devices like cameras, microphones etc described in Chapter 4.2.2. 
 
The communication between systems is designed in principle according to the OSI-Layers of 
Open Systems Interconnection Reference Model [6], which is a very detailed model 
consisting of 7 levels. The encapsulated layers provide abstraction of protocols and services. 
Simpler models have been derived from OSI-model. For INDECT purposes the use of the 
Internet Protocol Suite is completely sufficient. As it covers only 4 levels it is easier to 
address basic issues. The correspondence of the Internet Protocol Suite-Layers to OSI-
Layers is shown in Table 3. 
 
Table 3: Correspondence of Internet Protocol Suite layers to OSI layers 

IP-Suite-Layers ≈ OSI-Layers 

Application  5–7 
Transport  4 
Internet  3 
Link  1–2 
 
 
XEP and specific device protocols will be used on the application level. The decisions about 
the application layer will be discussed in detail in chapter 4.2.1. 



D7.1 – Overall self organizing computer network architecture model © INDECT Consortium – www.indect-project.eu  

 

INDECT_Deliverable_D7.1_v20090831_final_rev.doc – Public 19/29 

 
On Transport layer TCP [15] or UDP [14] will be used. The decision depends on the 
application layer. 
 
On Internet level IP [2] will be used. 
 
The decision about the Link-Layer depends on following criteria: 

− Availability. Note, that the wireless network must be available in the area of operation. 
− Bit rate. Note, that video streams have to be transmitted. Following bit rates must be 

expected: 
o Videophone quality 16 kbit/s 
o Videoconferencing quality using video compression 124-384 kbit/s 
o VCD quality (MPEG-1) 1,25 Mbit/s 
o DVD quality (MPEG-2) 5 Mbit/s  

We can assume that video conferencing quality or less may be sufficient for the 
surveillance purposes. 

− Range. Note, that wireless communication is desired. At least 300 m indoors (railway 
stations etc.) or 500 m outdoors (stadiums etc.) should be possible to ensure reliable 
surveillance. 

 
In order to fulfil the criteria above following wireless solutions can be considered: 

− Radio telephony, in this case Terrestrial Trunked Radio (TETRA). 
− Wireless Local Area Network (WLAN) according to IEEE 802.11 protocols. 
− Global system for mobile communications (GSM) with its extensions GPRS and 

UMTS. 
 
TETRA can fulfil the requirements like bit rate and range but its availability is restricted. The 
need of large equipment (like large antennas etc) is another disadvantage. Because of these 
shortcomings of TETRA it will not be considered in this context. Table 4 shows a comparison 
of two other possible solutions on the link layer according the criteria defined above. 
 



D7.1 – Overall self organizing computer network architecture model © INDECT Consortium – www.indect-project.eu  

 

INDECT_Deliverable_D7.1_v20090831_final_rev.doc – Public 20/29 

Table 4: Bit rates and ranges of protocols on the l ink layer. 

Protocol 
Bit rate 
(net) 

Bit rate 
(gross) 

Range 
(indoors) 

Range 
(outdoors) 

IEEE 802.11 0,9 Mbit/s 2 Mbit/s ~20 meter ~100 meter 

IEEE 
802.11a 23 Mbit/s 54 Mbit/s ~35 meter ~120 meter 

IEEE 
802.11b 4,3 Mbit/s 11 Mbit/s ~38 meter ~140 meter 

IEEE 
802.11g 19 Mbit/s 54 Mbit/s ~38 meter ~140 meter 

IEEE 
802.11y 23 Mbit/s 54 Mbit/s ~50 meter ~5000 meter 

GPRS 58 kbit/s 115 kbit/s  unlimited unlimited 

UMTS 384 kbit/s 2 Mbit/s  unlimited  unlimited 

 
IEEE 802.11y is available only in the USA. Other versions of IEEE802.11 guarantee only a 
short range transmission without using additional equipment. GPRS has a large range but 
the bit rate is poor for video applications. This is the reason why UMTS is preferred for the 
INDECT project. Note, that several UMTS channels could be used (e.g. via a UMTS router) if 
many videos have to be displayed simultaneously in the integration platform. 
One of the most important questions is the availability of the UMTS network in the area 
where the prototype will be tested. Figure 6 shows the coverage in Poland in 2009. A larger 
coverage area can be expected during project time. 
 

 
 
Figure 6: UMTS coverage in Poland in 2009 [13] 
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Figure 7 shows an overview of the layers for the communication to external systems. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 7: Communication to external systems 
 
One of the important issues for the communication to external devices is security and 
privacy. In this context two aspects are important: 

− Authorization, authentication 
− Encryption of the sensitive data 

 
These issues are focused in WP8. From the architecture point of view, the security issue is a 
question of protocols (chapter 4.2.1). 
The communication with external systems (WP7 applications, devices) will be discussed in 
following subchapters. 
 

4.2.1 Communication with WP7 applications 
 
The communication to WP7 applications include: 

− Data. Examples are 
o Objects which are generated in the integration platform by WP7 Applications 

(like “event” object). 
o Master data about applications or devices (like location of devices). 
o Data which is shared among WP7 Applications. 

− Streaming data (Video / Audio streams) 
− Remote procedure calls for invoking remote WP7 Applications 

 
Protocols to be used for these groups of data are described below. 
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Protocols to be used 
The use of SOAP6 over HTTP7 approach is very common for integration purposes. It has 
some shortcomings in the INDECT context: 

− The qualities of communication system include e.g. high interactivity, reasonably low 
latency etc. SOAP is relatively poor in such applications, as it is inherently based on 
request-response HTTP schema.  

− Latency is high as each single transaction requires numerous TCP round-trips.  
− In order to be able to perform bidirectional communication with SOAP each endpoint 

must have publicly available IP, which is often impossible in mobile networks.  
− It also makes more complicated to authorize the clients or perform mutual 

authentication. 
 
Instead of using SOAP over HTTP approach the communication to external applications is 
carried out with Extensible Messaging and Presence Protocol (XMPP, [3]) and its extensions. 
This protocol family is known as XEP (XMPP extension protocols). These protocols allow 
routing of XML-RPC8 or SOAP messages between connected endpoints. Following 
extensions will be used: 

− Data: SOAP over XMPP. The primary limitation of HTTP consists in the fact that 
HTTP-based message exchanges allow only synchronous request-response 
semantics. Thus XMPP can be the ideal transport protocol for many of the application 
fields of web services, since it can carry efficiently and reliably both types of 
messages, synchronous and asynchronous [8]. This means the data with external 
applications will be exchanged in Extensible Mark-up Language (XML, [4]) as SOAP 
messages. 

− Streaming data: There is an extension to XMPP protocol called Jingle (proposed by 
Google) which is used for Voice and Video over IP applications ([9], [10]). This way 
XMPP becomes the signalling protocol for controlling multimedia streaming which 
occurs out-of-band of XMPP session, and usually uses RTP9 (or SRTP10 when 
security is important) for media transport. This is reasonable solution, as media 
streams typically have some real-time requirements that are better served by UDP-
based RTP than TCP-based XMPP (lower delay, lower protocol overhead for 
densely-packetized media, better integration with QoS solutions etc.). 

− Remote procedure calls. The corresponding XEP will be used [11]. 
 
Node stations as WP7 applications 
One of the most important WP7 applications is a node station which is connected to devices. 
The Node station concept is developed in Work Package 1, as a multifunctional platform for 
acquisition and processing of audio and video streams. WP1 is dedicated to creation of 
algorithms for Node stations for audio and video processing and automatic intelligent 
detection of threats. In WP7 that Node Station is to be incorporated within INDECT Platform 
and the communication protocols and streaming procedures between Node Station and 
Integration Platform are to be created. 
 
The Node Station can be equipped with megapixel, wide angle, fixed cameras or moving 

                                                 
6 SOAP = Simple Object Access Protocol 
7 HTTP = Hypertext Transfer Protocol 
8 RPC = Remote Procedure Call 
9 RTP = Real-Time Transport Protocol 
10 SRTP = Secure Real-Time Transport Protocol 
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PTZ cameras as well as microphones and speakers. The video and audio data are analysed 
by Node Station and alerts accompanied with metadata (i.e. text description, geo-location, 
time and date, etc.) are sent to the central and mobile terminals by any available network. 
The live audio and video streams can be transcoded in Node Station for adaptation to 
different transmission Medias, and terminals. Analysis algorithms in the Node Station are 
designed to communicate with other Stations, for detection and tracking of particular objects 
(cars, persons) in large areas covered by number of Node Stations. All communication is 
performed through Central Server for backup, storage, and control. Databases are 
distributed among Node Stations but the significant data are also backed up in central 
database along with streams (audio and video). 
 
Access authorisation  
XMPP specifies that Simple Authentication and Security Layer (SASL, [16]) should be used 
for authorisation. SASL is another open standard which defines framework and common 
interface to authorization mechanisms based on challenge-response paradigm. The 
mechanisms vary with respect to their security and required infrastructure (starting from 
plaintext authorization, ending with complex solutions like Kerberos 5 or NTLM11). Generally, 
implementations are required to support only MD5-DIGEST authorisation mechanism, which 
is almost identical to standard HTTP Digest authorization; however other mechanisms 
(including private ones) are possible. 
 
Integration process 
Following steps have to be considered for the integration of a new application: 

− Definition of the interfaces between the new application and integration platform. The 
main question in this context is to clarify which data is exchanged between WP7 
applications and Integration platform. Beside the data itself, its structure is of big 
importance. This will be given in XML format. The data exchange direction must be 
specified too. 

− Extension of the database schema for persistent data. It has to be decided, whether 
the exchanged data is persistent or not. Persistent data is used for two purposes: 

o A WP7 application may want to share data with other WP7 applications. 
o A WP7 application may need data  in later sessions. 

The development method for the database schema is not described here. 
− Adaptation of the Graphical User Interface, if necessary. It has to be decided, 

whether the functionality of the WP7 application should be integral part of the 
command & control process. In this case the Graphical User Interface (GUI) has to be 
expanded to cover the new functionality. 

 
The integration process is shown in Figure 8. 

                                                 
11 NTLM = NT LAN Manager 
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Figure 8: Integration process of the application  
 
 

4.2.2 Communication to external devices 
 
The connection between integration platform and external devices can be wired or wireless. 
UMTS network will be used in case of a wireless connection to the external devices. The use 
of the public phone network for the communication has some advantages: 

− No additional installation of an additional communication network is necessary 
− UMTS network is available in many areas and 
− operating distance can be very large. 

 
Note, that also other WP7 applications (beside node stations) can have interfaces to external 
devices. This is certainly necessary when analytical applications like video analysis run. It is 
assumed that WP7 applications get video data directly from the external devices and not via 
integration platform. 
 
There are two possibilities to connect external devices with the integration platform: 

− Direct connection 
− Connection via Node Stations 
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Direct connection: 
External devices which will be connected directly to the integration platform must be network 
devices with a corresponding IP address. External devices get the IP address, when they log 
on the network. This IP address will be transmitted to the integration platform. 
 
Figure 9 shows the elements of this kind of communication. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 9: Direct communication to external devices  
 
A virtual private network will be established, so that the IP cameras are not available for the 
public. 
 
Connection via Node Stations: 
Connection to external devices (cameras etc.) can be established via several Node Stations. 
Figure 10 shows the elements of a connection. 

• • • 

Video/audio relay station  

Video streams  

VPN-Router  

Driver library  

UMTS-Network  

VPN 



D7.1 – Overall self organizing computer network architecture model © INDECT Consortium – www.indect-project.eu  

 

INDECT_Deliverable_D7.1_v20090831_final_rev.doc – Public 26/29 

 

 
Figure 10: Communication to external devices via No de Stations 

 
The communication with the node stations (and other WP7 applications) is based on XMPP 
protocol. XMPP is highly extensible; therefore it's perfectly legal to include some additional 
parameters within descriptors of Jingle media sessions. This could be id of the camera and 
also some other interesting metadata like type of camera (fixed or PTZ), focal length of the 
lens etc. This extensibility is achieved through the definition of XML namespace describing 
such elements or attributes. As long as unique namespace URI12 is used, we can be certain 
that no other application would collide with such”application-specific“descriptors. The 
interface to node stations will be detailed, when its design is described in D1.2. 
 
 

                                                 
12 URI = Uniform Resource Identifier 
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5 Conclusions 
 
This deliverable describes an architecture model for the integration platform, which is binding 
fur further developments.  
 

The essential features of the architecture can be summarized as follows: 

− The integration platform can be used as a command and control system with typical 
functions. 

− Communication with XML is the basic approach for the integration of external 
applications. XEP will be used for the exchange of XML files. 

− Two possibilities for external devices: 

o External devices must be network devices with an IP address if they are 
directly connected to the integration platform. 

o The Node Stations which are connected with external devices can be handled 
like any other external application. 

 

5.1 Next steps 
System components have to be specified as well as interfaces to the external applications 
and main processes for security services and a functional specification. 

The implementation of the integration platform and integration of some applications has to be 
done. 

A detailed validation of the integration platform will be performed within the project.  

 



D7.1 – Overall self organizing computer network architecture model © INDECT Consortium – www.indect-project.eu  

 

INDECT_Deliverable_D7.1_v20090831_final_rev.doc – Public 28/29 

References 
[1] Seventh framework programme, Theme 10 Security. Annex I – 

“Description of work” 
[2] RFC 791: Internet protocol. DARPA Internet Program, protocol 

specification, September 1981 
[3] Simple Object Access Protocol (SOAP) Version 1.2, W3C 

recommendation, April 2007 
[4] Extensible mark-up language (XML), version 1,1, W3C 

recommendation, September 2006 
[5] Web Services Description Language (WSDL), Version 2.0, W3C 

recommendation, June 2007 
[6] OSI Reference Model – The ISO Model of Architecture for Open 

Systems Interconnection, IEEE Transactions on Communications, Vol. 
COM-28, No 4, April 1980 

[7] V. Cerf et al., Specification of Internet Transmission Control Program, 
December 1974 

[8] XEP-0072: SOAP Over XMPP, Version 1.0, December 2005 
[9] XEP-0166: Jingle, Version 1.0, June 2009 
[10] XEP-0167: Jingle RTP Sessions, Version 1.0, June 2009 
[11] XEP-0009: Jabber RPC, Version 1.0, February 2009 
[12] RFC 3550 Real-Time Transport Protocol (RTP): A Transport Protocol for 

Real-Time Applications, July 2003 
[13] GSM Association, www.gsmworld.com. GSM European Coverage 2009 
[14] RFC768 - User Datagram Protocol, August 1980 
[15] RFC793 - TRANSMISSION CONTROL PROTOCOL, September 1981 
[16] RFC 4422 - Simple Authentication and Security Layer, June 2006 

 



D7.1 – Overall self organizing computer network architecture model © INDECT Consortium – www.indect-project.eu  

 

INDECT_Deliverable_D7.1_v20090831_final_rev.doc – Public 29/29 

Document Updates 

Version 13 Date14 Updates and Revision History 15 Author  

V20090525 25/05/2009 Version for ToC Dr. H. Şarlan 

V20090611 11/06/2009 Version for Poznan meeting Dr. H. Şarlan 

V20090626 26/06/2009 Inputs from Poznan meeting,  Dr. H. Şarlan 

V20090715 15/07/2009 Version for the WP7 team Dr. H. Şarlan 
Piotr Szczuko 
Andrzej Ciarkowski 

V20090722 22/07/2009 Minor revision Dr. M. Leszczuk 

V20090731 31/07/2009 Version for the review Dr. H. Şarlan 

V20090805 05/08/2009 Improvement of Images P. Hasenfuß 

V20090821 21/08/2009 Review and minor Improvements 

Dr. Tomasz 
Marciniak 
Prof. Adam 
Dabrowski 

V20090824 24/08/2009 Final Version P. Hasenfuß 

V20090831 31/08/2009 Final Version reviewed by PC 
Prof. Zdzisław 
Papir 
P. Hasenfuß 

    

 

                                                 
13 In form of “vYYYYMMDD”; Version number and edition should correspond to the actual document 

name conventions. 
14 In form of “DD/MM/YYYY” 
15 Attach as appendix document reviews when appropriate; describe also the current status of the 

document e.g. “released for internal review”, “released for comments from partners” 


