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1 Executive Summary

In the Deliverable a parametric model of event is proposed suitable for automatic
analysis. The model comprises detected objects parameters and detected actions
and interactions between these objects. An extensive set of parameters is presented
and discussed, followed by outline of a methodology of event detection employing
conditional rules.

Automatic acquisition of objects parameters is facilitated with audio and video
processing algorithms, which are developed within WP7 as well as in cooperating
WP1.

Systematic description of audio and video algorithms is here omitted as this
Deliverable serves as a general road map for future research: focuses Work Package
Partners on particular issues, presenting a research topics rather than complete
solutions. Next deliverables, namely: D7.3 Biometric features analysis component
based on video and image information (M23), D7.4 Biometric features analysis
component based on audio information (M30), D7.5 Prototype of automatic event
detection system (M37), and D7.7 Prototype of complex multimodal biometric
features detection system (M52), will extend thoroughly the topics discussed here.
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2 Introduction

Automatic detection of events in audio and video streams requires numerous
processing stages. Most important are: object detection, object parameterisation,
object classification, analysis of interactions between objects, and event recognition.
These processing stages provide specific information utilized in event recognition
discussed in this Deliverable.

Creating the methodology described in this document we proposed a hierarchic
definition of an event:

event comprises objects and interactions between them.

Object model defines how each object can be described in visual and acoustic
domains. It contains descriptors regarding object location, size, type, appearance,
activity, biometric features and sound features. First, basic parameters are described,
location, velocity and size, which are common for all types of objects in video
streams, then object types are defined, and description of parameters specific for
various object types follows.

For person identification task a biometric technologies are utilized. Important
standards are mentioned here, followed by description of practical features of
biometric modalities: fingerprints, face, iris, ear and hand shape or hand vein
patterns.

Other domain of object description is sound features. Audio analysis introduces an
important improvement to surveillance services. Hazardous and dangerous events
are often connected with the presence of distinctive sound features in the audio
signal. To detect these events on the basis of acoustical analysis, object's sound
features need to be defined and extracted from the signal. The features of the signal
can be used for automatic recognition of events.

Section 3 focuses on description of audio- and video-related parameters.

Changes occurring in each of analysed parameters can be treated as an action, co-
occurring actions of objects are the interaction. Interactions define activity of each
detected moving object. Two types of interactions are proposed: between the object
and the scene, between the object and other objects.

Interaction model, described in Section 4, defines the most basic events observed in
the monitored areas. Practical situations related to actual security threats require a
number of conditions to be fulfilled. Therefore, detection of complex events should
work practically if required basic interactions were previously detected. Event
detection is described in Section 5.
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3 Object model

Object model defines how each object can be described, both in visual and acoustic
domains. It contains various descriptors regarding object location, size, type,
appearance, activity, biometric features and sound features. First basic parameters
are described as location, velocity and size, that are common for all types of objects
in video streams, then the object types are defined, and description of parameters
specific for various objects types follows.

3.1 Object pre-processing

One of the tasks in the INDECT Project is to support detection, observation, and
classification of objects in video sequences. Therefore, algorithms and methods for
detection, tracking and classification of objects in the image were analyzed [Jac09].
The researches of algorithms take into account the effectiveness and productivity of
implementation in real-time processing systems [Mar10]. First stage of image
processing is proper segmentation. The best results give the difference method
[Jac10]. This method is simple to implement and is very fast, can run in real-time on
multiple video streams in current generation of computer systems.

The algorithm is based on subtraction of two elements: current input frame and
referential image which is a representation of background. Therefore very important
is to find right algorithm for calculation of a background representation. It can be used
for example a median background estimation or more complex statistical method e.g.
based on Bayes rule [Li03].

The important task of the system is to take into account also conditions of observed
scene, e.g.:

* movements of a camera,
= the changes of lighting caused by time of day or weather conditions,
= movement of small objects caused by wind (e.g. leafs).

For this reasons the algorithm should continuously adapt referential image for the
best results in background representation.

Adequate configuration of system allows [Mat09]:
= detection of appearing and disappearing of movement,

= detection of entering and leaving defined areas,
= detection and tracking of people,

= detection and tracking of vehicles,

» signalizing of abandoned objects,

= detection of crowd,

= surveillance activities (e.g. speed of movement),

= take into account simple classification based on objects appearance and his
activity (Fig. 1).
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Detection of known object in the image can be done by sum of absolute difference
(SAD) algorithm. Here the input frame is analyzed and the algorithm looks for
similarities to the reference model. The results are similarity ratios utilized for
localization of the most similar object to the searched one [Gue98].

The binary differential image can be used in shape analysis and object orientation
estimation (position, angle) using e.g. blob analysis [Li03]. It is possible to start with
simple parameters such as width and high of detected object or use a classification
method which is based on comparison with standard models using e.g. SAD
algorithm.

The presented solution makes it possible to extract only important parts of a frames
and then to perform further analysis or transferring them to the operator. Therefore,
the first region of interest (ROI) is defined and then color analysis (e.g. skin color),
texture analysis, shape analysis, or face recognition algorithms are utilized. The
reduction of the amount of transferred data can be important in video monitoring
system, which can be based on wireless technology or may enable pre-selection of
data for comparison with the reference data or serves later stages of processing, e.g.
interaction analysis.

Figure 1. Examples of binary differential images

3.1.1 Object detection - image indexing

Indexing operation consists of assigning to all pixels some identifiers (labels)
indicating with an object a pixel belongs to.

The labeling algorithm analyzes whole image on a point by point principle. When
encountering a point belonging to an object, a search is performed for connected
points that are visually similar and assigning them a new value — the index. Points
belonging to the background are ignored [Gon07]. Image resulting from indexation is
shown in Fig. 2. After the indexing it is known how many objects are in the image.
Further processing can be performed on each of them individually.

Figure 2. Binary image (left) and result of indexation (right)
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3.1.2 Object segmentation using the contour tracing technique

Object separated from the background can be segmented using linear contour
tracing algorithm. Linear contour tracing technique (also called blob algorithm) is a
method that simultaneously labels contours and components in binary images. Image
is scanned from top to bottom and from left to right per each line. When a contour is
encountered, it is traced using contour tracing algorithm [Hai89]. Each contour is
labeled. When pixels labeled as “L” are scanned again, the same label is assigned to
the contour pixels that are located next to them.

This method requires only one pass over the image and it does not require any re-
labeling mechanism. Contour points are visited more than once but no more than a
certain constant number of times. Experimental results presented in literature show
that this algorithm works faster than traditional component-labeling algorithms
[Cha03].

3.2 Object location

Object location can be defined both in two-dimensional video frame coordinates and
three-dimensional real world coordinates. The former one represents object position
(in pixels) in a video frame acquired from video camera. The position can reflect the
object centre or the middle of the bottom edge of the object’s bounding rectangle.

Object location expressed by three-dimensional, real-world coordinates defines
object position in the analyzed scene. A conversion between the video frame
coordinates and the world (physical) coordinates has to be defined and this in turn
can be achieved by means of the camera calibration procedure. Various calibration
methods were proposed, but Tsai’s method [Tsa87] is one of the most popular and
accurate ones. It is based on the pin-hole model of perspective projection. Tsai’'s
calibration method requires marking several points in the area observed by the
camera and measuring their positions relative to each other. One of these points is
usually set as an origin of the world coordinate system. The calibration algorithm
requires entering both the world coordinates and the image coordinates of each
point. Using this data, the algorithm calculates 11 conversion coefficients, describing
translation and rotation of the camera relative to the world coordinates, camera lens
distortions, camera focal length, etc. After the calibration process is done, video
frame coordinates can be converted into real-world coordinates after introducing
constraints regarding the height of the each image point in the world coordinates; it is
usually assumed, that all objects move on the ground plane therefore height may be
set to 0.

Three-dimensional object location may be defined in a local coordinate system that is
common to a few cameras placed in the same area or may be expressed with GPS
coordinates and therefore used directly by any internal or external software. The
latter representation requires additional calibration in order to determine exact
longitude and latitude of each camera.

3.3 Object velocity

Object velocity is defined as an ordered pair of values containing object speed and
bearing (direction). In case of 2D frame coordinates, object speed is defined as a
number of pixels travelled during one video frame duration (or other fixed number of
frames) and bearing is defined as an angle between frame horizontal axis and object
movement direction (clockwise). For a calibrated camera, object speed is stored in
meters per second and bearing is calculated in relation to the horizontal axis of a
local, real-world coordinate system or in relation to the East in case of GPS
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coordinates. In practical situation, estimated velocity has to be averaged over time
due to variations in calculated size of the object (resulting from the nature of object
detection algorithms). For non-calibrated cameras, only speed in pixels may be
estimated, it may be useful e.g. for detection of object that stopped or started moving.

X

Figure 3. Schematic movement of object over time

b. - object at the current location,

p. - object at the previous location,

A — motion starting point

B — motion endpoint

Vector AB — velocity vector of the object (speed of the object represented by the
vector),

Vector AC — horizontal reference vector, introduced in order to determine the angle,
Angle ¢ — determined angle - direction.

Points A and B in Fig. 3 are the leftmost lower points of the contour of the object,
designated by max_Y and min_X of all points belonging to the analyzed object
(Fig. 3). If only one movement direction is allowed then untypical situations can be
detected - for example car driving in the wrong direction (Fig. 4). Beside the cars on
the road or sidewalk, there may be other objects moving - pedestrians, cyclists etc.
For these reason, an additional analysis of the shape of objects is required.

Figure 4. An example of correct detection (red bar at the top indicating an alert) in the analysis of
wrong driving on one-way street
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3.4 Object size

Similarly to object position, its size may be defined in 2D video frame pixels or in real-
world units (e.g. meters). In case of video frame, object size is defined as the width
and height of the object’'s bounding rectangle. In order to estimate real object
dimensions, a camera calibration procedure described in the previous section is
required. Estimation of the physical width is straightforward, because it may be
usually assumed that both lower corners of the object bounding box are situated on
the same plane. Estimation of the physical height of the object is much more
complicated, because the two points that define the object’s height (e.g. the lower
right and the upper right bounding box corners) have different physical height
[SzwO08].

Surface area

Measurement of surface area is performed as a simple counting of points belonging
to the area of interest (object in the image). This measurement can provide general
information of object size.

Edge length

Measuring the length of the edge is a difficult task. In practice, we use the following
methods:

e Counting the number of points of the boundary of the figure. This method
gives low accuracy - in particular for small objects.

e Counting the number of points of the boundary and accounting their location.
Points are aggregated with the corresponding weights: for the boundary points
adjacent horizontally or vertically, applied weight equals 1 and for the
neighboring points placed on the diagonal, weight equals+/2. This method is
more accurate than the previous one.

e Calculating mean value of lengths of the outer and inner side edges of the
figure. This method gives a more accurate result than the previous one.

e Approximation of the figure by a polygon — closed path comprised of straight
line segments — and calculation of its length.

This measurement can provide basic information of object complexity and size.

3.5 Object type

All objects detected in the video streams are classified into four main categories and
a few sub-categories:

— Persons

o Adults

o Children
— Vehicles

o Cars

o Trucks
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0 Motorcycles

0 Buses
— Other moving objects (e.g. animals)
— Stationary objects (e.g. luggage)

Object type classification is a very complex task. Based on extracted parts of the
image containing detected objects a set of visual features is calculated. It contains
parameters describing object size, shape or object image itself [MorO6][Pet04].
General knowledge regarding the analyzed scene is also taken into account (e.g.
vehicles are not present indoors). Feature vectors are fed to the decision-making
system. The classification is based on a set of defined rules or is performed by
comparing a feature vector with a database of samples. For this purpose, various
distance-based methods (e.g. K-Nearest Neighbors algorithm) are used the most
often [MorO6]. Alternatively, an intelligent decision system (e.g. based on artificial
neural networks) may be employed.

Object type can be automatically determined with high accuracy only if some higher
level description of the object is done. In the following sections we propose a set of
parameters related to object appearance (color, shape and texture), applicable also
to persons an object biometric features, and finally to object sound features.

3.6 Object appearance

Object appearance is related to various multi-dimensional features that describe how
an object looks and are useful for object identification. They are based on two main
object representations:

— mask
— image

Both object mask and image have the same size in pixels and form the first two
descriptors of object appearance. Non-zero pixels in the mask define object shape.
Based on the object mask various parameters may be derived including central and
normalized statistical moments, Hu set of invariant moments [Hu62] that are
translation, rotation and scale invariant and others [FIu0O]. Shape descriptors allow
reducing the amount of data related to the mask representation. Such operation
should be performed precisely enough to make it further possible to distinguish
between different classes of objects on the basis of obtained parameters. There are
two main groups of algorithms leading to a two-dimensional shape parameterization
[Mar04]. The first one is based on the whole mask region. This kind of methods is
relatively simple to implement, fast to compute and therefore suitable for real-time
systems. The second group describes only a contour of the shape but it makes the
representation more robust to partial distortions.

The two main descriptors derived from object image are color histograms and
Statistical parameters based on co-occurrence matrices. A color histogram is a
representation of the distribution of colors in an image containing normalized number
of pixels that have colors in each of a fixed list of color ranges that span the image's
color space. Two types of color histograms are used: the full one and the lossy one.
The full color histogram is based on RGB color space and retains all information
regarding image color. The lossy histogram is built on two-dimensional, RG
chromaticity space representing the share of red and green in the original color. The
histogram based on RG chromaticity space does not preserve color intensity
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information (i.e. it is not possible to distinguish white objects from grey objects) but it
is robust against uneven object illumination.

A co-occurrence matrix, also referred to as a co-occurrence distribution, is defined
over an image to be the distribution of co-occurring values at a given offset [Cla02]. It
is commonly used as a texture description. Based on co-occurrence matrices for
different offsets, a set of statistical parameters may be derived, including contrast,
energy, mean, standard deviation and correlation.

3.6.1 Appearance descriptors - color

Based on color represented in the commonly know RGB representation, a
binarization can be performed — separation of areas with color brighter and darker
than the threshold values, transforming gray level image into black and white.
Binarization goal is to reduce the information contained in the image and simplify
further processing. Other type of binarization is also possible, involving two
thresholds, that can be represented by the formula (1).

0 for Llm.n = py
Lop-tmom)=y 1 for pg = Llimn) = pg, (1)

0 for Llim.n) = pg,

where:

Ps;, Pg, - are the binarization thresholds, pg, < pg,,

L1(m,n)- the gray level of the pixel with coordinates (m, n)

Lgy (Mn) €{0,1} - pixel value in the output image.

Resulting image is white where the gray levels are between the thresholds, and all
other points are black. Fig. 5 shows results of image binarization with high threshold
for automatic detection of the brightest regions in the image.

Figure 5. Frame of input sequence and result of processing — detection of the brightest area

3.6.2 Object recognition using 2D histograms

This method utilizes 2D histograms to recognize an object with given reference still
image. Each image is converted to HSV colorspace, in order to minimize the
influence of lightning changes. Hue and saturation components are used to compute
the histogram.

The first step of recognition is comparison to all histograms stored in database (each
object can have more than one histogram assigned) using the statistical chi-square
method. For each object the histogram with highest result (highest similarity, denoted
as a highest value of chi-square statistic) is chosen.
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Given those histograms, the Earth Mover's Distance (EMD) is computed for each one
respectively. The EMD is a value which describes the effort of transforming one
histogram into another.

This algorithm is meant to work indoors, where artificial lighting is present and
images used for recognition have little or no illumination variations. That method is
very simple and can be ineffective for large number of objects to recognize. It should
be combined with other described methods (size, shape description) for increase of
its efficiency.

3.6.3 Shape factors

Other methods analyze a mask of the object, which results from the image pre-
processing and object separation. These methods look for the features such as:
length, height, length-to-height ratio, and distance between selected points of an
area. If the distance between an object and the camera is taken into account, one
can compute the size of the object and compare it with the real value [Int07]. Among
many shape models the Active Shape Model (ASM) is worth mentioning [C0095].

Shape coefficients can be divided into two groups. The first group is coefficients,
which can be rapidly calculated. This is very important in a system that must provide
the results of image processing in real time. These factors are described below. The
second group consists of the factors that are used when speed is not required, but a
high accuracy of measurements is needed. Shape coefficients values should
distinguish figures with different shapes [Gon07].

¢ Dimensionless shape factor for the quantitative characterization of object shape is
defined by Eq. (2)

4

— L-
4m-S

where: L - circumference (edge length) of the object;
S — area of the object.

(2)

R

e Feret diameters are often used to describe parameters of linear dimensions of
objects. The dimensions of an object are measured horizontally and vertically
(Fig. 6), and can be interpreted also as a aspect ratio of a bounding box of the
object. Formula for calculating the Feret coefficient is defined below (3)

Dﬂ:c+:l
Figure 6. Feret diameter [GonQ7]
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Re =— (3)

where: L, - maximum horizontal diameter of the object;
L, - maximum vertical diameter of the object.

The more elongated the object is the higher is the value of Feret coefficient. Low
values are achieved for circles, squares, or heptagons. Feret coefficient is relatively
easy to calculate, but that is also very sensitive to changes in scale. However, this
advantage is a much greater than Haralick coefficient, which analyzes the contour of
the object and pixel distance from its center of gravity. Feret coefficient should not be
used for rotated objects.

As can be seen in Fig. 7. Feret coefficient takes a value larger than 1 for objects
spanning horizontally. By contrast, a value smaller than 1 is taken for objects
spanning vertically. Thanks to this property, we can easily distinguish between
walking down the street people (Re<1) and cars seen from the side (R->1).

Figure 7. Output of a program calculating the Feret coefficient for individual objects

An edge map method [Gao02] matches the detected edges to the wanted shape
(e.g. edges in the face image to the ellipse). Because of a possibility of rotation and
different framing, the reference database must consist of many combinations of the
contour or the contour matching algorithm must be flexible. In the first case the
number of collected combinations is limited; in the second case even a high level of
flexibility can be not sufficient. Such a situation occurs for example in the human
body model. Standing and squatting people differ a lot in shape, thus the general
model that catches both shapes is too broad and may generate mismatched results.

INDECT_Deliverable_D7.2_v20120110_corrected_after_MTR.doc - PU 17/56



D7.2 Creation of event model in order to detect dangerous events © INDECT Consortium — www.indect-project.eu

3.7 Object biometric features

3.7.1 Standards

Quick progress of biometrics technologies have to be connected with standards to
take into consideration the compatibility, common API interfaces, and products
interconnections. Automatic biometrics authentication systems provide important
technical means for authentication and recognition.

The most important biometrics standards have been provided by standardization
organizations — National Institute of Standard Technologies (NIST), InterNational
Committee for Information Technology Standards (INCITS M1), Joint Technical
Committee 1 (JTC 1) / Subcommittee 37 (SC37) and Organization for Advancement
of Structured Information Standards (OASIS / BIAS) [BFG10]. Interactions between
these bodies are shown in Fig. 8.

BicAPI
Consartium

International Organization
for Standardization

Sbiometric
CONSORTIUM

InterNational Committee for
Information Technology Stondards

Figure 8. US National, International and Informal standards bodies

INCIST M1 standards

INCIST M1 [FNPO09] develops biometric standards for any organizations (academic
institutions, federal agencies, companies). The most important four task groups are:

e Biometrical Technical Interfaces Standards M1.2 — develop standards
for interfaces and interactions between biometrics systems and
subsystems and define security requirements for biometric application
(BioAPI). Describe the basics functions for Enroliment, Verification and
Identification, specifies a common set of data elements necessary to
support multiple biometrics technologies and define software interface
standard for fingerprints capture operations. Include e.g. standard
ANSI/INCITS 358 (BioAPI specification), ANSI/INCITS 398 (Common
Biometric Exchange Formats Framework CBEFF), INCITS 434 (Tenprint
Capture Using BioAPI) and INCITS 422 (Biometric Identity Assurance
Services) [INC10, FNPO09].

e Biometrical Data Interchange Formats M1.3 — develop standards for
content, meaning and representation of biometric data interchange formats
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for fingerprints (ANSI/INCITS 337,378 and 381), iris (ANSI/INCITS 379),
face image data (ANSI/INCITS 385) and hand geometry (ANSI/INCITS
396). Describe also algorithm/data testing methodologies (ANSI/INCITS
423.1 —423.3) [INC10, FNPO09].

Biometric Profiles M1.4 — define biometric application profiles for specific
application. Include e.g. standards ANSI/INCITS 383 (Transportation
Workers), ANSI/INCITS 394 (Border Management) and ANSI/INCITS 422
(Physical Access Control) [INC10, FNPQ9].

Biometric Performance Testing and Reporting M1.5 — develop
standards and specify procedures of biometric definitions and calculation
and testing of performance, and results reporting. Includes e.g. standards
ANSI/INCITS 409.1 — 409.4 (Principles Framework, Biometric Performance
Testing, Technology Testing Methodology, Scenario Testing
Methodologies and Operational Testing Methodologies) [INC10, FNP09].

JTC1 / SC37 standards

JTC1 / SC37 international standards are comparable with INCIST M1 [BFG10]
standards and specify:

WG1 Harmonized Biometric Vocabulary

WG2 Biometrical Technical Interfaces Standards - develop
international standards for BioAPIl (INCITS/ISO/IEC 19784-1:2006) and
CBEFF(INCITS/ISO/IEC 19785-1:2006 - INCITS/ISO/IEC 19785-3:2007)
similar to M1.2. In addition this standard describes BioGUI Specification
(INCITS/ISO/IEC 19784-1:2006/AM1-2007 AMENDMENT 1) [FNPOQ9,
ITe10].

WG3 Biometrical Data Interchange Formats — develop international
versions of biometrics data interchange formats for fingerprints (Biometrical
Data Interchange Formats INCITS/ISO/IEC 19794-2 - INCITS/ISO/IEC
19794-4 and INCITS/ISO/IEC 19794-8), face image data (INCITS/ISO/IEC
19794-5), iris image data (INCITS/ISO/IEC 19794-6) and hand geometry
(INCITS/ISO/IEC 19794-10). In addition to M1, JTC1/SC37 standards
describe also data interchange formats for vascular image data
(INCITS/ISO/IEC 19794-9) [FNPO9, ITe10].

WG4 Biometric Profiles — develop international biometric standards for
physical access control for employees at airport (INCITS/ISO/IEC 24713-2)
and verification and identification of seafarers (INCITS/ISO/IEC 24713-3)
[FNPO9, BTI10, ITe10].

WG5 Biometric Performance Testing and Reporting — describes
international standards similar to INCIST M1.5 [FNPQ9, 1Te10].

OASIS / BIAS standards

OASIS standards have other than INCITS and JC37 structure. BIAS focuses on data
formats in e-commerce (web services, xml, cms) and is non-for-profit consortiums.
Biometric data standards are grouped in OASIS XML Common Biometric Format
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(XCBF). It describes information that verifies identity based on human characteristics
such as DNA, fingerprints, iris scans, hand geometry [XML10].

Databases

Databases are the most significant element in algorithms testing methodology.
Following databases were processed:

e Fingerprint databases — developed by NIST (8 databases for different
applications, two to tens thousands of fingerprints) and by University of
Bologna (FVC public databases) [Ruu04].

e Face images databases — databases FMVT, CMU, NIST, M2VST,; face
images in different lightning conditions in thousand to tens thousands
[Ruu04].

e Voice databases — developed by NIST, DARPA, YOHO; include different
length recordings of several hundred to several thousand speakers
[Ruu04].

EU passport specification as example of standard usage

Specification for passport in EU describes biometric data format — face image (as
primary biometric), fingerprint (as secondary biometric), and RF-Chip architecture:

e Face image — standards defined in this paper have been described on the
basis of norms [ICA04, ISO05a]. This image must be frontal and
(recommended) in JPEG2000 compression format (6-10 KBytes per
photo).

e Fingerprint image - standards defined in this paper have been described
on the basis of norms [ISO05a, ISO05b, ANSIO0]. The use of fingerprint
images requires approximately 12 — 15 KBytes per finger.

e RF-Chip architecture - standards defined in this paper have been
described on the basis of norms [ICA04, ISO10c, ICAQ03].

3.7.2 Object biometric features

In order to recognize people we exploit various biometric procedures for signal and
image processing, representing in fact quite new branches of science and
technology. They involve methods of digital signal processing and computational
intelligence applied for extraction of information from images, videos, and speech
recordings in order to verify and identify persons.

A proper biometric system has to operate correctly and quickly even in difficult
circumstances, e.g., in presence of noise, interference, and other disturbances. It
must be robust, e.g., insensitive to attacks.

Correctly chosen biometric features must be distinctive, stable, and invariant. Among
techniques that we have used and/or developed are: finger print tests, face analysis,
auricle shape analysis, hand shape analysis, eye iris and retina tests, speech
analysis, linguistic analysis of utterances, analysis of parameters of walking and of
behavior, analysis of handwriting, etc. With all these techniques we are able to
achieve relatively high precision of recognition/identification. Unfortunately
robustness and large computation complexity are still an issue, therefore the
research in the field is currently ongoing.
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Modern pattern recognition algorithms, digital signal processing recipes, artificial
intelligence procedures, as well as methods for motion and feature analysis make
monitoring of phenomena and people behavior in the environment (especially in large
people clusters typical for urban areas) possible and effective. Thus an approach for
detection and prevention of situations with increased probability of danger needs to
be developed and put into practice. Automatic detection of threats and recognition of
abnormal behavior of people as well as extraction, processing, distribution, and
supplying security information using emergent wireless communication technologies
and self-organizing computer networks should become reality. Notification systems
developed in order to prevent large scale disasters can be continuously used, e.g.,
for security of handicapped (e.qg., blind) people.

Fingerprint

The fingerprint recognition is the oldest and the most popular biometric technique.
Proposals of currently used algorithms of the fingerprint analysis were formulated by
British anthropologist Francis Galton in 1882 although the first ideas of the fingerprint
analysis are even much older.

Modern methods for the fingerprint image analysis extract two types of fingerprint
pattern parameters: global (i.e., high level) and local (i.e., low level) parameters.
Global parameters describe the global shape and pattern features. Local parameters,
called minutiae, describe details such as endings and bifurcations of finger ridges. In
practice 50-90 minutiae can be identified in a typical fingerprint image of a good
quality and high resolution. Both types of these parameters are almost equally
important for identification and verification of people.

The main practical difficulties of the fingerprint analysis are: sensitivity to greased
skin of fingers, missing fingerprint fragments, and variable orientation of the
fingerprint images.

Face analysis

Face analysis is the second important method, which uses an image as the input
signal. The first face recognition system was developed in the USA in 1960.

From the acquired image first we have to extract the face and then we can begin the
main identification process. A comparison phase between the unknown face and
faces from the database is realized using one or more of the following algorithms:

PCA (principal component analysis) [Moon01],

ICA (independent component analysis) [Bar02],

LDA (linear discriminant analysis) [Lu03],

Kernel methods (a generalization of linear methods) [Lu03al],
HMM (hidden Markov models) [CapQ7].

Every recognition method belongs to one of three groups:
- holistic approach,
- local feature-based approach,
- hybrid approach.

Holistic approach treats whole face image as an input. First, pre-processing filters
improve image quality removing noise, equalizing histogram or handle other tasks to
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improve recognition. Next step is to convert multidimensional input vector containing
information of luminance (or color) of every pixel in the image to lower dimensionality
called face space and create one dimension feature vector. There is a vast variety of
algorithms used in this step: Eigenfaces also Principal Component Analysis (PCA)
[Zur91], Fisherfaces (FLD) [Bao05], Cosinus, Fourier or Wavelet transforms and
many other modifications of mentioned methods. Next, feature vector is being
classified. The most common classifiers include Support Vector Machine, Hidden
Markov Models, Bayes classifier.

Another approach to face recognition is local feature-based. In these methods
original face is presented by low dimensional feature vectors built upon extracted
facial features. In some approaches global information is gathered using creation of
graph structure (Fig. 9), where nodes represent local features while the edges
connecting two nodes stands for spatial relationship (EBGM [Wis97], ASM [Mah06]).
Other approaches combine information from many classifiers by calculating similarity
scores on each local feature and then integrating these scores to make final decision.
The basic need for implementing local feature-based methods is significant and
distinctive facial points extraction.

grids for face finding

grids for face recognition

Figure 9. Graphs utilized in EBGM method [Wis97]

Recently, the most research effort focuses on hybrid methods used in face
recognition as they use both holistic and local features, which combined can offer
complementary information about classification task. Hybrid methods may be
effective to reduce the complexity of classifiers and improve the generalization
capability. Recently it is common to use 3D techniques in face recognition [Pap07]
and these methods prove to be most efficient when handling pose, lightning or
expression problems. Moreover, with constant growth of computational and data
storage capabilities of personal computers, computational complexity of 3D hybrid
methods is becoming less important factor.

One of hybrid method that uses 3D techniques is 3D morphable model [Bla99]. In the
first step a set of facial points on face is being found and extracted. Then face texture
is being transferred from image to 3D generic model of human head. Then this new
created model can be modified involving expression model (i.e. FACS) and then
rendered to set of 2D images. These images create or extend face database used for
classification. Recognition is done by using one of the holistic methods.

3D morphable model is proved to be effective to reduce pose, expression and
lightning problem. Moreover for generic 3D model creation only one frontal or near
frontal face image is needed. This can solve one sample problem which can
significantly reduce face recognition effectiveness, what is common in real world
conditions. These advantages make this method suitable to implement in people
recognition, therefore 3D morphable model algorithms will be developed.
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An example face and eye localization and LDA based identification system are
shown in Fig. 10 and Fig. 11.
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Figure 11. LDA based face analysis

Iris tests

Iris recognition belongs to a relatively new group of biometric algorithms, although
the first iris tests were proposed already in 1936 by the ophthalmologist Frank Burch.
However, the first reliable iris identification method was developed and patented in
1994 by John Daugman [Dag94]. An important advantage of the human iris
identification is stability of the analyzed parameters over the whole life time and good
protection from environmental influences — the eye is always clean [Dag04]. Typically
the iris image is taken using near-infra red light (0.75 — 1.4 ym in wavelength),
because in this case even darkly pigmented iris gives distinctive features. Iris colour
(determined by intensity of the melanin pigment) needs not to be analyzed.
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Figure 12. Localization of the iris and the pupil
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The iris recognition algorithm consists of the following steps [Dag04, MasO07]:

e Jocalization of the iris and the pupil using the circular Hough transform
(Fig. 12),

e normalization — transform from the ring to the rectangular representation,

e feature encoding (extraction) — typically realized using the Gabor filters,

e matching — typically solved by means of the Hamming distance analysis.

Although false accept rate (FAC) in the case of the iris identification is very low i.e. 1
of 26 and the recognition rate is above 99%, the main problem is still the proper iris
image acquisition, because in many cases a poor focus, motion blur and partial
occlusion by eyelid or eyelashes can be present [Liu05]. Thus iris recognition
systems require precise cooperation with the identified person, which obviously is a
severe disadvantage of this approach.

On the market intelligent systems can be found like Iridian LG EOU 2200 with voice

generated steering commands for the user (e.g. “move back”, “move right”, etc.)
[Iri07]. Fig. 12 shows our program based on the Masek implementation [Mas07].

Hand and ear geometry

There exist also methods, which investigate geometry of parts of human body: e.g.,
the ear and the hand. An advantage of the ear geometry analysis is a possibility of
easy acquisition in many situations (e.g., while crossing a border). An image can be
taken without any cooperation with the checked person. In order to reduce influence
of hair a thermo-photography instead of the traditional photography can be applied
[Jain98].

Measurement of the hand geometry requires cooperation with the system, but in this
case the image acquisition is relatively simple because the hand placement can
easily be made precise enough. The next step of identification using the hand is
detection of a hand-veins pattern, which is a very unique characteristic of an
individual person.

3.7.3 Biometry Ethical Issues

The biometric technologies are utilized for person identification. Biometric identifiers
are subjects of sensitive personally identifiable information (PII).

All activities in the INDECT personal data collecting are in strict conformity with the
EU and with the national legislation and regulations. In particular: Directive 95/46/EC
— protection of individuals with regards to the processing of personal data and on the
free movements of such data, Directive 97/66/EC — processing of personal data and
the protection of privacy in the telecommunications sector.

Sensitive PII requires special handling because of the risk of harm to an individual.
Only official duties and official purposes can grant access to sensitive PIl. Sensitive
Pll data can be shared only as encrypted and with authorized access. Unnecessary
or duplicative collections of sensitive PIl should not be created. The potential risk for
unauthorized disclosure should be limited. Whenever possible, the duplication and
dissemination of files and papers containing sensitive Pll should be minimized.

3.8 Visual features of the object - summary

Parameters related to visual features of the object described above are gathered in
the table below with short characteristics and comments (Tab. 1).
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Table 1. Summary characteristics of visual parameters of the object

Parameter Units Comments
location pixels Due to visual perspective the middle point of a
longitude, lower side of bounding box is taken as a location
latitude
size pixels Due to visual perspective imprecise height
meters estimation - object assumed to have vertical
front "face"
Size is the first feature used in object type
determination
aspect ratio, feret | Ratio of object width and height
diameter
velocity pixels speed: changes  of | needs estimation
location over time over time
meters direction of movement
Parameter Main types Examples Comments
object type Persons Adults, Children Object’'s size taken
Vehicles Cars, Trucks, | into account as well
Motorcycles, Buses as shape, and color
Other moving | e.g. animals features (texture)
objects
Stationary e.g. luggage
objects
shape Statistical central and normalized | Can be translation,
moments statistical moments rotation and scale
Hu moments invariant
Can provide a clue
on object type
edge length - number of points of the figure boundary
- mean value of lengths of the outer and inner
side
- approximation of the figure by a polygon
surface area
shape factor Comparison of circumference (edge length) of
the object and area of the object
color color histograms | RGB color space Computer graphics
format but not
suitable for image
processing
HSV color space robust against
RG chromaticity space uneven object
illumination
texture statistical parameters | Can provide a clue
parameters based on co-occurrence | on object type
matrices: contrast,
energy, mean, standard
deviation and correlation
Parameter Main types Examples Comments

biometrics of the
face

Holistic approach

- Eigenfaces (PCA),
- Fisherfaces (FLD),

- Cosinus, Fourier or
Wavelet transforms

- PCA (principal
component analysis)
[Moon01],

full image of a face
is processed
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- ICA (independent

component analysis)
[Bar02],

- LDA (linear
discriminant analysis)
[Lu03],

- kernel methods (a
generalization of linear
methods) [Lu03a],

Local feature- | EBGM Only significant and
based HMM (hidden Markov | distinctive facial
models). points are extracted,
easy to store in

databases
Hybrid 3D morphable model Robust against pose
changes and lighting

conditions
other biometry fingerprint Image processed in similar manner as with face

image

Iris feature encoding (extraction) — typically realized

using the Gabor filters

Hand and ear | Image processed in similar manner as with face
geometry image

3.9 Object sound features

Sound analysis is an important improvement to surveillance techniques. Hazardous,
dangerous and illegal events are often connected with the presence of distinctive
sound features in the audio signal. To detect these events on the basis of acoustical
analysis, object's sound features need to be defined and extracted from the signal.
The features of the signal can be used for automatic recognition of events.

3.9.1.
1

2

3
4

Definitions

Sound: The sound, which is produced by object himself or which occurs
during the interaction with other objects or environment.

Sound features: The extracted sound features, which enable the algorithms
to classify/detect the type of sound.

Type of sound: The word-based description of the sound type.

Detection algorithm: Statistical or knowledge based algorithm which
determine the type of incoming sound using sound features extracted from the
streamed audio data.

In typical sound processing methodology, the sound coming from microphone is
analyzed using feature extraction algorithms, and the detection algorithm classify the
sound type using vectors of the extracted features.

3.9.2 Sound/audio classification - types of sound

Sounds can be classified depending on sound sources, on the environment where
they are produced, the situation where they occur and the nature of the sounds
(Tab. 2).
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Table 2. Classification of sound types analysed in our research

General class Class Examples
According to the | Produced by | Human (articulate and non articulate sounds)
sound sources living beings Animal
Produced by | Moving object (vehicles)
inanimate Static object (building alarms, broken shop
object windows,...)
Sounds of interaction result (shooting , fighting,...)
Sound of background
Ambient Audio input of the surveillance system in outdoor
noises environment contains also the noise of the ambient:

included music, sounds produced by the abnormal
weather conditions (like strong rain, thunder storms,
strong wind), trams, trains, buses, etc.

According to the

environment

Public places

Offices

Stadiums

In the public
transport

Vehicles

Public
transport stop

According to the

situation

Normal

Sounds which not represent threat (speech, sounds of
safe driving...)

Abnormal

Sounds which can represent threat (shout,
vulgarism, sounds of dangerous driving...)

cry,

According to the

nature of sounds

Speech-based
audio events

This group of events consists of all events, which are
produced by human beings in a form of spoken words
and phrases and relates to threats, violence or
dangerous situations. As the main items of this group
can be considered: calling for help, screaming,
shouting

Non-speech
audio events

A) inarticulate sounds belonging to (coming from)
human beings: crying, screaming, fans shout, etc.

B) sounds belong mobile objects /cars, trams,
planes/: traffic accidents, alarms and honks, sound of
shear

C) sounds accompanying threats of abnormal
behavior: broken glass (show-windows, bottles),
explosions, fun pyrotechnics, shooting, car brake
abruptly

D) audio events produced by crowd of people. Audio
events produced by crowd are a special group of
sounds, which can indicate threats. A special attention
should be dedicated to crowd tendencies, which
indicates increasing of bad emotions.

E) other sounds. Sounds of battle/fighting, animal
sounds eg. Dog snarl, bark, yelp
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3.9.3 Sound features

The feature extraction algorithms are responsible for generation of a vector of
different features sets, which could be used for sound analysis using detection
algorithms. The vector space could be evaluated and the vector reduction could lead
to better performance of the extraction and analysis.

There are a number of parameters used for analyzing audio signals. They are divided
into two main groups: temporal features and spectral features. Among temporal
parameters, the following features can be used:

e energy of the signal — there are several features related to the energy, such as
RMS or equivalent level Leq. The occurrence of an event is often connected
with the increase of energy. Therefore, the observation of energetic
parameters can be used as a simple method for detection of audio events.

e Attack time — the attack parameters, such as Log Attack Time from the MPEG-
7 standard correspond to the time, in which the signal rises to the maximum
value. This type of feature provides information about the sudden changes in
the signal, which are often caused by the occurrence of an event that should
be detected by the system.

e short time analysis: short-time energy, zero-crossing rate, auto-correlation
parameters, wavelet analysis, pitch, etc.

Spectral parameters are derived from the frequency-domain representation of the
signal (Fourier transform or power spectral density):

e PSD parameters — The analysis of the power spectral density in sub-bands
can be used to determine, what type of sound event is observed. Many
hazardous events are connected with the concentration of energy in regions of
the spectrum, which are unusual for typical environmental sounds,

e MPEG-7 descriptors — many MPEG-7 descriptors can be used as a basis for
automatic sound classification. Those derived from the PSD function, such as
Audio Spectrum Envelope or Spectral Flatness Measure; provide information
about detailed structure of the signal's spectrum, which can be used to classify
types of sound. They are usually calculated in 1/3- or 1/4-octave bands. Other
features, such as Audio Spectrum Centroid relate to more general character of
the signal, e.g. if the energy is concentrated more in the higher or lower
frequency range. There are also spectral descriptors, such as Audio Spectrum
Spread parameter that can be used for distinguishing between tonal and noisy
sounds.

e spectral entropy, spectral centroid, spectral roll-off, spectral kurtosis, spectral
slope, spectral flatness, audio spectrum spread, audio spectrum envelope,
spectral flux

e cepstral parameters: MFCC, PLP, Rasta,

e other parameters.

Apart from the values of the features, statistical parameters can be used. Mean
value, variance or standard deviation of the descriptors relate to the changes in the
signal, which may be connected with the occurrence of an audio event.

Most of mentioned features are usually extended by the first and second order time
derivative, which represents changes of the features over time.
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Features for voice biometrics

As speech and language are complex phenomena, which are analyzed by speech
scientists and linguists at several levels we decided to perform comparison of voices
using four types of features that correspond to various levels of speech production:

e spectral features — related to timbre of voice, which depends mainly on size and
shape of the vocal tract,

e ‘phonetic” features — related to pronunciation — these features depend on habits
of speaking: co-articulation, use of specific phones to utter some word,

e prosodic features — describe stylistic features of speech, accent, stress and
intonation. It uses description of fundamental frequency and intensity to find
speaker characteristic way of uttering words and sentences,

o lexical features — at this level speaker-characteristic words or phrases are
searched.

Combination of these types of features can result in speaker recognition with lower
error rate. Speech features that carry information at different levels are robust to
noise, distortion, emotions etc. in different degree.

MFCC (Mel-Frequency Cepstral Coefficients) feature vectors can be used to
parametrize spectral envelope and GMM (Gaussian mixture model) to model
distribution of these vectors [Rey95].

The “phonetic” features are extracted using neural networks. Signal’s excerpts are
classified into classes of different place and manner of articulation, and then modeled
using n-grams [Leu06].

Prosodic features are obtained by piecewise linear approximation of fundamental
frequency FO and intensity contours and modeling them using n-grams [Ada07].

Lexical features are computed by calculating n-gram distributions of words obtained
from transcription [Dod01].

The information coming from these levels is integrated adaptively to duration and
quality of recognized speech samples and trained models.

The mentioned types of features differ in reliability of speaker dependent information.
Moreover, this reliability depends on conditions (communication channel, noise etc.).
The most accurate speaker verification systems are based on spectral features. In
our experiments with telephone speech we obtained EER=5% for that kind of
features. Prosodic speaker verification system provides lower accuracy (about
EER=17%). Similar error can be obtained for “phonetic’ features (EER=16%) and
lexical features (EER=19%).

Table 3. Summary of auditory parameters of the object

Analysis domain Parameters Application
Temporal features | energy of the signal: RMS, L, detection of audio
of sound events

Attack Time, Log Attack Time (MPEG7) sudden changes in

the signal, detection
of audio events

short time analysis: Short-Time Energy, Zero- | initial signal
Crossing Rate, Auto-Correlation Parameters, | classification
Wavelet, Pitch, etc.
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Spectral features of
sound

Power Spectral Density

type of sound event

Spectral Entropy, Spectral Centroid, Spectral
Roll-Off, Spectral Kurtosis, Spectral Slope,
Spectral Flux, Audio Spectrum Envelope,

detailed structure of
the signal's
spectrum, to classify

Spectral Flatness Measure types of sound.

Audio Spectrum Spread distinction between
tonal and noisy
sounds

cepstral parameters: MFCC, PLP, Rasta,

Voice biometrics spectral features - timbre of voice

“phonetic” features — pronunciation

prosodic features — describe stylistic features
of speech, accent, stress and intonation
lexical features — at this level speaker-

characteristic words or phrases

3.9.4. Detection algorithms

The main goal of detection algorithm is to determine the type of incoming sound
according to extracted sound features and possibly also to determine the object (or
environment) which could produce detected sound.

Often the sound features are connected to 'unknown' object, because mainly we can
identify only the type of the object (the dog), not the concrete object from the video.

Detection algorithms can be based on the supervised learning methods such as
GMMs, HMMs, SVMs, NNs, Bayesian networks etc. Other interesting learning
methods are Large margin HMM, Large margin GMM, Semi-supervised HMM. The
second often used approach is based on a binary classification technique - Support
vector machines (SVMs). Alternatively, the detection method based on Neural
networks can be used.

HMMs are widely used to the speech recognition process and audio events
recognition too. Audio events related to threat have rare occurrence compared to the
other sounds therefore collecting sufficient amount of data for training process is a
challenging task. Contrary, it is possible to collect large amount of data for usual
event model. One of the interesting algorithm is the semi-supervised HMM (Hidden
Markov Models). This approach partially addresses the lack of the data. The
algorithm for detection of unusual events according to IDIAP Research Institute
[Zha05] is following: first the outliers are identified: training data with lowest
likelihood, and taken as representatives for unusual events. These events are
parameterised and produce a model for further analysis.

Another interesting algorithm is Support vector machine (SVM). SVM is a binary
classification technique (distinction between objects in the particular class and
outside of it) but it can be used for multiclass classification too. Multiclass
classification is achieved by many binary classifiers. SVM is based on half space
hyperplane separators chosen in order to maximize the distance between the sound
classes. The hyperplane is used where input feature space are linearly separable.
Nonlinear decision boundaries are supported by mapping the input feature space to a
higher dimension where the features are linearly separable. This mapping is done
using so called Kernel-trick. A very popular Kernel-trick is Gaussian (linear) one
which has these advantages: speed of training and good performance [Tra08].
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Large margin GMM [Sha06a][Sha06b] has many similarities to SVM. The goal of this
method is to maximize the margin that separates the input classes. In the large
margin GMM, sound classes are modeled by the ellipsoids instead of half spaces. In
contrast to SVMs, however, large margin GMMs are very naturally suited to problems
in multi way classification also, they do not require the Kernel-trick for non-linear
decision boundaries. The Kernel-trick is not necessary to induce non-linear decision
boundaries.

We also consider a classification technique based on Dynamic Bayesian networks,
which can be used for the task of detection of acoustic events. A Bayesian network,
in an audio event detection problem, is a directed acyclic graph model where each
arc defines probabilistic relationships between the semantic concept nodes. This
model not only captures the relationships between the audio events, but also has the
advantage of being more robust to noise. In this approach is necessary to train the
model and to define the structure of this model. If there is some prior knowledge
about the relationships between the events, this knowledge can be incorporated in
the model [Tra08].
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4 Interaction model

4.1 General interactions

Interactions define activity of each detected moving object. Two types of interactions
are important:

= between the object and the scene (the background) — not involving other
objects,

» between the object and other objects
Another classification of interactions is related to the type of participating objects:
» interactions independent of object type (defined identically for all objects),

» interactions dependent on type of objects (e.g. between two humans, between
two vehicles, between a human and a vehicle, etc.).

In this section, only interactions independent of object type are discussed. Type-
dependent actions are presented in next sections.

4.2 One model/object action

Single model actions may be defined in numerous ways. The most basic ones are
related to the object itself. Generally an action can be defined as a change of state or
change of one of the parameters described in Sec. 2, visual or auditory.

The first visual ‘actions’ concerning any moving object are: appearing of the object on
the scene and disappearing from the view. Two cases of these actions are possible:
an object entering or leaving the scene through its border (e.g. a person entering the
field of view of a camera) and an object appearing or disappearing inside the scene
(many cases possible: starting movement by object blended with background,
blending into background by remaining stationary for a prolonged time, merging with
another object, splitting an object group, going through the door inside the scene,
etc.).

Other one-model actions may describe movement of the object. Analyzing object
velocity allows determining whether an object has stopped or is moving. It is usually
done by comparing the time-averaged estimate of object velocity with threshold
values. Depending on conditions, one threshold for starting and stopping or separate
thresholds (hysteresis) may be used.

A typical scenario in object tracking is checking whether an object enters and leaves
a specific area or crosses a barrier. An area is a part of the scene defined either as a
polygon or as a mask (a set of image pixels). The action of entering or leaving an
area is detected by testing if object position is inside the area. A barrier is defined as
a line (usually a straight line or a set of lines). Action of crossing the barrier is
detected by checking whether two positions of the object, separated in time by a
given value, lie on different sides of the barrier. Additionally, a barrier may define
directions of crossing that are allowed and prohibited (for further detection of events).
Other scenario of object tracking is related to speed value. The automatic algorithm
can analyze speed changes in time, for detection of a speeding car (high constant
speed), as well as dangerous abrupt breaking of a car (rapid decrease of speed).

For class representing people there are some more actions which may be defined.
These events may be shape based. By analyzing features related to object shape it
is possible to distinguish some sub-classes of an object “person” (e.g. waving
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person, sitting person, laying person). A description of object shape may be obtained
by calculating distances between a given point (e.g. a center of gravity of the object)
and all the points that constitute the object border. Values calculated in this way may
be used either directly (as a function) or by statistical processing over given time
(histogram calculation). Shape descriptors obtained this way are then compared with
patterns describing particular states (standing, sitting, walking, etc.). Machine
learning algorithms are usually employed for this task.

A typical scenario for shape-action recognition is a waving person. The shape
analysis algorithm can detect silhouette of a person with hands up, then detect
periodic movement of hands in the air. Classification algorithm can count these
movements and after a given number of repetitions — it can classify the action as
deliberate waving.

Other main class of actions is related to auditory parameters of the object —
occurrence of sound event is an action. In some cases auditory action can have no
object assigned, as in some cases it is not possible to determine for example which
person in a crowd shouted. In other cases it can be quite easy to assign an object
visible in the image to detected sound event, for example gunshot performed by a
person holding a gun, and sound of breaking glass connected to glass falling from a
window.

Table 4. List of one model actions

Parameter Possible actions

Location appearing, disappearing, inside the image or on the image
border

Movement entering, leaving the area, crossing the border, in right or
wrong direction,

Speed speeding or breaking abruptly

Self-action waving, sitting, laying,

Sound explosion, shout, gunshot, scream, broken glass

4.3 Interactions of several objects

Most of the interactions that involve more than one object are type-dependent. Two
general cases that should be included here are splitting objects (multiple objects
created from one object) and merging objects (one object created from multiple
objects). The result of these actions is either appearing of new objects or
disappearing of some objects. Interpretation of these situations is a task of event
detector.

Splitting objects happens for example if two or more objects enter the scene
together, partially covering each other (two persons walking together, two cars
driving with the same speed, etc.). Because these objects appear together in the
scene, it is not possible to separate them in initial stage of image processing, so they
are represented as one ‘object’. If velocity or direction of movement of one or more
merged object changes, it results in splitting of the original object into separate ones.
Another example is splitting caused by an action of a single object, for example a
person leaving their bag on the floor and walking away, or a person taking an
object that belongs to the background (and thus leaving an empty ‘hole’ in the
background).
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Similarly, merging of objects happens in various situations, typically when
independent objects overlap each other in the camera’s field of view. The difference
is that the objects were separated before the overlapping, so it is usually possible to
track movement of these objects separately, provided that the objects split again
after short time.

4.3.1 Human-specific interactions

Human specific interactions are usually related to indoor scenes where other types of
moving objects (e.g. vehicles) are not expected. These interactions are an extension
of generic interactions described earlier. For example, action of a person entering a
forbidden zone is an equivalent of the generic ‘enter the area’ or ‘cross the barrier
action only that the object has to be of type ‘human’. Some examples of possible
human interactions are presented in Tab. 5.

Table 5: Human specific interactions

Interaction Definition

A person enters an area defined as ‘forbidden’ or crosses a
barrier in a disallowed direction

Left object A person causes appearance of a new inanimate object

Person in forbidden area

Taken object A person removes an object from the scene

A person is located away from an area or point, at a distance
exceeding the threshold

Meeting Two persons remain in a close position for a defined time

Separation from group

A person moving at a speed exceeding a threshold, shape of the
person changing rapidly

Shouting, screaming Sound event occurs, classified as a shout or scream

Running

4.3.2 Vehicle-specific interactions

Vehicle-specific interactions can be usually defined using general interactions
directly. They require certain knowledge regarding the scene, i.e. road location and
lane movement directions. Vehicle-specific interactions can be divided into two
categories: interactions of a single vehicle with the scene and interactions between a
few vehicles. They are presented in Tab. 6. Based on these interactions, some
advance event rules may be derived (i.e. collision = two or more cars stop on the
road in the same time frame after contacts between them)

Table 6: Vehicle specific interactions

Interaction Definition

Single vehicle interactions with a scene

A vehicle outside the road | A vehicle drive outside a designated road area

No stopping violation /|A vehicle stops on a lane or on the side of the road where
breakdown vehicle stopping is prohibited

Speed limit violation A vehicle speed exceeds a given value

Wrong driving direction A vehicle moves in the wrong direction on a one-way road

Sound events detected and classified as a loud noise of car

Sound :
engine, or car horn
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Vehicle interactions with each other

A vehicle passes by another vehicle moving in the same

Overtake direction
. A vehicle passed by another vehicle moving in an opposite
Passing by direction i ’ i PP
Contact Boundaries of two vehicles moving on the same or adjacent
lanes touch each other
Sound Sound events detected and classified as a crash or collision

4.3.3 Human-vehicle interactions

A person can interact in meaningful way with many objects; first the interaction of
moving object is defined. Next section contains interactions between a person and

still objects.

Table 7: Human-vehicle interactions

Interaction

Definition

Entering a car

A person approaches an object classified as a car and
disappears inside of it.

Getting out of a car

Right next to an object classified as a car a new object classified
as a person appears.

Collision with a car

A person and moving car collide, depending on car's speed
consequences may vary

4.3.4 Inanimate objects and human interactions

A person can interact with very wide range of objects. In that stage of the research it
is assumed that object type is not important, as only 3 interactions are defined
(Tab. 8). During further development of event analysis object type will be defined,
and then new interactions should be added, such as “pulling a gun”.

Table 8: Inanimate objects and human interactions

Interaction

Definition

Left object

A person causes appearance of a new inanimate object

Taken object

A person removes an object from the scene

Thrown object

A person causes appearance of a new object which moves on
parabolic trajectory, and its vertical acceleration equals earth
gravitation

Obscuration

A person goes behind an obstacle, is only partially visible

INDECT_Deliverable_D7.2_v20120110_corrected_after_MTR.doc - PU 35/56



D7.2 Creation of event model in order to detect dangerous events

© INDECT Consortium — www.indect-project.eu

4.4 More objects interactions

4.4.1 Crowd interactions

It the image of the crowd it is not feasible to recognize all interactions described
above, but a new type of interaction is introduced — forces between individuals in the
crowd. Changes of these forces can be classified as events.

Criteria characterizing a crowd were proposed in [Cha09]:

Size — to be considered a crowd there must be a significant number of people.

Density — persons in a crowd must be co-located in a particular area with a
sufficient, but safe, density distribution.

Time — crowd members must remain together in given location for a
measurable time.

Collectivity — persons in a crowd should share a “social identity”, common
goals and interests and act in a coherent manner.

Novelty — individuals must be able to act in a socially coherent manner,

despite coming together in an ambiguous or unfamiliar situation.

Table 9: Types of Crowd [Cha09]

Type of Crowd

Characteristics of Crowd

Ambulatory crowd

A crowd entering or exiting a venue, walking to or from car parks,
or around the venue to use the facilities.

Disability or limited
movement crowd

A crowd in which people are limited or restricted in their mobility to
some extent, for example, limited by their inability to walk, see,
hear, or speak fully.

Cohesive or spectator
crowd

A crowd watching an event that they have come to the location to
see or an event they just happen to witness when arriving to the
location.

Expressive
celebrating crowd

or

A crowd engaged in some form of emotional release, for example,
singing, cheering, chanting, or moving together.

Participatory crowd

A crowd participating in the actual activities at an event, for
instance, professional performers, athletes, or members of the
audience invited to perform on stage.

Aggressive or hostile
crowd

A crowd which becomes abusive, threatening, boisterous,
potentially unlawful, and disregards instructions from officials.

Demonstrator crowd

A crowd, often with a recognized leader, organized for a specific
reason or event, to picket, demonstrate, march, or chant.

Escaping or trampling
crowd

A crowd attempting to escape from real or perceived danger or
life-threatening situations, including people involved in organized
evacuations, or chaotic pushing and shoving by a panicking mob.

Dense or suffocating
crowd

A crowd in which people’s physical movement rapidly decreases —
to the point of impossibility — due to high crowd density, with
people being swept along and compressed, resulting in serious
injuries and fatalities from suffocation.

Rushing
crowd

or looting

A crowd whose main aim is to obtain, acquire, or steal something
— for example, rushing to get the best seats, autographs, or even
commit theft — which often causes damage to property, serious
injuries, or fatalities.

Violent crowd

A crowd attacking, terrorising, or rioting with no consideration for
the law or the rights of other people.
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Crowd behavior is analyzed in two scales: macroscopic, concerning behavior of the
crowd as a whole and microscopic taking individuals within the crowd into account.
Macroscopic models include: regression models calculating the flow parameters; fluid
dynamics, utilizing fluid physical simulations for crowd movement analysis.
Microscopic models include: rule-based models, e.g., Reynolds’ (1987, 1999); ‘boids’
model utilizing analysis of flocking birds behavior; social forces models, estimating
persons reaction to all external forces, both social and physical; cellular automata
models, with area discretized into set of cells, and assuming that a person can move
only to unoccupied space; and agent-based models, being a combination of social
forces and cellular automata models with additional semi-intelligence: intentions,
decisions, rational and realistic behaviors.

The concept of crowd behavior analysis employing image processing is based on
investigating the density, velocity and direction of the objects in the crowd. The
algorithm should work properly both on low-density and large-density crowds. This
functionality is achieved by creating a hybrid algorithm using two specialized
methods. For low-density crowds, methods based on counting and tracking objects
within a scene are used, e.g. Head-Shoulder Detection or Feature Point Cluster
Analysis [Zha08][Sah07].

Other group of methods is based on a holistic/macrostructure approach. Basic
physical parameters of high and very high density crowd are calculated. These
methods are presented in literature: Social Force Model (SFM) and Lagrangian
Particle Dynamics [MehQ9][Ali07]. Both methods are based on Optical Flow of crowd.
SFM uses a nonconventional Interaction Force grid of vectors. The interaction force
between pedestrians and environment Fi.; is calculated according to eq. (4)(5)(6):

Loy )-9%
Fint _;(Vi Vi) dt ' (4)
Viq = (1_ pi )o(X| , yi )+ pi Oave(xi ! yi )’ (5)
Vi = Oave(xi ’ yi )’ (6)

where:

r - relaxation parameter,

v — desire velocity of particle, - optical flow for the particle i in coordinates,
0,..(x.y,)- effective spatiotemporal average of optical flow for the particle i and in
coordinates (Xi,yi),

p. - panic weight parameter, for which p, — Orepresents individualistic behavior and
p, — 1 represents herding behavior.

The computed interaction forces describe the interaction between adjacent particles.
Absolute values of forces don’t provide clear information of a dangerous behavior.
For example, in a normal scene of a stock market, the interaction force of stock
brokers would be quite higher than the interaction forces of walking pedestrians in a
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street scene [Meh09]. Rather than momentary values a pattern of forces must be
analyzed, and disturbances of the pattern can be interpreted as an untypical event

(Fig. 13).
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Figure 13. The Optical flow (yellow) and the computed interaction force (red) vectors of two sampled
frames. Note that the interaction force is computed accordingly for pedestrians who are approaching

each other (red box). [Meh09]

4.4.2 Traffic interactions

Traffic events are based on traffic parameters that are calculated for particular
vehicle types independently and for all vehicles together. Each parameter is obtained
for any given time period. Traffic parameters are presented in Tab. 10. Traffic events
that can be detected using the parameters summarized in Tab. 11. Low and high
thresholds for parameter values need to be determined for the analyzed scene.

Table 10: Traffic parameters

Parameter

Definition

Number of vehicles

Number of vehicles that appeared in and left camera field of
view

Mean velocity

Mean velocity of vehicles that appeared in and left camera field
of view

Average number
vehicles

of

An average number of vehicle present in a camera field of view

Road occupancy

Percent of the road surface occupied by vehicles on average
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Table 11: Traffic events

Event Definition
Low, fluent traffic Number of vehicles is low and mean velocity is high
High, fluent traffic Number of vehicles is high and mean velocity is high
High traffic with | Number of vehicles is low, mean velocity is low, average number
congestions of vehicles is high
Number of vehicles is very low, mean velocity is very low,
Traffic jam average number of vehicles is very high and road occupancy is
high
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5 Event detection

An event is defined as an action performed by one or more objects. Event detection
is based on interpretation of actions taken by separate objects, as well as
interactions between each object and other objects or the static background. The
object model provides data on the state of each moving object analyzed in the video
stream, including its position, size, appearance, movement, etc. The interaction
model provides information on relations between the modeled objects and other
objects and the background. However, these low-level models do not perform any
interpretation of object’s actions. Therefore, the event model is created for a high-
level interpretation of data from the object and interaction models (Fig. 14).

EVENT MODEL
A A A

Interaction
model
Object model 1 Object model 2 . Object model N

Figure 14. Diagram of relations between the event model and the low-level models

The event model is responsible for processing data received from object and
interaction models and determining whether the event conditions are fulfilled. For
example, an event rule may describe a vehicle entering a restricted area. Object
model describes this moving object by means of its current position, size, velocity,
appearance, class, etc. , but no information on actions performed by this object is
provided. The interactions model is able to detect and inform the high-level analysis
procedures that the object entered a defined area. However, there is no data
interpretation in this model, e.g. it is not defined whether the object is a vehicle or
another object type, also whether the area represents an actual restricted zone
(several areas for different event types may be defined), etc.

The event model is therefore created for processing and interpretation of the low-
level data. In the example presented above, analysis of data from the object and
interactions model provides information on whether the analyzed object is a vehicle
and whether the area in which the object was detected was labeled as the restricted
zone for this type of objects, respectively. Further details may be taken into
consideration by the event model. For example, if the object model provides data on
the license plate of the vehicle, the event model may verify the license number
against the list of allowed or disallowed vehicles in this area. As a result, the event
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model is needed for a more complex reasoning of actions performed by moving
objects viewed by the camera.

The event model is not restricted to a single data source and to interpretation of
current events only. For a more flexible event detection, the event model stores a
history of past object states (from the object model) and detected interactions (from
the interaction model), as well as previously detected high-level events (from the
event model itself). This serves two purposes: filtering out momentary events (e.g.
object detected inside the area only for a short time) and detecting events described
using a chain of actions separated in time. Extending the example presented earlier,
the event may be detected only if the vehicle enters the restricted zone and remains
inside it for a defined time. This requires storing and analysis of object states and
interactions from the past. Moreover, the event model may gather object states and
interactions from a number of sources, e.g. from different cameras, and perform a
global analysis. For example, the object may be first detected entering the gate in the
first camera, and then stopping at the second camera. The object and interaction
models are restricted to a single camera, therefore the event model is needed to
perform analysis of data from multiple sources.

The event detector module is a practical implementation of the event model
described here. Each event is described using rules (conditions) that are related to
data from the object and interactions models. The event detector processes the
event rules using the data from the low-level analysis modules and outputs a list of
detected high-level events.

The details of event detection rules are given in D7.2, sections 5.1 and 5.2.

5.1 Event conditions

Interaction model, described in Sec. 4, defines the most basic events observed in the
monitored areas. Practical situations related to actual security threats require a
number of conditions to be fulfilled. Therefore, detection of complex events should
work by testing if required basic interactions were previously detected.

Detection of complex interactions may depend on the following conditions:
» detection of a sequence of basic events,
= temporal conditions — e.g. complex event detected during a defined period,
= gpatial conditions — e.g. the resulting event occurring in a defined area.

An example of complex event may be abandoning a luggage at the airport. Several
conditions have to be met to detect such event: a person has to leave an object of
type ‘luggage’, walk away from it at a defined distance and do not return to proximity
of the luggage during a defined time. Additionally, detection of abandoned luggage
may be performed only in a defined area (e.g. waiting area) and during selected
times of day. Therefore, detection of abandoned luggage is performed by checking
whether all the relevant basic interactions were detected in a proper order, in relevant
area and during a defined time window. All the basic events that comprise the
complex event (leaving an object, walking away from it) and checking types of
objects (object walking away has to be a person, object left has to be a luggage) are
interactions described in the previous sections. Therefore, complex events are
constructed from a set of simpler interactions.

Some examples of complex events and the conditions they depend on are presented
in Tab. 12. Many more complex situations related to security threats may be
described similarly.
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Table 12: Examples of complex, conditional events

Complex event

Conditions

Abandoned luggage

A person left luggage, walked away, did not return during
defined time

Stolen object

An object in observed area taken by a person, not returned
during defined time

Trespassing

A person crossing the barrier in disallowed direction

Parking a car

A car stopped in observed area, a person appears, leaving the

car and walking away, not returning during defined time

A human and a vehicle close to each other, the human

Driving away by car disappears, the vehicle starts moving

Ignoring traffic lights A car crossing the barrier, state of traffic light is ‘red’

Two cars stopped, touching each other, drivers getting off their
cars

Traffic collision

A person moving constantly in a defined area (close to an
observed object, in specific time e.g. during night), stopping and
moving, changing the direction of movement (possible theft
attempt)

Loitering

A person ‘interacting’ with another person and then running
away, behavior of the second person indicates the state of
‘being robbed’

Robbery

Persons detected in close range, analysis of their poses,

Fighting movement speeds, pose changes indicate the state of ‘fighting’

A person stopping near the observed object, his pose is
changing, then he walks away, state of the observed object is
changed (window is broken, wall is painted, etc.)

Vandalism

Sound event occurs, is classified as an untypical event:

Sound events .
explosion, gunshot, broken glass, shout, scream.

5.2 Event and Detection Rules

The event detection system may be divided into two parts:
* |ow-level event detector (LLED),
» high-level event detector (HLED).

The LLED uses parameters describing the object’s position, physical size, class,
statistics, etc. for detection of low level-events, i.e. simple interactions described in
Sec. 4 (such as object entering or leaving the screen, object that stopped or started
moving, etc.). The task of the HLED is interpretation of the detected low-level events
and detection of complex events (such as a car parking in the observed area, a
person getting into a building, etc,), as described in Sec. 5.1. Both parts of the event
detector have their own set of rules. While the LLED rules operate on the extracted
parameters of tracked objects, the HLED rules interpret the low-level events in order
to detect the high-level events. In other words, the low-level rules describe what
happens in the camera images, without any interpretation, and the high-level rules
describe what these events mean. The rules for HLED are defined using terms that
are similar to description of events in the natural language; therefore the HLED is
positioned closest to the user interface in the system architecture.
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The implementation of the HLED requires a logical structure (database) that stores
the detected low-level events, together with their time signatures and screen
positions, and a rule interpretation algorithm that browses the detected events and
evaluates all possible rules. In the first, basic implementation of the system, simple
deterministic rules (IF-THEN) may be used. However, there is a room for more
complex methods, such as fuzzy logic, that provide much more possibilities for
interpretation of the rules, especially the high-level ones.

The rules for event detection may be chosen by the operator from a set of predefined
rules describing typical events. These rules should be provided by system creators.
Additionally, a possibility to define new rules should be provided. Definition of rules
may be done using a graphical interface for selection of input parameters and
constructing logical conditions.

Systematic description of algorithms is omitted here, as this Deliverable serves as a
general road map for future research: it focuses Work Package Partners on particular
issues, presenting a research topics rather than complete solutions. Next
deliverables, namely: D7.3 Biometric features analysis component based on video
and image information (M23), D7.4 Biometric features analysis component based on
audio information (M30), D7.5 Prototype of automatic event detection system (M37),
and D7.7 Prototype of complex multimodal biometric features detection system
(M52), will extend thoroughly the topics discussed here.
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6 Case studies
Crossing at a red light by a pedestrian

An example of human interaction is a pedestrian crossing a street while the red light
is on. The detection of such event as a potentially dangerous can attract attention of
a monitoring system operator.

Area of concern in this situation is usually part of the sidewalk, the crossing, traffic
lights and the background. We assume that the camera can observe the crossing at
30° or 90° to the axis of the road. Schematic location of cameras is shown in Fig. 15.

B
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Figure 15. Registration area and overview of recordings conditions for pedestrians crossing

Robust detection of persons passing a red light requires camera located in a
direction perpendicular to the axis of the road (see Fig. 16), because of visibility of
traffic lights.

Figure 16. Frames captured by two cameras observing pedestrians crossing

Except pedestrians, the crossing can also pass cars and trams, and it must be taken
into consideration during the analysis.

First step is searching for a traffic light in images. This operation uses RGB to HSV
conversion (Fig. 17). Algorithm searches areas with red color, high saturation. When
program finds objects that meet these criteria (ROI), extracts them from the original
image. ROI extraction is shown on the Fig. 17. Detection data of the lighted/switched
off lamp are recorded for each test film frame in binary form.
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Image

Figure 17. Result of automatic cut-outs of traffic lights (on left) in the HSV color palette, and
accordingly, each component of the color palette

Next step is red light-movement detection. At this stage, the images are converted
from a RGB to grayscale and median filtered to remove “salt and paper” noise. Then
current frame is subtracted from previous one to detect areas with motion occurring
(Fig. 18). Next steps are morphological operations. Results of these operations are
shown in Fig. 19-21. This operation is performed for determining the shape of
objects. After object extent measuring there is the decision: if the object is detected in
the vertical orientation it is considered as a moving person, and if in horizontal
orientation - a moving vehicle. An important element is to test which of detected
object are partly or completely located on the crossing.

Figure 19. Movie frame number 63 after conversion to grayscale
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Figure 20. Difference between 63 and 62 movie frame

Figure 21. Morphological operations

MOWVEMENT DETECTION
(THE DIFFEREMCE BETWEEMN TWO FRAMES)

LOADING AMND EATRACTION OF VIDEQ FRAMES

¥

ROl - REGION OF INTEREST MORFOLOGICAL OPERATION
(RED AMD GREEM LIGHT)

2

CHECKING OF THE SHAPE OF OBJECTS

_ PERSON DETECTIOM VEHICLE DETECTION

_

Figure 22. Block diagram of the application detecting a person passing at red light
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In the final stage the output data are analyzed, and following event detection rule is
employed:

If PERSON_DETECTON and RED_LIGHT_DETECTION then DANGER_STATE

If these two elements occur at the same time, this is a dangerous situation. Results
of this processing are presented graphically. If current event is detected as a
dangerous situation, then at the top of a frame a red stripe will be displayed for the
operator. Results are shown in Fig. 23.

Figure 23. Result of crossing on red light: correct detection of the event

Crowd observation at the bus (or tram) stop

An example of objects interaction tested in WP7 is the persons on a tram ora
bus stop. Modeling of dangerous situations on the bus stop was based on an
analysis of the number of people on the platform stop. Exceeding a given limit of
persons per area unit makes a real threat to the safety of passengers and provokes
to descend onto the road or tracks. The camera should be positioned so that it can
observe a line of security along the tram stop and the door (Fig. 24).

Figure 24. Placing the camera on the bus stop

Algorithm for the detection of dangerous situations on public transport stop was
implemented utilizing definition of dangerous zone — tracks or road area. The results
are presented in Fig. 25. The algorithm calculates size of the objects and therefore
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distinguishes between object: person on the tracks and object: tram on the track,
while the latter is not a dangerous situation.

Figure 25. Example of proper analysis of the monitoring safety on public transport stop - found
someone on the track

Vandalism - fire detection

During the crimes and acts of vandalism often appears the fire and
destruction of objects.

The test recordings represent a fire from combustible material and a cigarette lighter.
The recording also contains other light sources - lamps and sunlight - in the analysis
they are removed. During analysis the elongated shape of a flame is sought, the
brightness, and a high variability in time and objects motion are detected. In addition,
an algorithm identifies the presence of smoke. The application reports dangerous
situations when the fire OR smoke appears (Fig. 26).

Figure 26. Output for the detection of fire algorithm

Surveillance system for entrance control - identity verification system of
people entering the monitored area

The main purpose of application is to identify people accessing restricted areas using
surveillance cameras. System is capable of movement detection, mobile objects
segmentation, face detection and recognition. Verification is performed in following
steps:

e Moving objects are separated from background using background subtraction
technique
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e Objects contours are traced using contour tracing algorithm and each traced
object is tracked.

¢ While entering designated area people are recognized.

First step is designation of two areas: Area of Photography (AoP) and Area of
Interest (Aol). Area of Photography is a region where an image suitable for
recognition could be taken. Area of Interest is a zone which is put under surveillance,
i.e. room doors. Each person is labeled and tracked until he leaves the area covered
by the camera. When person enters the AoP an image is stored for later processing.
If person enters the Aol, the image taken before is passed to the recognition module.
If person leaves the video area without entering the Aol, the image is discarded.

Main advantage of this method is that recognition need not be undertaken for each
person on the image but only for people that enter the Aol.
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7 Conclusions

In the Deliverable a parametric model of event was proposed employing a
combination of detected objects parameters and detected actions and interactions
between these objects. A set of parameters was proposed describing visual and
acoustic features of the object and interactions.

The proposed object model defines how each object can be described in visual and
acoustic domains. It contains descriptors related to object location, size, type,
appearance, activity, biometric features and sound features. For person identification
task biometric technologies are utilized. Important standards were mentioned,
followed by description of practical features of biometric modalities: fingerprints, face,
iris, ear and hand shape, hand vein patterns. Objects interact with each other, hence
utilizing the proposed methodology of conditional rules an event can be classified as
a typical or untypical.

As this Deliverable serves as a general road map for future research a thorough
description of algorithms was not included. Next deliverables, namely: D7.3 Biometric
features analysis component based on video and image information (M23), D7.4
Biometric features analysis component based on audio information (M30), D7.5
Prototype of automatic event detection system (M37), and D7.7 Prototype of complex
multimodal biometric features detection system (M52), will present the topics
discussed here in appropriately extended manner.
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