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1 Executive Summary

Security is becoming a weak point of energy and communications infrastructures,
commercial stores, conference centers, airports and sites with high person traffic in
general. Practically any crowded place is vulnerable, and the risks should be
controlled and minimized as much as possible. Access control and rapid response to
potential dangers are properties that every security system for such environments
should have. The INDECT project is aiming to develop new tools and techniques that
will help the potential end users in improving their methods for crime detection and

prevention thereby offering more security to the citizens of the European Union.

In the context of the INDECT project, work package 4 is responsible for the
Extraction of Information for Crime Prevention by Combining Web Derived
Knowledge and Unstructured Data. This document gives an overview of the first and
the second deliverable of the work package, which provides a detailed review of the
current-state-of-the-art in the field of relation mining. The overview focuses on
dissemination and by using diagrams it tries to make the mathematical algorithms

more understandable for the public.
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2 Introduction

This section provides an overview of deliverable 4.1, and 4.2. The aim of work
package 4 (WP4) is the development of key technologies that facilitate the building of
an intelligence gathering system by combining and extending the current-state-of-
the-art methods in Natural Language Processing (NLP). One of the goals of WP4 is
to propose NLP and machine learning methods that learn relationships between
people and organizations through websites and social networks. Key requirements
for the development of such methods are: (1) the identification of entities, their
relationships and the events in which they participate, and (2) the labelling of the
entities, relationships and events in a corpus that will be used as a means both for

developing the methods.

Methods >

Intelligence NLP

Gathering
System

In this report, we provide an overview of the usage of the annotation scheme
developed in workpackage 4 and show via examples how information from chats,

blogs and websites can be annotated with security relevant information.

The techniques that will be developed in workpackage 4 will eventually develop
methods for generating such annotation automatically. An annotated text will function
as an enriched database or can be viewed as a semantic web object hence making it
feasible more intelligent searching and application additional techniques further down

the pipeline for automated detection of security risks.
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2.1 Justification

The impact and influence of the Internet over the past ten years has been immense.
During that time, access to the Internet has grown enormously. In 1996 only in the
UK 3.4 million UK adults were online; by 2006 this had expanded to 28.5 million. The
rise of this networked society has expanded the range of information available to
individuals and changed the way in which we relate to one another in the virtual world
as well as in the physical world. However, it also has a dark side: the Internet has

proven to be an influence on criminal, as well as legitimate, activity?.

Internet users in the World
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The enormous growth of the internet users all over the world gives opportunities to
criminals to keep connection with each other, to exchange background information or

to plan and commit crimes online or physically, supported by the internet.

2 UK Cybercrime report Stefan Fafinski
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According to the report above, 90% of cyber crimes go unreported with victims
deterred from coming forward as they believe the police will be unable or

unwilling to investigate  or the activity is not criminal.

Main objective of WorkPackage 4 and the project itself is to support the work of the
homeland security services in their investigations and to provide tools, which are able
to substitute human work capacity and are because of this more effective.

2.2 List of participants & roles

This report has been produced University of York (UOY) and INNOTEC-DATA based

on the deliverables 4.1 and 4.2.
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3 New annotation scheme

The purpose of this section is to present the annotation scheme employed by the
Automatic Content Extraction (ACE) project’. The vast amount of electronic
information, most notably lying around the web, provides a huge resource that can be
exploited to enhance the development of natural language understanding
applications. However, in order to take advantage of this potential, it is essential to
develop technology that extracts content from human language automatically. This is
the objective of the ACE project, i.e the development of content extraction technology
that supports the automatic processing and exploitation of language data in text form.
Language data are derived from a variety of sources such as newswire, forums,
blogs, etc. The developed annotation scheme supports a large number of Natural
Language Processing (NLP) applications by extracting and representing language

content, i.e. the meaning conveyed by the data.

3 http://www.itl.nist.gov/iad/mig/tests/ace/ [Accessed 15/06/2009]
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4 Relation Extracti on

Relationship mining or relation extraction is defined as the task of identifying a
relation of interest that exists between two or more entities. The target of an RE
system is to identify that there is an employment relation between the named two or

more identified entities.

1 George Brown is working for InSoft LTD .

1 George Brown is married to Lilian Brown

He " Entities'1 2
"8 George Brown Entities 1 il . 3.

S 5 George Brown
2 W 2 (employee) \ /
&Y S / \
“ A O\ -
P 20 Entities _

o "F .f":* b

£ ‘ T Entities 2 Entities 3 / l \

Entities 2 : Entities 3 CEO Soft LTD

i ¥ - E—
Soft LTD é Liliab Brown, (job title) R mplayer) i

Binary relations Trinary relation N-ary relation

The target of an RE system is to identify that there is an employment relation
between the named entity George Brown and the organisation InSoft LTD.
Equivalently an RE system should also identify that there is a family relation between
the named entities George Brown and Lilian Brown.

The above example has considered two different types of relations, which however
only involve two arguments, i.e. they are binary relations. For instance, the

employment relation in the example only considers the employee and the employer.

Most relation extraction systems focus on the specific problem of extracting binary
relations, while little work has been done in recognizing and extracting more complex

relations [1].

Complex relations are relations one with more than two entity arguments, i.e. n-ary
relations. These relations might also exist in a given text, and possibly be more

informative than binary ones, as the following example shows.
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1 George Brown is the CEO of InSoft LTD.

We observe that the employment relation can now be defined as a trinary relation, in
which the first argument might be the employee, the second its job title and the third

its employer. It is clear that this relation is more informative than its binary equivalent.

Within the context of INDECT, relation extraction is a key factor, because it allows the
detection of unknown relationships between people (e.g. known criminals) or
between people and organizations from unrestricted corpora such as blogs, forums
and other internet resources. These relationships can further be exploited by the
police partners or by an automated system that aims at the automatic detection of

threats and recognition of abnormal behavior or violence.

PER \
Individual
PER PER
person Group
Identification
El'lti'(y PER
Types ORG it bl Given that the relation types, in which an
organisation entity participates, are strongly reflected
RE on his behavioural patterns, a behavioural
System: Etc. profiling method should also consider this
types of information in order to build
PER-SOC.Business behavioural patterns, which are also Key
. business factors in determining and predicting possible
Ident!fylng threats and abnormal activities.
Relations PER-SOC PER-SOC.Family
Events personal/social family
Etc. PER-SOC.Other
other

4.1 Supervised approaches to relation extraction

A large part of work in relation extraction has focused on the development of
supervised approaches. Typically supervised learning uses training data (annotated
data), i.e. pairs of an input and desired output to learn a function, which is then
applied to unseen data in order to predict their output.

A Logistic regression
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A Conditional Random Fields
A Support Vector Machines

For more information see: Deliverable D.4.2

4.2 Unsupervised a pproaches to relation extraction

Unsupervised approaches aim to overcome the primary limitation of supervised
approaches namely the need for richly annotated corpora. Additionally, they do not
require initial seeds of relation instances or the types of target relations, in effect

improving upon weakly-supervised approaches.

Typically, unsupervised methods of relation extraction apply clustering algorithms in
order to group pairs of entities to the same cluster. The label of the cluster defines
the target relation, which is shared among all entity pairs of that cluster. As a result,
unsupervised approaches have to deal with an even more challenging problem, i.e.

the labelling of the relation.

For more information see: Deliverable D.4.2

4.3 Weakly-supervised app roaches to relation extraction

Relation extraction has traditionally relied on extensive human involvement of hand-
crafted rules and training examples [8]. This process is labour-intensive, costly, error-
prone and unable to deal with the vast amount of relations that exist in general-

purpose corpora, e.g. on the web.

Weakly supervised methods attempt to overcome these deficiencies by removing the
need for hand-tagged corpora. Typically, these approaches require a few initial seeds
of relation examples as well as the types of the target relations the initial seeds
describe. New instances of target relations are then retrieved by applying

bootstrapping techniques.

For more information see: Deliverable D.4.2
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4.4 Summary of the approaches to relation extraction

This section has provided a simplified overview of the approaches to the problem of

relation extraction. (For more information see D.4.2)

Within the context of INDECT, it is crucial to be able to continuously capture and
update relations between entities through web blogs, chats and forums within

different domains (hooliganism, terrorism and others).

As a result, the adoption of supervised techniques would impose several restrictions
on the portability of the developed algorithms as well as on the feasibility of their
applications, since there are no hand-tagged data for every domain or type of
relation. Furthermore, all of the supervised approaches assume that a target relation
is given, which is not always realistic, since new types of explicit or implicit relations
between entities may come up. To deal with these limitations, it is important to move
on to weakly-supervised or unsupervised methods. An alternative solution that is
gaining interest in other areas of NLP, would be to automatically create (high-quality)
annotated data, which can then be used to train classifiers of supervised methods.

Initial weakly-supervised methods focus on applying bootstrapping methods in order
to learn new relation instances and new relation patterns on very large corpora such
as the web. This strategy has the advantage of achieving high recall, and the
limitation of performing poorly in terms of precision. In other words, the generated
patterns are generic enough to capture a large part of relation instances, but also

general enough to include false positives.

This limitation of initial weakly-supervised methods was dealt with the introduction of
statistical methods and models which assign weights to extracted relation patterns
and relation instances. These weights reflect the reliability or confidence of patterns
or relation instances; hence they can be used to filter out noise. This in effect
indicates that hybrid methods based on both linguistic and statistical knowledge are a
viable solution for the purposes of INDECT.
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Unsupervised methods relax all the supervision requirements of supervised and
weakly-supervised methods by extracting relations without the use of any apriori
knowledge or hand-tagged data. As a result, they have the ability to be applied to

different domains and text genre.

In general, unsupervised approaches have a worse performance than supervised or
weakly supervised methods. Although, to the best of our knowledge, there is no study
in relation extraction showing this, evaluations on similar NLP tasks show that

supervised and weakly-supervised approaches have superior performance.
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5 Examples for relation extraction

In this chapter we provide an overview of the detection of entity, event and relation
and the extraction of data from sample sentences. The content of the chapter is not
representing the exact mathematical model of the data extraction, however it gives a
simplified overview of the possible entity, event and relation types and the extractable

data from the example sentences.

PER

person

v ORG

organisation

v GPE
Geo-Political-Entity

+» LOC

location

& FAC

Pope XVI Benedict RE facility
from Vatican will visit
Hungary... . System: 4 GPE

Geographical/Social/Political

4 VEH
wvehicle

4 WEA

weapon

5.1 Entity Dete ction & Characterization (EDC) and Relation
extraction

The goal of the EDC task is the recognition of entities, not just names. This means
that all mentions of an entity, i.e. a name, a description, or a pronoun are identified
and then classified into equivalence classes. Using the methods mentioned earlier in
this document we also give examples of the detection of the entities and the

extraction of data based on sample sentences.

5.1.1 Persons (PER) - Organization (ORG)

Persons (PER)
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This type is used to annotate entities that refer to a distinct person or a set of people.

PER
person
PER PER PER
Indl\r|'|ldual Group Indeterminate
| |
single Group of Impossible to
person people assign an entity

Organizations (ORG)

The mention of an organization or a group of organizations in a given document

gives rise to an entity type of Organization (Must have been established in a formal

manner.)
ORG
ORG.MED ORG.GOV ORG.COM ORG.EDU ORG.ENT ORG.NomGov ORG.SPO
Media Government Commercial Educational Entertainment Non-Governmental Sports
ORG.REL ORG.SCI
Religious Medical-Science

Example: Persons (PER) - Organisation (ORG.Nom.Gov)

S e nt e he&ungaiian prime minister will welcome the environmental activist

fromgreenpeace. 0
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Type = Sentence
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Role = none
Type = noun Type = Verb Type = PNP
Text = Prime minister Head = welcome Text = activist
Role = Person Role = none Role = none
Type = PNP Type = prep Type = Entity
Text = activist Text = from Text = Green Peace
Role = none Role = none

5.1.2 Organization (ORG) - Persons (PER)

Example: Group person (PER:Group)

Sentence: A group of University Of Washington students are being called vigilantes.

Type = Sentence
Role = none

Role = OrgNonGov

T Organisation (O RG EDU)

Type = Entity

Text = University of Washington

Type = PNP

Role = Educational Organisation

Head = students
Role = PER Group

Type = PNP
Head = students
Role = PER Group

Type = verb
Head = called ]
Role = none

Type = noun
Text = vigilantes
Role = none

5.1.3 Geographical/Social/Political Entities (GPE)

INDECT_Deliverable_D9.5_v20091031.docx - Public
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Employment/Membership/Subsidiary (Tag: EMP  -ORG)
This relation includes employment relations between PERs and an ORG or GPE,
subsidiary relations between ORGs and GPEs, and membership relations between

one of PER, ORG, GPE and an ORG.

EMP-ORG

/ Gl TR R S S S R \

EMP-ORG.Employ -exec  EMP-ORG.Employ -staff / EMP-ORG.Employ -undetermined EMP-ORG.Member of group

member of group

employ-exec(s) employ-staff employ-undetermined
EMP-ORG.Subsidiary EMP-ORG.Partner EMP-ORG.Other
subsidiary partner other

Persons (PER)

This type is used to annotate entities that refer to a distinct person or a set of people.

PER
person
PER PER PER
Individual Group Indeterminate
[ | |
single Group of Impossible to
person people assign an entity

Example: Geographical State or province (GPE .STA) i PER Group

Sentence: iNew York's governor was elected yesterday. 0
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Type = sentence

Role = none
Type = Entity Type =PNP Type = verb
Text =New York & Text = governor — | Head = was elected
Role = GPE.STA Role = Per group Role = none

5.1.4 LOC Location i PER Person

Persons (PER)

This type is used to annotate entities that refer to a distinct person or a set of people.

PER
person
PER PER PER
Indl\r|'|ldual Group Indeterminate
[l [
single Group of Impossible to
person people assign an entity

Location (LOC)
Places referring to geographical or astronomical regions and do not constitute a

political entities give rise to Location entities.

LOC
‘/, Location \
LOC.ADD LOC.BON LOC.CEL LOC.WAT LOC.LAN LOC.REGG LOC.REGI
address boundary celestial water-body land-region-nat. region-general region-international

Example: Single person (PER:Individual) T Location (LOC.LAN)

Sentence: APope XVI wWielnledvicgi tf rbum gvaarty @
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Type = Sentence

Role = none
Type = PNP Type = prep Type = noun
Head = Pope XVI Benedict —— Text = from Text = Vatican
Role = Person Role = none Role = Location
Type = PNP Type = Verb Type = Entity
Head = Pope XVI Benedict Head = visit -~ Text = Hungary
Role = person Role = none Role = LOC.LAN

5.1.5 Facilities (FAC) 1 Vehicle & Weapon (VEH&WEA)

Facilities (FAC)

In ACE a facility is defined as a functional, primarily man-made structure. This type

includes buildings such as airports, stadiums, factories, museums, prisons, etc.

FAC
/ reces \
FAC.AIR FAC.PLA FAGC.BUI FAC.SUB FAC.PAT
airport plant building-or-grounds Subarea facility path

Vehicle (VEH) & Weapon (WEA)

Vehicle (VEH) & Weapon (WEA) are two types which are also included in ACE 2008.

However, the entity task guidelines do not describe these types.

VEH & WEA
vehicle & weapon

Examples: VEH Vehicle 7 Facilities FAC.AIR
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Se nt e A caewas siolen at Leonardo airpot in Rome.o

Type = sentence

Role = none
Type = noun Type = verb Type =PNP
Text = car — | Head = stolen Text = airport
Role = VEH vehicle Role = none Role = FAC AIR
! |

Type =PNP Type = prep Type = noun

Head = airport Text = in Head = Rome

Role = FAC AIR Role = none Role = location

5.2 Relation Detection & Characterization (RDC) and Relation

Extraction

The goal of RDC is to identify and characterize the relations between two target
entities that have been identified in the EDT task. Each relation takes two arguments,
i.e. the entities that participate in the relation. Each identified relation has to be
assigned one of the seven class types. Using the methods mentioned earlier in this
document we also give examples of the detection of the relations and the extraction
of data based on sample sentences.

5.2.1 Physical (PHYS) 1 Facilities (FAC)

Physical (Tag: PHYS)

This type includes relations that describe physical proximities of target entities

PHYS
physical
e \J ™~
PHYS Located PHYS Near PHYS Part-Whole
located near Part ahole
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Facilities (FAC)
In ACE a facility is defined as a functional, primarily man-made structure. This type

includes buildings such as airports, stadiums, factories, museums, prisons, etc.

FAC
/ reces \
FAC.AIR FAC.PLA FACG.BUI FAC.SUI} FAC.PAT
airport plant building-or-grounds Subarea facility path

Examples: PHYS Located 1 Facilities FAC.Plant

S e nt e Mhe station fis located at the top of the hill . 0

Type = sentence

Role = none
Type = Entity Type = verb Type =PNP _
Head= station ~—T Head = located —_ Text= the top of the hill
Role = FAC.PLA Role = none Role = PHYS Located

5.2.2 Personal Social (P ER-SOC) 1 Employment/membership/subsidiary (EMP -
ORG)

Personal/Social (Tag: PER -SOC)

This type describes relations between entities of type PER. The order of the
arguments does not have any impact on the relations.
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PER-S0OGC
personalisocial

— v T

PER-SOC.Business PER-SOC.Family PER-S0C.Other
business family other

Employment/Membership/Subsidiary (Tag : EMP-ORG)
This relation includes employment relations between PERs and an ORG or GPE,
subsidiary relations between ORGs and GPEs, and membership relations between

one of PER, ORG, GPE and an ORG.

Examples: PER-SOC.Other i EMP-ORG.Other

Sentence: Wohnd fatmate is a member of the Labours . 0
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