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1 Executive Summary

This deliverable presents a review of existing MANET (Mobile AdHoc Network) routing
algorithms. It shortly describes four main classes of MANET algorithms: proactive, reactive,
hierarchic and geolocational. There are mane other type of classification of the MANET
routing protocol (e.g. flow-oriented, adaptive (situation-aware), hybrid, geographical, power-
aware, multicast, proactive, reactive, and hierarchical). Furthermore, these algorithms can be
classified into multipath-based, QoS-based, negotiation-based, query-based, and coherent-
based depending on the protocol algorithm. It shows assumptions, applications, advantages
and disadvantages of presented algorithms, and some application notes, if it is necessary.

This paper does not cover the whole subject of WSN (Wireless sensor networks) routing

algorithms, however, ast hi s report is a starting point

research direction considering routing algorithms in MANET and WSN, These presented
routing protocols these routing protocols are frequently used in scientific as well as real
MANET environment. Nowadays, there are many modifications of the described protocols.
The next part of deliverable document deals with MANET Self Positioning algorithms
analysis there are very necessary for understanding of the issues of localization problem.

There are the foundations of localization techniques, they classification and description.
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2 Introduction

Mobile Ad-hoc NETworks (MANETS) are multi-hop, self-organizing ad-hoc wireless networks
in which there are no backbone infrastructure. MANETS are rapidly deployable since they do
not have a fixed infrastructure. All mobile hosts in an ad-hoc network are embedded with
packet forwarding capabilities. Each Mobile Node (MN) acts either as a host generating flows
or being the destination of flows from other MN or as a router forwarding flows directed to
other MN. Due to the unpredictable location and mobility of MNs in MANETS, classical
routing protocols used on wired networks are not suitable for MANETs. There are many
applications of MANETSs, each with different characteristics of network size (geographic
range and number of nodes), node mobility, rate of topological change, communication
requirements, and data characteristics. Due to the dynamic nature of MANETS, designing
communications and networking protocols for these networks is a challenging process. One
of the most important aspects of the communications process is the design of the routing
protocols used to establish and maintain multi-hop routes to allow the communication of data
between nodes. A considerable amount of research has been done in this area, and multi-
hop routing protocols have been developed. The mobile ad hoc networks have several
salient characteristics, such as Dynamic topologies, Bandwidth-constrained, variable

capacity links, Energy-constrained algorithm, Limited physical security [1].

Wireless sensor network (WSN) is an ad-hoc network composed of small sensor nodes
deployed in large numbers to sense the physical world. Wireless sensor networks have very
broad application prospects including both military and civilian usage. Sensors are usually
resource-limited and power-constrained [2]. They suffer from restricted computation,
communication, and power resources. WSN together with MANETS, are part of the broader
wireless ad hoc networks. Recently, these wireless ad hoc networks have come into
prominence because they hold the potential to revolutionize many segments of our life, from
daily communications, to military and environmental applications. However, numerous
technical barriers still remain and they must be resolved before we can realize the full
potential of wireless ad hoc networks. We argue that components in wireless ad hoc
networks should be made adaptive and responsive to changes in network topology, node
connectivity, and end-to-end quality of service conditions. Wireless ad hoc networks can be
divided into two categories: quasi-static and mobile. In a quasi-static ad hoc network, nodes
are static or portable. However, due to power controls and link failures, the resulting network
topology may be dynamic. A typical sensor network [2] is an example of a quasi-static ad hoc
network. In MANETS, the entire network may be mobile, and nodes may move quickly
relative to each other.

INDECT_Deliverable_D9.8.doc 9/75
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3 Classification of routing protocols in MANET

A major technical challenge in a MANET is the design of efficient routing protocols to cope
with the rapid topology changes. Routing protocols in ad hoc networks vary depending on the
type of the network. Depending on the way routing update is carried out the protocols can be
put into two categories:

A Flooding based algorithms : these schemes use flooding of routing updates in the

network. Flooding levies an extra overhead. Most of the routing protocols are based
on these methods (AODV, DSR, GSR etc.).

A Link reversal algorithms : these algorithms aim to save bandwidth. Any link
breakage results in link reversal algorithm to be used at the site of the link failure to
re-establish the path. It tries to localize effect. It gives many alternate paths to the
destination. So it not only save the bandwidth in updates, but also provides alternate
paths in case of path failures.

Depending on the intended use protocols may be categorized broadly as follows:
A Unicasting i includes all such protocols which are used for end-to-end
communication,
A Multicasting i includes all such protocols, which can be used for one-to-many
communication,
A Geocasting 1 includes all such protocols which can be used for geographic.
Another way to classify routing protocols may be based on the network hierarchies:

A Flat i all nodes are on the same level,

A Hierarchical i nodes are logically or physically on a different level of hierarchy.
Based on the multicast topology, multicast routing protocols are grouped into two types:

A tree-based 1 there exists only one possible path between a source-destination
pair, whereas in mesh-based protocols, there may be more. Tree-based protocols
are further categorized into shared-tree and source-tree topologies,

A mesh-based i protocols are more robust to the changes in the network.

Many routing protocols optimized for mobile wireless ad hoc networks emerged recently and

they can be classified into topology -based and location -aware protocols.

There are various categories into which MANET routing protocols can be classified. The
main category of protocols can be further divided into proactive (table-driven), reactive
(on-demand), and hybrid (combining both reactive and proactive mech anisms) see
Figure 1. Another type of routing protocols is geo-location routing protocols (see Figure 2).

INDECT_Deliverable_D9.8.doc 10/75
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Routing Protocols

Figure 1 Example categorization of topology

-based routing protocol in
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| DSDV I_ N/A [~ AODV I AODV-BR ZRP L N/A
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L TBRPF

MANET

Ad hoe routing protocols
L \J Y
Flat routing Hierarchical routing ('E\[j ;1,;::’;-':.-:[1\-‘:5‘:”
|
v v
Proactive Reactive
(table-driven (on-demand) T
5 | |
v v ‘ v Jr v v \J Al
FSR  FSLS OLSR TBR AODV  DSR HSR  CGSR ZAP  LANMAR GeoCast LAR  DREAM GPSR
Figure 2 Another categorization of routing protocol in MANET [3]

In proactive (table-driven) protocols, nodes periodically search for routing information within a

network. The control overhead of these protocols is foreseeable, because it is independent to

the traffic profiles and has a fixed upper bound. This is a general advantage of proactive

routing protocols. The reactive (on-demand) routing protocols represent the true nature of ad

hoc network, which is much more dynamic than infrastructured networks. Instead of

periodically updating the routing information, the reactive routing protocols update routing

information when a routing require is presented, consequently reducing the control overhead,

especially in high mobility networks where the periodical update will lead to significant
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useless overhead.

The reactive (on-demand) routing protocols represent the true nature of ad hoc network,
which is much more dynamic than infrastructured networks. Instead of periodically updating
the routing information, the reactive routing protocols update routing information when a
routing require is presented, consequently reducing the control overhead, especially in high
mobility networks where the periodical update will lead to significant useless overhead.

Hybrid protocols exhibit both reactive and proactive features. Proactive strategy is used to
discover and maintain routes to near by nodes, while routes to far away nodes are
discovered reactively. Consequently, overheads and delay that are introduced by proactive
protocols and reactive protocols, respectively, are minimized. Hybrid protocols have been
known to be more scalable than others fewer nodes take part in routing and topology

discovery.

Geo-location algorithms solve the problem of route choice by applying information about the
physical location of the nodes, enriched with optional physical pointers like link quality etc.
Usage of this data creates new possibilities and allows to apply different routing techniques,
such as creating single routes or broadcast, usage of greedy algorithms or entire route

optimization.

The other very important areas of MANET are QoS-based routing protocols. QoS routing
requires not only to ynd a route from a s
end-to-end QoS requirement, often given in terms of bandwidth or delay. Quality of service is
more difficult to guarantee in ad hoc networks than in most other type of networks, because
the wireless bandwidth is shared among adjacent nodes and the network topology changes
as the nodes move. This requires extensive collaboration between the nodes, both to

establish the route and to secure the resources necessary to provide the QoS.

3.1 MANET routing protocol performance

The merit of a routing protocol can be evaluated either through qualitative or quantitative
metrics. A set of desirable properties of MANET routing protocols are following:
A Distributed algorithm i the route computation should be distributed because
centralized routing in dynamic network is not suitable even for fairly small networks,
A Loop -freedom i it is desirable to avoid problems like packets looping in the network

for an arbitrary period of time,

A Demand-based algorithm i the routing algorithm should adapt to traffic on demand
for efficient utilization of network energy and bandwidth resources,

INDECT_Deliverable_D9.8.doc 12/75
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Proactive algorithm 71 where the resources and bandwidth availability permit can be

performed proactive algorithm,
Security T MANET routing protocol is vulnerable to many form of security,

Sleep period algorithm 1 during this period nodes mat stop transmitting and
receiving for arbitrary amount of time,

Unidirectional link support T many algorithms typically assume bi-directional links,
and thus, are able to work properly on unidirectional links. Unidirectional links can

occur in wireless network.

Following are the set of quantitative metrics which can be used to assess the performance of

a routing protocol:

A

End-to-end throughput and delay 1 during data performance can be measured by

statistical measures like means, variances or distributions,

Route discovery time 1 this particularly is a concern of on demand routing
algorithms,

Percentage Out -Of-Delivery i the measure of performance of connectionless

delivery,
Efficiency 1 is the internal performance of its effectiveness,

Hop count T also referred as path optimization, the average number of hops that
successful messages did travel to reach their final destination,

Control overhead 1 this can be measured in terms of umber of control packets or as
the ration of the number of control bytes and the total number of bytes transmitted by
the network,

Message delivery ratio i the total number of messages received at their intended
destination divided by the total nhumber of generated messages. Please note that
there is a heavy dependence of the measured results and the test duration for certain

protocols.

INDECT_Deliverable_D9.8.doc 13/75
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4 Proactive Algorithms

The proactive (table-driven) routing protocols attempt to maintain consistent, up-to-date
routing information from each node to every other node in the network. These protocols
require each node to maintain one or more tables to store routing information, and they
respond to changes in network topology by propagating updates throughout the network in

order to maintain a consistent network view.

4.1 DSDV

Destination-Sequenced Distance Vector Protocol [4]

4.1.1 Description

DSDV Algorithm is based on the RIP algorithm. The introduced modifications acquire it to the
mobility of the nodes within the network.

4.1.2 The algorithm

Similar to the RIP algorithm, the idea of DSDV is based on the modified Ford-Bellman
Algorithm that finds the shortest path in graph. In DSDV algorithm the nodes maintain the
routing tables in which distances to all other nodes, the beginning to the route to them and
the sequential number of the last message from them are stored. Thanks to the sequential
number, it is possible to distinguish current routes from the obsolete ones. The nodes send 2

types of the information about the routes:

A full - contain the whole content of the routing tables,

A incremental - contain only records that has been changed since last full message.
The nodes react to the incoming update packets in the following way:

A if the information about a new route to some node has higher sequential number

than the current route, the route is updated,

A if the information about a new route to some node has equal sequential number to

the current route, the route with lower metric (shorter) is stored,

A if the information about a new route to some node has lower sequential number than

the current route, it is assumed as out of date and is ignored.

In case of update of a route, node may defer passing the updates and wait for the same
update, but with shorter route. Waiting for the best route allows avoiding fluctuations and
preventing unnecessary traffic in the network. Special sequential numbering schemes are

used to respond to the situation of breaking connections between nodes.
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4.1.3 Application

Any mobile wireless networks, where links are bidirectional.

4.1.4 Features, assumptions, drawbacks, advantages
Main features of DSDV are:
A Routing tables have entries with number of hops to each network destination,
A Each route table entry is tagged with sequence number originated by the destination,

A Nodes periodically communicate with their routing table to their neighbors and when

is significant new information available,

A Routing information is normally transmitted using broadcasting and multicasting

mode.

It is quite suitable for creating ad hoc networks with small number of nodes. Since no formal
specification of this algorithm is present there is no commercial implementation of this
algorithm. Many improved forms of this algorithm have been suggested. DSDV requires a
regular update of its routing tables, which uses up battery power and a small amount of

bandwidth even when the network is idle.

Whenever the topology of the network changes, a new sequence number is necessary
before the network re-converges; thus, DSDV is not suitable for highly dynamic networks.
(As in all distance-vector protocols, this does not perturb traffic in regions of the network that
are not concerned by the topology change.)

4.1.5 Remarks

DSDV was one of the first algorithms designed for mobile networks and was the basis for the
development of many other algorithms, such as the Global State Routing, Fisheye State

Routing and Ad-hoc On-Demand Distance Vector Routing.

4.2 GSR

Global State Routing [5]

4.2.1 Description

Global State Routing is similar to DSDV. It takes the idea of link state (LS) routing but
improves it by avoiding flooding of routing messages. Its aim is to reduce the number of
packets sent in case of changes in network topology in relation to the LS algorithms, while
maintaining the speed of changes propagation better than in the distance vector (DV)

algorithms.
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4.2.2 The algorithm

Like in the LS algorithms such as OSPF and OLSR, nodes have knowledge about the
network topology on that basis sends incoming packets. However, unlike these algorithms, in
GSR, nodes exchange information about topology at given intervals, rather than immediately

after the change occurs.

4.2.3 Application

Simulations of GSR algorithm compared with LS and DV algorithms [5] indicate that the GSR

is especially useful in mobile networks, as well as those with very limited bandwidth.

4.2.4 Features, assumptions, drawbacks, advantages

Conducted simulations showed that at the same frequency of sending packets the algorithms
based on Bellman-Ford algorithm (e.g., RIP), GSR algorithm preserves several times greater
optimality of routes [5]. Optimality is measured by the number of not optimal entries in routing
tables. Main advantages is the GSR greatly reduces the control overhead as it avoids
flooding for disconnects/reconnects and updates are time triggered than event triggered. The
routing accuracy of GSR is comparable to an ideal LS scheme and thus superior to the
traditional DBF. A bandwidth function can be used to realize QoS routing. Optimality of
routes is indeed lower than in the case of link-state algorithms, but the number of packets
sent is independent of the mobility network, in the contrary to the excessive traffic on link-
state algorithms. The main disadvantage is the large size of the routing message. As the
entire topology table is broadcasted with each update, a considerable amount of bandwidth
is consumed. The latency of the link state change propagation depends on the update

period, meaning that it has to be carefully chosen.

4.3 WRP

Wireless Routing Protocol [6]

4.3.1 Description

The Wireless Routing Protocol (WRP) described in [6] is a table-based protocol with the goal

of maintaining routing information among all nodes in the network.

4.3.2 The algorithm

WRP is similar to DSDV, inherits the properties of the distributed Bellman-Ford algorithm. To
counter the count-to-infinity problem and to enable faster convergence, it employs a unique
method of maintaining information regarding the shortest distance to every destination node

INDECT_Deliverable_D9.8.doc 16/75



MANET Physical Layer Analysis, MANET MAC Layer analysis, MANET E INDECT Consortium i www.indect-project.eu
Routing Protocol Analysis, MANET Self Positioning algorithms analysis,
D9.8 WP9

in the network and the penultimate hop node on the path to every destination node [6]. Since
WRP, like DSDV, maintains an up-to-date view of the network, every node has a readily
available route to every destination node in the network. It differs from DSDV in table
maintenance and in the update procedures. While DSDV maintains only one topology table,
WRP uses a set of tables to maintain more accurate information. The tables that are
maintained by a node are the following: distance table (DT), routing table (RT), link cost table
(LCT), and a message retransmission list (MRL). The DT contains the network view of the
neighbors of a node. It contains a matrix where each element contains the distance and the
penultimate node reported by a neighbor for a particular destination. The RT contains the up-
to-date view of the network for all known destinations. It keeps the shortest distance, the
predecessor node (penultimate node), the successor node (the next node to reach the
destination), and a flag indicating the status of the path. The path status may be a simple
path (correct), or a loop (error), or the destination node not marked (null). The LCT contains
the cost (e.g., the number of hops to reach the destination) of relaying messages through
each link. The cost of a broken link is infinity. It also contains the number of update periods
(intervals between two successive periodic updates) passed since the last successful update
was received from that link. This is done to detect links breaks. The MRL contains an entry
for every update message that is to be retransmitted and maintains a counter for each entry.
This counter is decremented after every retransmission of an update message. Each update
message contains a list of updates. A node also marks each node in the RT that has to
acknowledge the update message it transmitted. Once the counter reaches zero, the entries
in the update message for which no acknowledgments have been received are to be
retransmitted and the update message is deleted. Thus, a node detects a link break by the
number of update periods missed since the last successful transmission. After receiving an
update message, a node not only updates the distance for transmission neighbors but also

checks the other neighborsdéd distance, hence conyv

4.3.3 Application

The WPR is used for a small MANET and WSN networks [6].

4.3.4 Characteristics, assumptions, drawbacks, advantages

WRP has the same advantage as that of DSDV. In addition, it has faster convergence and
involves fewer table updates. But the complexity of maintenance of multiple tables demands
a larger memory and greater processing power from nodes in the ad hoc wireless network.
At high mobility, the control overhead involved in updating table entries is almost the same
as that of DSDV and hence is not suitable for highly dynamic and also for a very large ad hoc
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wireless network.

WRP requires large memory storage and resources in maintaining its tables. The protocol is

not suitable for large mobile ad hoc networks as it suffers from limited scalability.

4.4 FSR

Fisheye State Routing [7]

4.4.1 Description

FSR is the improved version of the GSR algorithm, which aims to reduce the number of

packets sent on a regular basis [8]. FSR is an implicit hierarchical routing protocol. It uses

the Afisheyed techniqgue pr oo sk the techrigleewasir o c k  a
used to reduce the size of information required to represent graphical data.

4.4.2 The algorithm

In the FSR algorithm nodes regularly send information about the condition of their links i the
existing direct links with other nodes. On this basis, the nodes create a network topology
map, and on that basis they send packets.

A unique feature of FSR algorithm is varying the frequency of sending information about link
state depending on the distance between nodes. Nodes located near the source node are
often informed of the state of its links, while those located far away - rarely. As a result,
nodes may have inaccurate knowledge of the topology of distant areas of the network. This
is not a problem, because the packets are sent on the base of more precise routes, as they

are closer the target node.

In connection with the regular transmission of information about the link state, they can be

aggregated, leading to further reduction of network traffic.

4.4.3 Application

FSR is most suitable for large mobile networks, in which reduction of the number of packets
sent legitimize additional algorithm complexity. Because of the local nature of the changes in

network topology, FSR is also well suited for use in networks with high mobility.

4.4.4 Features, assumptions, drawbacks, advantages

In the case of mobile networks regular sending of information about the slink state is better

than sending it after each change of topology, which has been proven in the analysis of the
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Global State Routing algorithm [8]. FSR is intended to scale well in large mobile ad hoc
networks and supports high rates of mobility. FSR reduces significantly the consumed
bandwidth as the link state update packets are exchanged only among neighboring nodes.
The routing overhead is also reduced due to different frequencies of updates among nodes
of different scopes. FSR manages to reduce the message size of the topology information
due to removal of topology information concerned far-away nodes. The main disadvantage is
as mobility of remote nodes rapidly increases of the accuracy of the routing information
decreases. The amount of routing information is reduced by assuming longer link-state
update intervals for nodes at higher distances than for network participants in the node's

vicinity. Next disadvantage is very poor performance in small ad hoc networks.

4.5 OLSR

Optimized Link State Routing protocol [10]

4.5.1 Description

OLSR is a proactive algorithm of link state type. Its characteristic feature is the concept of so-
called multipoint distribution relays (MPRSs), it denotes specific network of designating nodes

that propagate the scheme of the entire network.

4.5.2 The algorithm

OLSR uses 2 types of messages: "hello" and "TC" (Topology Change). Messages of "hello"
type are used by each node to determine its direct neighbors and that 2 hops away (ie, direct
neighbors of the neighbors who are not neighbors of the node). Then on this basis are
designated MPR nodes, videlicet a minimal subset of nodes, so that each node was
separated by at most 2 hops from another node in this subset. Nodes are the equivalents of
MPF DR (Designated Router) of the OSPF algorithm.

TC messages are sent between nodes regularly and inform the nodes about potential
changes in network topology. All nodes that receive a TC packet update their database and

optimal routes.

4.5.3 Application

OLSR is well scalable algorithm and is suitable for both large and small wireless networks.
Because it belongs to the type of link-state, requires nodes with relatively large memory, and

computing power, so it is not suitable for sensor networks.
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45.4

Features, assumptions, drawbacks, advantages

The protocol is particularly suited for large and dense networks, as the optimization done

using MPRs works well in this context. The larger and more dense a network, the more

optimization can be achieved as compared to the classic link state algorithm [11].

Main features of OLSR are:

A

The basic premise of link-state algorithms is database synchronization at the selected
nodes (DR in OSPF, the OLSR MPR). This prevents the occurrence of loop in
packets routes. In the case of MANET it is hard to guarantee the package delivery to
every node. Due to that fact, OLSR assumes the TC packets are sent often enough
that potential inconsistent state of the database lasts as short as possible.

Use only the set of MPR nodes to establish routes, can reduce the number of packets

in the network.

High mobility of network, causes sending of multiple smaller TC packets and,
consequently, large increase in the number of packets sent.

In the particular case of breaking the connection, temporary loops may arise before

updating the information has been distributed.

The basic version of OLSR algorithm does not guarantee detection of link quality (link
works or not). Because it not always works in the case of MANET there are

extensions to the OLSR algorithm developed, which add that functionality [11].

Main advantages of OLSR are [12]:

A

having the routes available within the standard routing table can be useful for some

systems,

network applications as there are no route discovery delay associated with finding a

new route,

the routing overhead generated, while generally greater than that of a reactive

protocol, does not increase with the number of routes being used,
network routes are something which reactive protocols do not currently execute well,

timeout values and validity information is contained within the messages conveying

information allowing for differing timer values to be used at differing nodes.

Main drawbacks of OLSR are [12]:

A

The original definition of OLSR does not include any provisions for sensing of link
quality. It simply assumes that a link is up if a number of hello packets have been

received recently. This assumes that links are bi-modal (either working or failed),
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which is not necessarily the case on wireless networks.

A OLSR uses power and network resources in order to propagate data about possibly
unused routes. While this is not a problem for wired access points, and laptops, it

makes OLSR unsuitable for sensor networks which try to sleep most of the time.

A Being a link-state protocol, OLSR requires a reasonably large amount of bandwidth
and CPU power to compute optimal paths in the network. In the typical networks
where OLSR is used (which rarely exceed a few hundreds of nodes), this does not
appear to be a problem.

4.6 TBRPF

Topology Dissemination Based on Reverse-Path Forwarding [13]

4.6.1 Description

TBRPF is a proactive link-state algorithm, whose goal is to minimize the quantity of the
network traffic required to maintain routes in large networks with high mobility. Its
characteristic feature is to keep the nodes know only part of the network topology, and

consequently the little amount of information is exchanged [14].

4.6.2 The algorithm

The algorithm consists of 2 parts: a network protocol for diagnosis (TBRPF Discovery
Network), and routing protocol (TBRPF Routing Module).

Identify the network only serves to designate a list of neighbors and connection status:
quality, and one / bidirectional. To this purpose so-called HELLO packets as small as
possible, containing only information about changes in the status of neighbors, without
sending information to all neighbors. HELLO packet exchange protocol with the neighbors

enables the following:
A discovery of the directivity of the link,
A exclusion of short connections (through the rejection of the single, unique responses),

A maintenance of several metrics for each connection, that might be used for more

complex routing,
A independent support for multiple network interfaces.

Modi fied version of Di jkstrads n@ingach notehthe
network topology map, and routing packets on its basis. Stored T topology in general does

not necessarily include all the links in the network, if the connections would not be useful in
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building a route from the given node.

On the basis of knowledge about neighbors, node analyzes, which connections with
neighbors will never be used to build any routes. These connections are not reported to other
nodes, as well as all other connections, which are available only through a connection with a

neighbor. As a result, the network node sends a subset of the T, Reported Topology RT.

An additional improvement is to send a full set of RT in the bigger time intervals, but changes
in the set more often. As in most other link-state algorithms, updates are sent at regular

intervals.

TBRPF protocol also allows the inclusion in the RT selected additional services to enhance

the reliability of routing, and sending several metrics describing each connection.

4.6.3 Application

Due to the maximum reduction of network traffic generated, TBRPF is well suited for large
and dense wireless networks. Performed simulations demonstrate its effectiveness in

networks of up to 500 nodes.

4.6.4 Features, assumptions, drawbacks, advantages

TBRPF is a simple, practical protocol that generates much less update/control traffic than
pbooding in networks with a dynamic topology. |t
have frequent topology changes and limited bandwidth, including packet radio networks with
low-bandwidth links. TBRPF provides significant reduction of network traffic in large and
mobile networks, in comparison with other proactive algorithms. In the particular case of
breaking the connection, temporary loops may arise before the updating information is
broadcasted [15]. TBRPF protocol allows to exchange a mechanism, that detect neighbors to

the other, for example, such that cooperate better with the protocols of lower layers.

4.6.5 Remarks

In the original version of the algorithm TBRPF assumed sending incomplete information in
HELLO packets only. Sending only the part of the topology was developed as variant of
TBRPF - Minutes PTSP (Partial Tree Sharing Protocol), and finally it was involved in
specification of TBRPF.
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5 Reactive Algorithms

On-demand (reactive) routing is the most recent entry in the class of scalable
wireless routing schemes. It is based on a query-reply approach. This type of routing
protocol creates routes only when desired by source nodes. When a node requires a route to
a destination, it initiates a route discovery process within a network. This process is
completed once a route is found or all possible route permutations have been examined.
Once a route has been established, it is maintained by some form of a route maintenance
procedure until either the destination becomes inaccessible along every path from the source
or until the route is no longer desired.

5.1 DSR

Dynamic Source Routing [19]

5.1.1 Description

Dynamic Source Routing (DSR) is a routing protocol designed for MANET. The term source
routing means that the route is determined by the source node, and not locally by the nodes

in the transmission route.

5.1.2 The algorithm

The Dynamic Source Routing (DSR) protocol is a simple and robust routing protocol
designed for use in multi-hop wireless ad-hoc networks of mobile node [19]. DSR protocol
consists of 2 procedures: Route Discovery and Route Maintenance [19]. During the first
procedure, node discovers any route to another node, simultaneously providing information
about routes to other nodes. The second procedure is used to detect errors in

communication and cleaning memorized routes, which become obsolete.

In route discovery source phase, node sends a query to all neighbors on the way to the node
X. The request includes the IP addresses of the source and destination, the request identifier
and the log of route passed so far. Subsequent nodes, unless they are the target node or
cached route to the destination node, attach themselves to the log of the route and forward
the request further. After receiving the request, destination node sends a reply to the source.
It uses the route, which is cached or reverses the route included in the request. Similarly
node, which is not destination, has cached route to the destination. The package which
launched the Route Discovery procedure is stored in the buffer (send buffer) and in case of

failure the procedure is regularly renewed until the package goes out of the buffer.
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Frequency of repeating of the procedure decreases exponentially, as in the Ethernet

protocol.

In route discovery source phase, if the A node, that transmits the package is unable to get

the receive confirmation from the B node (compatible to the routefr om t he header ),

B connection is assumed to be corrupted. In such a case the A node sends the error
message to the source and to all other sources that were trying to send package to B since

the last confirmation from B. Every node, that receives error message should remove all

rout es t hat contain the A Y B connection.

procedure if needed.

5.1.3 Application

The DSR algorithm was designed for networks that contain up to 200 nodes.

5.1.4 Features, assumptions, drawback s, advantages
The key features of DSR are [18]:

A Source Routing i The sender of a data packet knows the complete hop-by-hop
route to the destination. These routes are stored in a route cache. Data packets sent
by the source node carry the complete route in the packet header. Intermediate
nodes forward the packet based on the route in its header. In most cases, the only
maodification that an intermediate node may make to the header of a packet is to the
hop count field. The fact that all data packets are routed from the source has widely
perceived security benefits. This may make DSR a strong contender as a routing

protocol for many applications.

A On-Demand i DSR attempts to reduce routing overhead by only maintaining routes
between nodes taking part in data communication. The source discovers routes on-
demand by initiating a route discovery process only when it needs to send a data
packet to a given destination. As a result, a significant amount of routing overhead is

eliminated.
Main advantage of DSR:

A DSR uses a reactive approach which eliminates the need to periodically flood the

network with table update messages which are required in a table-driven approach,
A A route is established only when it is required and hence the need to find routes to all
other nodes in the network as required by the table-driven approach is eliminated,

A Additional communication occurs only when the topology of the network changes (at

static networks route discovery phase occurs only at the beginning),
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A The intermediate nodes also utilize the route cache information efficiently to reduce

the control overhead,

A Easily detects potential cycles and upper layers can choose cached routes on any

factors,

A Support relatively rapid rates of mobility, it is assumed that the mobility is not so high
as to make pooding the only possible way to e

Main the Drawbacks of DSR are:
A The route maintenance mechanism does not locally repair a broken link.

A Stale route cache information could also result in inconsistencies during the route

reconstruction phase.

A The connection setup delay is higher than in table-driven protocols. Even though the
protocol performs well in static and low-mobility environments, the performance
degrades rapidly with increasing mobility. Also, considerable routing overhead is
involved due to the source-routing mechanism employed in DSR. This routing
overhead is directly proportional to the path length.

A At large networks the route in the header can be significant. Due to that fact the

DSRFLOW extension can be applied.

A For the highly mobile networks, the number of the routes stored in cache will be large,

and many of them will be obsolete. That leads to large latencies.

5.1.5 Remarks

The nodes can get maximum information from the packages they forward i they cache the
routes from the headers. The cache memory enables storing many different routes from the
same destination. Particularly in route maintenance procedure it is possible to change the
original route to the other and save the package that was used to discover a broken
connection. DSR specification takes into account existence of simplex connections. That
implies:

A difficult obtaining the confirmation of receiving the package,

A necessity of sending on demand route reply, with use of different route to that used

for incoming request.

If the node that transmits the package is able to transmit it immediately to the next node in

the route it can do so and shorten the route in that way.
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5.2 AODV

Ad-hoc On-demand Distance Vector [17]

5.2.1 Description

The AODV routing protocol supports multi-hop routing among mobile nodes for establishing
and maintaining an ad hoc network. AODV uses hop-by-hop routing. AODV is based on the
Destination Sequence Distance Vector (DSDV) routing protocol [18]. It borrows the
conception of sequence numbers from DSDV, plus the use of the on-demand mechanism of

route discovery and route maint ena-demend foutso m DSR.

acquisition systemo; n o d gaths nelihart mathtain any trouting e

information nor participate in any periodic routing table exchanges. Itis loop-free, self-
starting, and scales to large numbers of mobile nodes [17].

5.2.2 The algorithm

AODV operates on a series of request and responses to requests. Node constructing the
route to another node sends to all the request (RREQ). The task includes the source and
destination IP, the current time according to a source (15) and the time of last known
connection, known by the source (10) and the request ID (OxFF). Each node receiving the
request OXFF updates temporary routing table to the source, and:

A If previously received a request from the source OxFF, ignores it.

A If is the destination, or knows newer route (eg. with time 12) sends RREP to the

source.
A If not, propagates the request.

Each node after receiving the response to its request, updates routing tables and forward
answer to the source. Source, after received the answer begins sending. If it receives a reply
later with a shorter or newer route, continues sending by the new route. Entries in the routing
table are removed after some time since last use. In addition, the failed connection causes
sending back an error message (RERR) and initiates determining a new route. AODV also

supports multicast routes.

5.2.3 Application

It is an on demand algorithm, meaning that it builds routes between nodes only as desired by
source nodes. It maintains these routes as long as they are needed by the sources.
Additionally, AODV forms trees which connect multicast group members. The trees are

composed of the group members and the nodes needed to connect the members. AODV
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uses sequence numbers to ensure the freshness of routes. It is loop-free, self-starting, and
scales to large numbers of mobile nodes [20]. The usage of the AODV protocol for mobile
ad-hoc networking applications provided consistent results for large scale scenarios [22].

5.2.4 Features, assumptions, drawbacks, a dvantages

As reactive routing protocol, AODV reacts relatively quickly to the topological changes in a
network and updates only hosts that may be affected by the change. However, AODV tends
to cause heavy overhead due to the flood search triggered by link failures. As a result, AODV
does not perform well in heavy load or mobile networks.

Main advantages are:
A algorithm is nor computationally or memory complex,
A data transfer does not generate additional traffic,
A scalable, suitable for mobile networks,
A supports multicasting,
A tries to minimize the number of required broadcasts.
Main Drawbacks are:

A 1t requires periodic updates. The distinguishing feature is the use of a destination
sequence number for each route entry. If the source sequence number is very old it
leads to inconsistent routes. Unnecessary bandwidth consumption occurs in

response to periodic beaconing.
Determining the route takes time (it is reactive).

Determining of the route requires sending many small packets, which can be a

problem if it comes to interferences.

A For mobile networks with large number of additional traffic movement increases

significantly (surpasses DSR, TBRPF).

5.2.5 Remarks

There are many implementations of AODV [21].

5.3 LMR

Lightweight Mobile Routing [23]

5.3.1 Description

Lightweight Mobile Routing (LMR) bel ongR3.to
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This class is characterized by maintenance the directed acyclic graphs. The graph nodes
represent the network nodes and the arcs represent connections between nodes in network.
Every path in such graph leads to one destination node that corresponds to that graph. In
case of change of the network topology every node inverts the arcs so that every path in
graph leads to the destination note again [24].

The characteristic for the LMR algorithm is mechanism of removal of inactive routes. If

ensures the consistency of routing tables.

5.3.2 The algorithm

The LMR algorithm consists of two phases: route establishment and route maintenance .
The aim of the route establishment phase is creation of the directed acyclic graph. The arcs
represent the connections between the nodes in the way that all paths in the graph lead to

the destination node. It is achieved by the query-response mechanism, that means:
A node that initiates the route establishment phase, sends the queries to all neighbors,

A every node sends the response after receiving the query, if it knows the answer or

passes the query in other case,
after receiving the answer, every node passes it to al its neighbors,

as the effect there is one query and response sent between each pair of neighbors
such pair has one arc in the graph assigned,

A the arcs are valid only during particular time after establishing.

The mechanism of route maintenance is used for the graph structure change in case of
losing the connection between pair of nodes. In such a case the node that had lost the
connection to the destination node broadcasts the information to all its neighbors and the
process of route queries, similar to that from the route establishment phase, is started. In
such case some answers can be based on the inactive connection and built routes can be
loops as a result. Additional mechanism of suspension and response enforcement ensures

the convergence of LMR and balancing the network after certain time.

5.3.3 Application

The LMR algorithm ensures fast establishment of the route and corrupted connections have
only local influence. Therefore it is sufficient for high mobility networks. Despite proved
convergence in case of network inconsistency, LMR act best in dense networks, where such

problem does not arise.
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5.3.4 Features, assumptions, drawbacks, advantages

The LMR algorithm is a link reversal algorithm which addresses the issue of partitioned
networks found with the Gafni-Bertsekas algorithms, by providing a link erasure mechanism.
However in a rapidly changing network there may be many false RPY packets producing
message overhead. The benefits are that routes will be found rather quickly and broken links
will have only local affect. One can expect good results if the network connectivity is rather
high (dense network). Routes may be redundant. A higher level protocol could use redundant
routes in a round-robin fashion to economically use local bandwidth. LMR applies query-
response mechanism, popular in most reactive algorithms. e.g. AODV. On the contrary to
AODV, there is complete graph built. This means that directions of arcs connecting every
pair of neighbors are determined. It is route redundancy, but on the other hand the loosing of
connection has local character and additional routes can be used by the higher layers for
load balancing in the network.

5.3.5 Remarks

The LMR algorithm was used for designing TORA algorithm.

5.4 TORA

Temporally-Ordered Routing Algorithm [25]

5.4.1 Description

TORA is complex 'link-reversal' class algorithm. Its aim is to minimize the network traffic also
in case of large networks and high mobility. It uses the concept of the 'height' of the nodes.
The network traffic is routed like the floating water that floats from higher point to lower. The

scalability is ensured but there is no warranty that the shortest path is found.

5.4.2 The algorithm

All nodes maintain directed acyclic graphs for each destination node independently. In each
graph the node has assigned the metric, called height, which is unique in the whole graph.
The destination node has the height equal to 0. The packages are sent to the nodes with
lower height, what guarantees the routes without loops, but not necessarily the shortest

possible.

The creation of the route is on demand, so in the reactive way. The routes that are not used
are not established. The complex reaction is in case of loose of connection. The nodes

determine their new heights communicating with possibly small neighborhood, analyzing the
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following values:

A
A
A
A

logical node time,
node id, on which the node's height is based,
reflection flag, that preserves reflections of the package infinitely,

deltai the height value.

The initiated communication serves for finding the nearest node, that stores the current route

do the destination and to communicate through it. Because of minimization of the number of

queried nodes found route can be not optimal.

Informal specification mentions additionally about routes optimization, but it is not described.

5.4.3 Application

TORA is dedicated for large, mobile networks. It is currently implemented only by the Nova

Engineering Company, which belongs to the author of the algorithm.

5.4.4 Features, assumptions, drawbacks, advantages

Compared with LMR which takes an uncertain amount of time for erasing invalid routes,

TORA converges in exactly three passes of the affected nodes.

Main advantages are:

A

A
A

provides loop free paths at all instants and multiple routes so that if one path is not

available, other is readily available,
minimizes traffic generated in network,

it establishes routes quickly so that they may be used before the topology changes.

Main drawback is:

A

exhibits instability behavior similar to "count-to-infinity" problem in distance vector

routing protocols.

5.45 Remarks

TORA algorithm has been patented by Vincent Park from Maryland University.
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6 Hybrid routing protocol

The Ad Hoc network can use the hybrid routing protocols that have the advantage of both
proactive and reactive routing protocols to balance the delay and control overhead (in terms
of control packages). Hybrid routing protocols try to maximize the benefit of proactive routing
and reactive routing by utilizing proactive routing in small networks (in order to reduce delay),
and reactive routing in large-scale networks (in order to reduce control overhead). The
difficulty of all hybrid routing protocols is how to organize the network according to network
parameters. The common disadvantage of hybrid routing protocols is that the nodes that
have high level topological information maintains more routing information, which leads to

more memory and power consumption [26].

6.1 ZRP

Zone Routing Protocol [27]

6.1.1 Description

The Zone Routing Protocol (ZRP) [27] localizes the nodes into sub-networks (zones). Within
each zone, proactive routing is adapted to speed up communication among neighbors. The

inter-zone communication uses on-demand routing to reduce unnecessary communication.

6.1.2 The algorithm

An improved mathematic model of topology management to organize the network as a
forest, in which each tree is a zone, is introduced in [18]. This algorithm guarantees overlap-
free zones. ZRP introduces the notion of a routing zone, which is a set of nodes within the
local neighborhood. In practice the zone is defined by the maximum number of hops, a node
within the zone may be distant fromthe zone 6s cent er node. Each node
information actively within its zone. The algorithm used is called Intrazone Routing Protocol,
IARP. A basic link state algorithm is used for this purpose. To discover a route outside the
local routing zone, a reactive protocol, the Interzone Routing Protocol, IERP is used. For this
purpose a bordercast of a request message is used. Bordercast means, the request is
forwarded to the peripheral nodes of the zone, which in turn can check if the target is within
their own zone, or continue to bordercast. The bordercast process must take care, not to
bordercast requests back into regions already covered. To achieve this, queries must be
recorded for some time by the relaying nodes. ZRP uses a special technique for this, called
Advanced Query Detection and Early Termination. Route caching and local repair is also

possible.
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6.1.3 Application

Zone Routing Protocol (ZRP) framework, a hybrid routing framework suitable for a wide
variety of mobile ad-hoc networks especially those with large network spans and diverse

mobility patterns.

6.1.4 Features, assumptions, drawbacks, advantages

ZRP is characterized with less control overhead as in a proactive protocol or an on demand
protocol. On the other side ZRP is characterized by short latency for finding new routes. The
concept introduced in this algorithm also works with QoS control because the topology model
is also an approach to estimate the link quality. An important issue of zone routing is to

determine the size of the zone.

6.2 LAR

Location-Aided Routing Algorithm [29]

6.2.1 Overview

Generally it is a flooding algorithm designed for highly mobile networks. Its main idea is to set
an area called. Request zone in which messages are broadcasted (not outside this area).
Based on the sender's position and the position of the expected recipients Request zone is
determined [30].

6.2.2 The algorithm

It is assumed that nodes know the positions of other nodes (not necessarily current). Then
based on the maximum speed with which the sensors can move, the broadcaster calculates
possible recipient position. This is the so-called "expected zone". Then it is enlarged by
adding the sender and its neighboring nodes (in order to facilitate the creation of paths). In
such a constructed area, called the request zone", the message is the broadcasts by all

nodes. The entire process of creating a zone request is illustrated in Figure 3:
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6.2.3 Application

LAR is suitable for networks with large number of nodes, which need to establish a hierarchy.
This protocol is more complex than zone routing protocols due to the fact that the
maintenance of hierarchical network is more difficult when determining the level of the nodes

in the hierarchy.

6.2.4 Features, assumptions, dr awbacks, advantages

LAR is a scalable routing protocol that uses landmarks, location and distance of the nodes to
reduce the periodical update costs. This algorithm can be reduced to selective broadcasting
messages only in the selected area. In the case when target position, speed, etc. is unknown
or inaccurate, this algorithm may be ineffective. In the pessimistic case of very high mobility

of nodes, the algorithm is reduced to broadcasting information across the network.

6.2.5 Notes

There are different approaches to expansion of request zone (the most popular is based on a

request to extend the area of the square, as shown in Error! Reference source not found. ).
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6.3 ZHLS

Zone-Based Hierarchical Link State Protocol [31]

6.3.1 Overview

The idea of this algorithm is based on a map of zones (zones' maps). This map is

determined at the time of the design algorithm (the implementation). Each node knows its

geographical position and based on this it determines to which the zone it belongs. Through

propagation of appropriate information about the network topology, each node knows the

exact structure of the zone in which it is located, and connection of this zone with other

zones. In the case of intra-partition communication proactive routing is used, while in the
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case of inter-partition communication reactive approach is used [31].

6.3.2 The algorithm

Routing tables are built based on the answers to "Link request" packets. Each node sends a
request to its neighbors and receives a response from them (both of these neighbors from
the same area, as well as - perhaps - from neighbors from surrounding areas). In this way,
each node has a list of sensors in its zone (together with information how to route packets to

them) and the list of areas (along with the information how to route packages to each zone).

When a node sends a message to the recipient, it checks whether the target is in the same

zone:

A If so, the node has all the necessary information in routing tables and sends the
following message immediately. The following illustration shows a sample area
(number 1), together with the neighboring areas and nodes, which will function as

gateways between zones (Error! Reference source not found. ).

A Otherwise, the node sends a query to all other zones to determine in which zone the
recipient is. After determining the area, the information contained in the routing tables
is sufficient to communicate. The following illustration shows examples of connection

between nine zones (Error! Reference source not found. ).

Figure 5 A node level topology
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Figure 6 A zone level topology

6.3.3 Application

Algorithm was designed for specific applications. It can be used in mobile networks, but it

requires proper tuning of the time of updating routing tables.

6.3.4 Features, assumptions, drawbacks, advantages

Extremely important is the fact that a node can establish its zone based on its geographical
position. This is because, the map of zones is defined centrally in the implementation of the

algorithm, thus each node has the same zone map.
Main advantage is:

A the algorithm divides the network into zones (like hierarchical algorithms) it should be
noted here that the area does not overlap and there is no distinguished cluster-head

type nodes,

A the simultaneous use of reactive and proactive routing depending on the situation is

an advantage of this algorithm.

Main drawback is that, the additional traffic produced by the creation and maintaining of the

zone-level topology.

6.3.5 Notes

The drawings come from [31].
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7 QoS-based Routing

The routing process encompasses discovering and maintaining one or multiple paths
(routes) for transporting a data flow from a source to the destination(s) [32]. In the traditional
routing protocols for MANETS, the most common routing metric used for route selection is
shortest path (i.e., minimum number of hops). On the other hand, for QoS routing in
MANETS, the routing metric must be defined by the QoS requirements of the flow. As such,
QoS routing in MANETs is defined as the problen
QoS requirements and some knowledge of the available resources (i.e., bandwidth). This
means that each route found must meet at least the minimum QoS levels required by
applications. If multiple routes are obtained, a single route is then selected based on the
predefined QoS routing metric (e.g., bandwidth, delay, jitter, loss, et cetera). Hence, unlike
the traditional routing in MANETS, in QoS routing sometimes the shortest path is not the best

route to the destination.

7.1 QoS routing metrics

QoS enabled routing protocols attempt to provide routes that meet the QoS demands of the
application and recognise and communicate QoS violations to other nodes. In general,
routing protocols employ the hop count as the only metric to find the shortest path from the
source to the destination [33]. The hop count, however, does not directly relate to latency,
jitter and loss rate and even a route with a very low hop count might experience high
latencies and vice versa. Therefore, instead of using the number of hops, latency, jitter,
queue length, signals strength, link loss rate etc., might be more appropriate to find a route
that meets certain QoS demands. In the [34] authors distinguish between three different

types of metrics or path constraints:

A Additive constraint s: the hop count and latency, for example, are additive
constraints. The summation of the end-to-end delays for every hop along the path

makes up for the total delay.

A Multiplicative constraints:  a constraint is multiplicative if the constraint equals the
product of the single-hop metric, for example, the loss rate.
A Concave constraints: the available bandwidth is a concave constraint since it is
defined as the minimum bandwidth between the links on the path.
Several routing protocols have been proposed for the MANETS, which can be classified into

three broad categories [35] :

a) precomputed table -based routing schemes - require each of the
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nodes in the network to maintain tables to store the routing
information. This information is used to determine the next hop for the
packet transmission to reach the destination, which is based on the
current configuration and status of the MANET nodes.

b) on-demand source -based routing schemes i the routes are created
as and when necessary based on a query-reply approach. When a
node needs to communicate with another node, it initiates a route
discovery process. Once a route is found, it is maintained by a route

maintenance procedure until the route is no longer needed.

c) constraint -based routing sche mes - use metrics other than

shortest-path for finding a suitable and feasible route.

The most commonly used metrics in QoS are [33]:

A

bandwidth (concave) denotes the bandwidth along a certain path and is

limited by the link with the lowest bandwidth along this path,

delay (additive) indicates the time between sending out a packet from the
source node and reception of this packet at the destination node,

number of hops (additive) represents the number of links in a path,

jitter (additive) denotes the variation between expected and actual
reception time of a packet,

energy (additive) takes the energy needed to send a packet from source
to destination into account. Alternatively, energy can also be handled as a
concave metric, where a (mobile) node has to provide a certain energy

level, to be considered as part of a route,

loss probability  (multiplicative) refers to the probability of a packet to be
lost on its way to the destination node, e.g. because of collisions, topology

changes or weak radio signals,
signal strength (concave),

distance (additive).

The most commonly used metrics in QoS routing protocols are [36] :

A

A

Achievable throughput or residual capacity (bps) - The achievable
data throughput of a path or node. The achievable throughput or residual

capacity is often termed available bandwidth in the literature; [37];

End-to-end delay (s) - the measured end-to-end delay on a path [38];
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Node buffer space - the number of packets in a node's transmission
buffer plays a major part in determining the amount of delay a packet
traveling through that node will suffer (e.g. see [39]);

Delay jitter (s) or variance - the measured delay jitter on a path. See the
previous section for a definition;

Packet loss ratio (PLR) (%) - the percentage of total packets sent, which
is not received by the transport or higher layer agent at the packet's final
destination node;

Energy exp ended per packet (J) [40];

Route lifetime (s) - the statistically calculated expected lifetime of a route,
which can depend on node mobility as well as node battery charges. See
[41].

7.2 QoS evaluation metrics in MANET routing protocols

The following metrics may be used to evaluate a QoS routing protocol's performance [36]:

A

Network throughput (bps) - the amount of data traffic the entire network

carried to its destination in one second;

Per-node throughput (bps) - the average throughput achieved by a

single node;

Route discovery delay (s) (for reactive protocols) - a measure of the
effectiveness of reactive protocols, i.e. on average, what is the delay
between a route request being issued and a reply with a valid route being
received. In some cases, this may also be referred to as the session
establishment time (SET);

Normalised routing load (NRL) - the ratio of routing packets transmitted
to data packets received at the destination. This gives a measure of the

operating cost and efficiency of the routing protocol;

Network lifetime (s) - may be defined as the time until network
partitioning occurs due to node failure [40], or the time until a specified
proportion of nodes fail. This measure indicates a protocol's energy-

efficiency and load balancing ability;

Average node lifetime (s) [40];

E
Routing energy efficiency (%) = —%22*100, where Egas and Eqw are the

otol
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energy consumed for the transmission and reception of useful data bits,
and the total energy consumed in communicating data packets plus
routing headers and control packets, respectively.

7.3 QoS routing protocols

QoS routing protocols for MANETSs can be classified into different categories depending on
the best effort routing algorithm which they extend or most closely resemble (DSR, AODV,
DSDV, OLSR, TORA, etc.) Though most of the QoS routing protocols are designed to
operate within the network layer, some of the implementations go below the network layer
into the MAC layer [42]. Some of the routing schemes proposed for ad hoc networks use the
link state information for determining the paths. For example, GSR [5], OLSR [19], FSR) [7],
and Hierarchical State Routing (HSR) [22] are all link-state-based protocols for MANETS.
The common feature in these protocols is that all of them attempt to reduce the cost of
disseminating link state information through some special flooding techniques. In a MANET,
the link state information is generally monitored by the MAC layer and provided to the upper
network layer. The scope of the link state can be extended by adding the QoS-related
attributes, such as bandwidth, delay, and channel quality. After this extension, it would be
feasible for the corresponding routing protocols to support QoS. Thus these techniques are
t er me dQoSarsadyfi protocols [24]. Next part of routing protocols can be classified as
fQoS-aware06 routing protocol s. T HJaveare poutingrpaotogols § a | of
determine a path from a source to the destination that satisfies the needs of the desired QoS.
The QoS-aware path is determined within the constraints of minimal search, distance, and
traffic conditions. Since the path selection is based on the desired QoS, the routing protocol
can be termed as QoS-aware. Only a few QoS-aware routing protocols have been proposed
yet for MANETS.

7.4 TBP

Ticket i based Probing [43]

7.4.1 Description

Ticket 7 based Probing (TBP) tries to limit the he amount of flooding (routing) messages by
issuing a certain amount of logical tickets delay and bandwidth constrained least-cost routing
problems using imprecise state information. The scheme is a multipath distributed routing
algorithm for supporting end-to-end delay or bandwidth requirements proposed to tolerate

high degrees of imprecise state information.
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7.4.2 The algorithm

The source node sends out a number of probes to some of its neighboring nodes to discover
a feasible path [43]. Each probe contains at least one ticket. Nodes may split up a single
probe into multiple probes, distributing the received tickets among these new probes.
Therefore, the total number of tickets used for path discovery is constant. The information
used to distribute the tickets among a node's neighbors is based on the up-to-date
information about the links to adjacent nodes as well as on aggregated information about the
neighbors' view of the net concerning bandwidth, delay, and cost, which may be less

accurate.

7.4.3 Features, assumptions, drawbacks, advantages

The maximum number of probes at any time and the number of paths searched is bounded
by the number of tickets. Thus, the routing overhead can be controlled, giving the choice to

use more tickets to increase the chance of finding a feasible path.

As a disadvantage, each node has to keep the complete state information for each of its
neighbors. So the memory requirements do not only depend on the number of nodes in the

network, but also on the number of a node's neighbors.

7.5 Liao et al. 01 protocol

Liao et al. 01 protocol [50]

7.5.1 Description

This protocol is a routing protocol that tries to detect a multi-path route to a destination node

to fulfill a bandwidth requirement.

7.5.2 The algorithm

Protocol uses a scheme of sending out probing packets with tickets, similar to that of TBP.
But, other than in TBP, this protocol is based on an on-demand manner, so no global link
state information has to be collected in advance, and single tickets may be split up into
subtickets, each trying to find a path with lower bandwidth requirement. The destination node
will pick one ticket or a set of sub-tickets forming a whole ticket and send a reply to the

source node, confirming the bandwidth reservations.

7.5.3 Features, assumptions, drawbacks, advantages

This protocol may find routes satisfying the bandwidth requirement even if no single path

exists with sufficient bandwidth. But it relies on the existence of multiple transceivers per hop
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to effectively avoid collisions. The number of split-ups per ticket is not limited. This may help
in discovering feasible routes even if there is a large number of links with narrow bandwidth.
On the other hand, this may also result in a very large communication overhead, not only

during route discovery, but during normal data transmission as well.

7.6 Liao et al. 02 protocol

Liao et al. 02 protocol [51]

7.6.1 Description

Liao et al. devised a routing protocol for MANETSs to reserve bandwidth in a time-framed
medium while solving the hidden- and exposed-terminal problems [32][51].

7.6.2 The algor ithm

Each node keeps several tables of information, e.g. about the time slots of all nodes within a
2-hop range and their current usage (send, receive, free). This information is used to find
free slots when reserving bandwidth and avoid the hidden- and exposed-terminal problems.
To find a feasible route, a route request packet is sent out that includes, among other things,
a list of 1-hop neighbors that may rebroadcast this request, if they have sufficient collision-
free time slots. Time slot reservation is done during route acknowledgment on the way back

to the source node.

7.6.3 Features, assumptions, drawbacks, advantages

This routing protocol is rather simple and can be implemented with low effort and provide an
extension of DSR routing protocol. Additionally, it avoids the hidden- and exposed-terminal
problems. But as the memory requirements of this protocol are rather high, it is suitable only
for smaller networks. Additionally, a route request may also result in flooding the entire
network. The chance of flooding the network increases with the number of free time slots at

each node.

7.7 APR

Adaptive Proportional Routing [44]

7.7.1 Description

The Adaptive Proportional Routing (APR) abstains from the exchange of QoS state

information among routers and uses only locally gathered information.
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7.7.2 The algorithm

For each source-destination-pair of nodes, one or multiple explicit-routed paths have to be
set up in advance, e.g. with MPLS [20]. These are the candidate paths for routing. The
maximum capacity for each path is known to the routers. Each flow routed along a candidate
path has a certain probability of being blocked. By knowing the capacity and measuring the
blocking rates when trying to route a flow along a path, a virtual capacity for this path is
computed. This capacity may change over time, as new local information is gathered about
current blocking rates. APR tries to equally distribute the flows among the available paths
w.r.t. the virtual capacity of each path and with preference of minhop (i.e. shortest) paths
over alternative (i.e. non-minhop) paths.

7.7.3 Features, assumptions, drawbacks, advantages

No QoS information is exchanged between the nodes, reducing protocol overhead. Core
routers (i.e. non-source routers) do not need to keep and update any QoS state database
necessary for global QoS routing since the paths are already defined and no reservations are
made. On the other side, APR is not suitable for mobile networks, as paths have to be set up
in advance. Additionally, no hard QoS guarantees are possible, since no reservations are

made.

7.8 Lin-Liu protocol

Lin-Liu protocol [45]

7.8.1 Description

This routing protocol is based on DSDV [27] on a time-slotted medium, but with support for

reservations and bandwidth calculation.

7.8.2 The algorithm

In Lin-Liu protocol, each time frame, consisting of a fixed number of slots, is divided into two
phases, the control phase and the data phase. The information exchanged by DSDV is
broadcasted in a predefined time slot during the control phase and extended by bandwidth
information that consists of listings of free slots for a specific node. With this additional
information, the end-to-end bandwidth for a specific path can be calculated and used to
determine a feasible path. Along this path, bandwidth is reserved in form of specific slots. If
the bandwidth requirement cannot be fulfilled at any participating node during reservation, a
RESET message is sent back to free already reserved slots hop-by-hop. To weaken the

consequences of broken paths, secondary routes are maintained that can be used
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immediately.

7.8.3 Features, assumptions, drawbacks, advantages

This protocol works on basis of another well-know protocol and avoids the hidden- terminal
problem. Besides that, it has the same disadvantages as DSDV as, e.g., large overhead and

long propagation time.
7.9 OLSR with QoS

7.9.1 Description

There are many modifications of OLSR routing protocols to implement QoS routing
strategies. QoS routing with OLSR can be divided into two strategies [49]:

A Based on MPR [46],

A QOLSR (QoS for OLSR) - uses MPR selection and also employs a revised
version of TC messages to make QoS information available at the scale of the

whole network [47].
7.9.2 Based on MPR

7.9.2.1 The algorithm

The heuristic for MPR selection aims at selecting a minimal set of 1-hop neighbors that can
be usedtoreachallthe2-hop nei ghbor s. This heuristic
Changing the set of MPRs, that is select ed modi yes the set of
across the network. Only these advertised links are involved in the route computation
process. The strategy here is to chose MPRs such that good quality links are advertised
instead of poor quality ones. The basic idea is that, when there are more than one 1-hop
neighbors that cover the same 2-hop neighbors, the one that has a link with the current node

with the largest bandwidth is selected [46].

7.9.2.2 Features, assumptions, drawback s, advantages

This strategy has some advantages. It does not break interoperability with standard versions
of OLSR and with other versions based on the same strategy but using other heuristics. It
also avoids the exchange of additional control information between nodes. Finally, it leads to
the creation of shortest paths in terms of hop count. The basic principle ofMPR selection,
which is to chose anMPR set such that all the 2-hop neighbors are covered, guarantees that

the route comput a tshoment pathbk. ghisr strategyralsoy hasl & number of
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drawbacks. First of all, it can only take one metric, or one specific combination of metrics,
into account. It does not allow for the provision of several classes of service. And, even with
a single metric, it leads to the creation of paths that are not necessarily the best paths for that
metric, but rather to shortest hop count paths that are better with regard to that metric. The
QoS mechanism based on MPRs goes against the possibility of using asymmetric cross-
layer metrics. A node selects its MPRs based on interesting properties of the links that it has
with them while it is the reverse links that are advertised in the network with TC messages.

7.9.3 QOLSR (QoS for OLSR)

7.9.3.1 The algorithm

QOLSR is a QoS routing extension to OLSR [47]. It is based on the use of a special heuristic
for MPR selection and a modiycation of TC
the networ k. For MPR selection, the strat
bandwidth and minimize the delay toward the 2-hop neighbors. In that way the route
computation is performed on a better set of links than in regular OLSR. To apply such a
heuristic, nodes need some knowledge about the 2-hop neighborhood. HELLO messages
are modified to support the exchange of QoS information between 1-hop neighbors. Each
node announces the available bandwidth and the delay for each of its 1-hop neighbors. It can
optionally announce other QoS metrics, using an extensible QoS field. TC messages are
similar to those of OLSR but they carry QoS information associated with links. The available
bandwidth and delay of announced links are embedded in TC messages, and the basic route
computation algorithm uses this information. TC messages can also contain additional QoS
metrics in the same way that HELLO messages do, and the route computation algorithm can
also use this information. Each node constructs a weighted graph, with links weighted
according to the supplied metric values. Routes can be computed with an algorithm similar to
the one used in standard OLSR,47lo0r based on

7.9.3.2 Features, assumptions, drawbacks, advantages

QOLSR does not define any specific route computation algorithm. However, it suggests one
direction. The problem of MPR selection is NP-complete when several metrics are used. To
reduce complexity, QOLSR proposes to use the idea introduced by Wang et al. [48] that is to
chose a path with maximum bottleneck bandwidth (a widest path). In the presence of more
than one widest path, the one with shortest propagation delay is selected. These kinds of

paths are called shortest- widest paths.
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7.10QMRP

Multi-Path QoS Routing protocol [52]

7.10.1 Description

The goal of this protocol is to reduce the communication overhead when constructing a

multicast tree by switching between single-path routing and multi-path routing.

7.10.2 The algorithm

Tickets are used to limit the spreading of route request (RREQ) messages. Actual bandwidth
reservation takes place at each hop, and along all paths, from a source to the destination.
Multiple paths are used when no single route can satisfy the overall bandwidth requirement,
so that many packet streams may belong to the same connection. When a node n wants to
join an already existing multicast tree, a single path to the tree's core is searched using a
unicast routing algorithm. During route discovery, the QoS constraint is checked at every
intermediate node. Consider two intermediate nodes a and b with a being part of the already
discovered path. If b is the next node chosen by the unicast algorithm, but the link (a, b)
violates the QoS constraint, then instead a would send messages to its other neighbouring
nodes to split up the search process. If more than one feasible path is detected, a chooses
the best one (e.g. by smallest number of hops). The number of split ups can be restricted by

specifying a maximum branching level.

7.10.2.1 Features, assumptions, drawbacks, advantages
Main advantages of QMRP are [52]:

A using on-demand maintenance reduces the control overhead by starting from a node

that the link failure occurs,
the packet delivery ratio is high because of using forwarding nodes as ODMRP,
the protocol is loop free,

limiting Periodic maintenance to mesh nodes and neighbour nodes reduce the control

overhead.
Main drawbacks of QMRP are [52]:

A the network bandwidth is not efficiently utilized because it use only routes that

support the require bandwidth,

A collecting the bandwidth information of the nodes periodically introduce extra

processing overhead and contention on the wireless medium,
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A Flooding the network with control packets consumes the limited network bandwidth

especially for non-participating nodes.

7.11Q0S-AODV

Quality of Service extension of AODV [53],[54]

7.11.1 Description

This protocol includes bandwidth calculation in the route discovery mechanism. Each node
keeps a schedule containing information about the time slot reservation status of it neighbors
[53],[54].

7.11.2 The algorithm

Q0S-AODYV incorporates path finding with the bandwidth reservation mechanism. QoS-
AODV is fully aware of the bandwidth resource availability by coupling together routing and
MAC TDMA layers. The Qo0S-AODV includes modified AODV HELLO messages which
contain slot reservation information. An example of QoS-AODV route discovery is shown in
Error! Reference source not found. . The route request (RREQ) message is forwarded only
if the required bandwidth is available at each link with each node considering its own slot
information as well as that of its one-hop and two-hop neighbors. At each intermediate node,
the RREQ message is augmented with QoS bandwidth information. The destination sends a
reservation message to the source to confirm slot reservation. The algorithm uses a
reservation message to release slot resources in case of multiple reservations at
intermediate nodes due to race conditions [53],[54].
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—= QREQ that is propagrated to destination
- = QREQ that 1s later dropped

Figure 7 QoS-AODV - Propagation of RREQ message from source [53],[54]

7.11.2.1 Features, assumptions, drawbacks, advantages

Qo0S-AODV has the same features, advantage and drawbacks as AODV (see 5.2.4)

7.12 HQMRP

Hierarchical QoS Multicast Routing Protocol [55]

7.12.1 Description

A protocol called Hierarchical QoS Multicast Routing Protocol (HQMRP) is presented in [24].
It organizes the network into multiple domains, the 0-level represents the nodes, and several
nodes form the first-level which contains at least one node and does not overlap with any
first-level cluster. The upper levels are forming from grouping the down levels into domains.
The clusters with the same level are connected using bridge nodes as shown in Error!

Reference source not found.

7.12.2 The algorithm

This protocol consider the bandwidth and delay as QoS metrics and assume that each node
measure periodically the delay of outgoing links and broadcast it to cluster members.
Similarly, the bridge nodes measure the delay of the outgoing links and broadcast this

information to bridge nodes in the same level. The multicast tree is constructed by sending a
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JOINReq message with QoS metrics by the first member to its parent bridge node, and the
first entry in the array is set to the address of this node. If the bridge node does not aware of
the multicast tree, it adds itself to the array and forwards the request to its parent bridge
node. If the multicast tree not found, the request will arrive to the bridge node at top-level
domain. The top bridge node sends multicast generation (MT generation) message towards
the node. When the new member receives this message it reply by sending MT update msg
to its parent bridge node to generate the tree. Each bridge node maintains the address of all
on-tree nodes within the domain and bridge addresses of the lower level domains containing
on-tree nodes. When a new node wants to join a multicast group, it sends a JOINReq msg to
its parent bridge node. If the message arrives at a bridge node that is aware of the multicast
tree, it forwards it to all on-tree nodes or bridge nodes of the sub-domains having on-tree
nodes. Otherwise, the bridge node forwards the message to its parent bridge node. When
the JOINReq arrives at an on-tree node, the node initiates a SF message. This message is
flooded towards the new node by sending it to some neighbors which in turn forward the

message to their neighbors.

Figure 8 Network topology in HOMRP  [55]

7.12.2.1 Features, assumptions, drawbacks, advantages
Main advantages of HQMRP are [56]:
A HQMRP is scalable for large area networks due to it hierarchy of domains,

A reducing the message overhead by selecting fewer on-tree routers to flood towards

the host router,
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